O NEWS ANALYSIS

Wi-Fi Hotspot Networks
Sprout Like Mushrooms

The trend is universal, but Europeans seem to have advantages in roaming and revenue collection

COMMUNICATIONS e Whatbegan
as a plaything among technology buffs in
the United States has quietly evolved into
the fastest-growing wireless data applica-
tion in the world. All over, networks based
on the IEEE’s 802.11b wireless local-area
networking standard, known also by the
commercial trademark Wi-Fi, have been
springing up—and not only in businesses
and other self-contained organizations but
in public places like waiting rooms and
coffee shops as well. Now, increasingly,
service companies are stringing these
“hotspot” networks together to create what
could soon be the world's largest wireless
data network.

Wi-Fi communication cards for devices
like laptops are selling at an estimated
1-1.5 million per month, and most city
centers offer scores of opportunities for - -
people carrying equipment outfitted with
the cards to access IEEE 802.11b networks.  obtaining revenues for services offered  be taking off the fastest and where oppor-
In the central part of Manhattan alone, in  over those networks. tunities and challenges are coming into
just 90 minutes, participants at a recent With just such prospectsinmind, U.S.  sharpest relief. To be sure, IEEE 802.11b
hackers' convention were able to detect industry heavyweights, including IBM, has prompted some serious concern
some 450 such networks. Pickingupona  Intel, AT&T Wireless Services, and Verizon  about its potential impact on third-gener-
tradition once practiced by wandering Communications, disclosed in June that  ation mobile technologies. The Europeans
hobos during the Great Depression, data-  they may soon launch a company—code-  have championed 3G cellular telephony in
hungry itinerants have taken to marking named Project Rainbow—to provide a  global standards organizations, as a suc-
sidewalks to flag opportunities to hitch a  national Wi-Fi service for business travelers.  cessor to its hugely successful Global Sys-
ride in nearby corporate 802.11 networks. While Rainbow may be the biggest tem for Mobile Communications (GSM).

It's an annoyance for businesses project of its kind in the United States, Yet Wi-Fi also stands to benefit from
attempting to secure already busy local it's just the latest of many. Boingo Wire-  the fact that GSM systems are found
networks against intruders, and one less Inc., iPass Inc., and Sputnik Inc.  everywhere in Europe, which creates op-
that's being addressed by evolving IEEE  are among the new wireless Internet  portunities for synergies, and from the
802.11 standards [see “The ABCs of providers selling services that let cus- various kinds of cards Europeans are
IEEE 802.11,” p. 20]. But in an other- tomers use wireless access points accustomed to using to make their phone

wise struggling communications sec- around the country. systems work to best effect. With wireless
tor, it also could be a gold mine—if only connections and cards for user authenti-
service providers can figure out ways Europe—the new frontier? cation and billing, European providers
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of standardizing access to public local- It is in Europe, however, where the cre- are in a position to offer secure IEEE
area networks across wider areas and  ation of transregional Wi-Fi networks may ~ 802.11 roaming on a continental scale.
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In July, TDC Mobile, the mobile arm of
Danish incumbent telephone company
Tele Danmark, signed a contract with Erics-
son to deploy a Wi-Fi system to link with
GSM. The Danish operator plans to inte-
grate an IEEE 802.11 service into its GSM
network, using mobile phones and their
subscriber identification module (SIM)
cards to deliver passwords that control
access. (All GSM phones contain SIM
cards, which include the user’s phone
number, account information, phone direc-
tories, and so on.)

The integrated TDC-Ericsson system
“will give the company a lower-cost solu-
tion that shares back-office functions and
provides added security for customers,”
says Michael Ransom, a senior analyst at
the consulting firm Current Analysis Inc.
(Sterling, Va.). For example, when a user
logs into a Wi-Fi network, the hub can
send a message to a GSM server, which in

wireless Internet service provider that had
a service contract with Starbucks, Voice
Stream now plans to expand Wi-Fi service
to more than 70 percent of the chain's
ubiquitous U.S. coffee shops.

The list of hotspot providers doesn't
end there, and there’s no saying where it
will end. Among the incumbent European
telephone companies to have announced
plans to install public Wi-Fi hubs in recent
weeks are Britain's BT Group PLC (BT),
Spain's Telefonica SA, and Sweden's Telia
AB. For example, a Wi-Fi service called
HomeRun, launched two years ago by
Telia Mobile AB (Stockholm), is already
available at 450 locations in the Nordic
region and at several airports elsewhere.
And in June, Telia Mobile and the Italian
unit of Megabeam Networks Ltd. (Lon-
don) signed what both companies claim to
be Europe’s first cross-border roaming
agreement for Wi-Fi. The companies were

turn can generate a short message back to
the user’s cellphone, providing a one-time
password to access a specially encrypted
Wi-Fi link.

Spotting the same opportunity, Finland's
Nokia Corp., the world’s largest maker
of handsets, has developed an integrated
Wi-Fi/SIM card, which also uses the
GSM network for authentication. And
local GSM mobile operator Sonera Corp.
(Helsinki) is offering a roaming service
between its public local-area networks,
also relying on SIM cards for authenti-
cated access. Sonera argues that SIM
authentication is far more secure than
relying on user names and passwords.

T-Mobile USA (Bellevue, Wash.), a
subsidiary of Deutsche Telekom AG, and
the group’s U.S. wireless subsidiary Voice
Stream Wireless Inc., are collaborating
closely on a transatlantic Wi-Fi/GSM sys-
tem. T-Mobile has begun deploying pub-
lic hotspots in Germany and in some
European airports in cooperation with the
German airline Lufthansa AG. Since
acquiring MobileStar Networks Corp., the

running a test phase of the service until
31 August, allowing customers to roam
for free. After the trial, the companies will
introduce a prepaid tariff for roaming, said
Ryan Jarvis, CEO of Megabeam.

Megabeam already operates IEEE
802.11b networks in Belgium, Germany,
the Netherlands, and the UK. It plans to
have networks—mostly in key airports,
train stations, and hotels—in all major
European markets, except for the Nordic
region, where it will cooperate with Telia,
according to Jarvis.

Overcoming resistance

Few will dispute that some of Wi-Fi's
growth will be at the expense of 3G cel-
lular systems, designed to provide Inter-
net access and data transfer, and the Gen-
eral Packet Radio Service (GPRS), which
was visualized as a transition to 3G. As it
is, GPRS has been off to a slow start in
Europe, and 3G’s introduction is way
behind schedule.

In July, Spain's Telefonica—after
spending around € 6.5 billion (about the

On 4 Aug-
ust, computer scientists from the Indian
Institute of Technology (IIT) in Kanpur
announced the creation of a computer
algorithm that accurately identifies prime
numbers. Common encryption schemes,
such as RSA, rely on the difficulty of fac-
toring two large prime numbers. Though
it is slower than existing identification
schemes, the IIT method betters them by
eliminating the possibility of returning a
wrong answer or none at all.
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The U.S. Federal
Communications Commission (FCC) on
8 August voted to require that all new TV
sets soldin the United States include dig-
ital receivers by 31July 2007. All sets with
screens larger than 35 inches must have
them by mid-2005; digitizing of smaller
sets will take place in 2005-2007. The aim
is to solve a vexing chicken-and-egg con-
undrum: TV makers say no market exists
for the sets because there are not enough
digitally transmitted programs, while net-
works counter that too few people have
digital receivers tojustify the investment
in digital broadcasts.

On
22 July, California enacted a law making
it the first state to regulate greenhouse
gas emissions from automobiles. It re-
quires the California Air Resources Board
to set rules to fulfill “the maximum feasi-
ble reduction” in greenhouse gas emis-
sions from all cars, light-duty trucks, and
sport utility vehicles. Though the new
limits are scheduled to take effect 1Jan-
uary 2006, the auto industry will have
until 2009 to comply. The new law may
lead to de facto fuel economy standards
that are more stringent than those re-
cently mandated by the U.S. Congress. It
takes advantage of aloopholein the fed-
eral law giving Congress the sole author-
ity to set fuel economy standards.
—Willie D. Jones & Samuel K. Moore
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The ABCs of IEEE 802.11

rom its beginnings as an
extension technology for
conventional wired local-
area networks (LANs), IEEE
Standard 802.11 has grown into
something much more capable,
complex, and confusing. When it
first came out in 1997, the wire-
less LAN standard specified
operation at1and 2 Mb/s in the
license-exempt 2.4-GHz indus-
trial, scientific, and medical
(ISM) frequency band and also
in the infrared. An IEEE 802.11
network in the early days was
envisioned as a few PCs with
wireless capability connected
to an Ethernet LAN through a
single network access point.
Since the IEEE 802.11 stan-
dards committee was estab-
lished in 1990 and set up task
groups to design specifications
for systems operating in the
2.4-GHz and 5-GHz bands, the
systems now known as (b) and

(@), the (b) variant has taken off
to a degree surpassing the ex-
pectations of those who con-
ceived it. As aresult, the IEEE's
802.11 committee has had to
create still more extensions,
adding to the alphabet soup, to
address issues like interfe-
rence, security, roaming, and
even quality of service.

IEEE 802.11b defines opera-
tion in the ISM band at 5.5 Mb/s
and 11 Mb/s. It was finalized in
1997 and was trademarked com-
mercially by the Wireless Ether-
net Compatibility Alliance
(WECA) as Wi-Fi. (WECA certifies
interoperability among Wi-Fi
products from diverse manufac-
turers.) The physical layer com-
bines complementary code
keying (CCK) and packet binary
convolutional coding (PBCC).

IEEE 802.113, the fastest fla-
vor of the standard, operates at
data rates ranging from 6 Mb/s to

54 Mb/s. It was also finalized in
1997 and was devised in paral-
lel with the (b) variant, partly
because (b) shares spectrum
with applications like cordless
phones, microwave ovens, and
Bluetooth, which could cause
problems. IEEE 802.11a operates
in the 5-GHz band (known in the
United States as the Unlicensed
National Information Infrastruc-
ture band). The physical layer
uses orthogonal frequency-divi-
sion multiplexing (OFDM) and is
similar to that for HiperLAN II,
the wireless standard of the Euro-
pean Telecommunications Stan-
dards Institute in France.

The IEEE 802.11g task group
is attempting to provide the high
speed of IEEE 802.11a in the
2.4-GHz ISM band-in essence,
to raise the speed of Wi-Fi. The
current draft of IEEE 802.11g
adopts OFDM from the (a) variant
as well as two additional modula-
tion schemes: PBCC and CCK-
OFDM. This draft enables data
rates as high as those of IEEE

802.11a (54 Mb/s). Development
of this extensioninvolved a great
deal of contention in 2000 and
2001 over modulation schemes.
A breakthrough occurred last
November, and the task group
has worked hard this year to final-
ize its draft. Although final ratifi-
cationis not expected until 2003,
some manufacturers have al-
ready announced (g) products.
Other task groups—c, d, and
h—were established to address
special regulatory and network-
ing issues. IEEE 802.11e deals
with requirements of time-sen-
sitive applications such as voice
and video, IEEE 802.11f with
communication among access
points to support roaming, and
IEEE 802.11i with advanced
encryption standards to sup-
port stronger privacy.
—Michael J. Riezenman
For a more detailed version of
this story, crossing all the t's:
http://www.spectrum.ieee.org/
WEBONLY/resource/sep02/
802ABCs.html.

Provision of seamless service between
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same in U.S. dollars) to acquire 3G spec-
trum—decided to drop plans to build 3G
networks in Germany, Italy, Austria, and
Switzerland. Other operators are expect-
ed to follow.

The British consulting firm Analysys
Consulting Ltd. (Cambridge) reckons
that mobile operators providing GPRS
and 3G services will lose 3 or 10 per-
cent, respectively, of their total data rev-
enue to public wireless LAN services in
2006. One reason is IEEE 802.11’s supe-
rior speed. Another, perhaps of even
more importance, is price. According to
Analysys, the current cost of transfer-
ring 1 Mb over a public network is be-
tween 0.2 and 0.4 eurocent, compared
with between 3 and 38 eurocents for
GPRS networks.

Yet Wi-Fi and 3G may still prove more
complementary than competitive. “Cellu-
lar-based data services will give users seam-
less coverage and mobility, while local-area
services will give them high speeds in
select areas,” comments Ross Pow, man-
aging director of research at Analysys.

Under the circumstances, Europe’s
spectrum regulators have begun to open
doors for IEEE 802.11. So far, networks
have for the most part been built around
Wi-Fi, which operates in the unregulated
2.4-GHz band. But IEEE 802.11a, provid-
ing higher data rates and greater security,
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depends on the 5-GHz band, which is
restricted in several European countries.

The French and the British govern-
ments agreed in June to drop their bans
on using the 5-GHz band for IEEE
802.11a, and German spectrum authori-
ties have made concessions, too.

Vendors, including Intel Corp. and
Proxim Inc., say they're shipping IEEE
802.11a equipment to several European
countries, including Belgium, Denmark,
France, Sweden, and the Netherlands. It's
still not clear, however, if the 5-GHz band
will be available all across Europe, or any-
where else in the world, for that matter.

IEEE 802.11 and GPRS/3G networks
could take years to achieve, says Declan
Lonergan, an analyst at the London office
of the Yankee Group. “Technological solu-
tions for authentication, billing, and qual-
ity of service management must be pro-
vided before internetwork roaming
becomes a commercial reality,” he noted.

Following the money

Payment schemes are still fluid in the nas-
cent Wi-Fi market. While some operators,
such as Norway’s Telenor AS (Oslo), favor
a volume-based model, others believe in
an “all-you-can-eat” flat rate. Still others
favor prepaid cards.

As long as users stay in one hotspot,
billing isn't a big issue. Once they move,
it becomes one. Operators will need to
agree on revenue-sharing models.
Interconnection fees are a tricky issue
in any market, but they could trip up
many of the smaller, less experienced
players in the Wild West environment
that Wi-Fi has created. -John Blau
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