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Abstract

In this paper the fading multiple antenna (MIMO) wire-tapanhel is investigated under short term power
constraints. Theecretdiversity gain and theecretmultiplexing gain are defined. Using these definitions,dberet
diversity-multiplexing tradeoff (DMT) is calculated awyttally for no transmitter side channel state information
(CSlI) and for full CSI. When there is no CSI at the transmitterder the assumption of Gaussian codebooks, it is
shown that the eavesdroppsiralsdegrees of freedom from the source-destination channdltten secret DMT
depends on the remaining degrees of freedom. When CSI ikableaat the transmitter (CSIT), the eavesdropper
stealstransmitter antennas, but not the degrees of freedom ofahes-destination channel. This dependence on
the availability of CSl is unlike the DMT results without secy constraints, where the DMT remains the same for
no CSI and full CSI at the transmitter under short term povwarstraints. Azero-forcingtype scheme is shown

to achieve the secret DMT when CSIT is available.
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I. INTRODUCTION

In wireless communications, messages are transmittedcpulfny transmission can be overheard by
nearby nodes. If illegitimate, passive listeners tryingutalerstand messages, known as eavesdroppers,
are present in the environment, then all confidential inftton such as user IDs, passwords, or credit
card numbers become vulnerable and can be identified. Iniaddb voice, image, video, and data
transmissions, future applications envision wirelessanaission of sensitive information such as personal

and locality information. Therefore, wireless securityais essential system requirement.
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In current wireless systems, protection against eavepdrgps provided at higher layers of the Open
Systems Interconnection (OSI) reference model. Transpetwork or application layer protocols aim to
prevent eavesdropping using encryption. However, crypiggc algorithms are highly complex and are
not robust. Thus, enhancing the current encryption teclasgvith unconditional security protocols, which
cannot be broken even with infinite computing power, are afast importance for future development

of wireless applications.

Physical layer security techniques provide unconditiceadrecy through channel coding and comple
ment higher layer security methods. Information-thearsgcurity investigates the fundamental limits of
secure communication at the physical layer. One of the imgjldlocks of information-theoretic security is
the wire-tap channel. The physically degraded wire-tamokhwas introduced in [1] and the fundamental
coding structure to obtain perfect secrecy was establidtegdr in [2], these results were extended to less
noisy and more capable broadcast channels. The secrecyityaioa the Gaussian wire-tap channel was
found in [3]. Recently fading wire-tap channels are ingetted in [4], [5], for which the ergodic secrecy
capacity is calculated when both the transmitter and theivers have channel state information (CSI).
In [4] the ergodic secrecy capacity, when the source nods doehave the eavesdropper’s CSlI, is also
evaluated.

In wireless channels, multiple antennas increase robsstagainst fading, and also transmission rates.
Multiple antennas are considered in the context of wirediagnnels in [6], [7]-[12]. In [7] the authors
find the secrecy capacity of the Gaussian multiple-inputtipletoutput (MIMO) wire-tap channel, when
the source and the destination have two antennas each am@\thsdropper has only a single antenna.
Concurrent work in [8], [9] and [10] establish the secrecpamity for the fading MIMO wire-tap channel
under the full CSI assumption for arbitrary antenna numbers

Although the ergodic behavior of fading channels is very ontignt, when there are stringent delay
constraints, ergodic capacity is not realizable. In thisecdhe outage formulation proves to be useful.
For the wire-tap channel, outage approach was first coregider [6] and [13]. Outage probability for a
target secrecy rate is also investigated in [5], when thecgguhe destination and the eavesdropper have
CSI, and optimal power allocation policies that minimize thutage probability are calculated.

An important performance measure for MIMO fading channiedd simultaneously considers probability
of error and data rates is the diversity-multiplexing t@ifi¢DMT), established in [14]. The DMT is a

high SNR analysis and describes the fundamental tradeoff betweedivirsity gain and the multiplexing



gain. The diversity gain is the decay rate of the probabdftgrror, and the multiplexing gain is the rate of
increase of the transmission rate in the limit of hifkR. The DMT is strongly related to the probability
of outage as probability of error is generally dominated ty dutage event at highiNR.

In this paper we investigate the multiple-antenna wire-tApnnel from the DMT perspective. We
define thesecret multiplexing gain, thesecretdiversity gain and thesecret DMT. We argue that the
eavesdropper can be thought of as “stealing” degrees aldradrom the source-destination channel, and
the secretDMT depends on the remaining degrees of freedom, when tkeme ICSIT. This behavior is
also observed in [15], [16] for compound channels only fa thaximum multiplexing gain point. Our
work can be thought of as a generalization of [15], [16], napg the behavior for all diversity gains.
We also argue that the secret DMT depends on the availabl@G8é transmitter (CSIT). This is unlike
the regular point-to-point DMT without security constrginwhich is not affected from the transmitter
CSiI for constant-rate transmission. Under CSIT assumgtioe also suggestzero-forcingtype scheme,
which achieves the secret DMT upper bounds.

Next, we introduce the system model in Sectioh Il and thetestae secret DMT for no CSIT in
Section Ill. Section IV covers the secret DMT when there idTC8Ve conclude in SectionlV.

II. SYSTEM MODEL AND PRELIMINARIES

We consider a multiple-antenna wire-tap channel, in whiwh source, the destination and the eaves-
dropper haven, n andk antennas respectively. Both the destination and the eaygser have CSI about
their incoming channels. In Sectignllll we assume the sonome does not have any transmit CSI. We
will consider the case when the source has transmitter CSkstion 1V.

For each channel use the channel is represented as follows:

Yp = HpX+Zp 1)

Yy, = HgX +Zpg. (2)

In the above equationX is anm x 1 vector, which denotes the transmitted source sighig).andY g
aren x 1 andk x 1 vectors, and represent the received signals at the destinatd the eavesdropper
respectively. SimilarlyZ, andZ g aren x 1, andk x 1 vectors that indicate the independent additive noise
at the destination and the eavesdropper. B6thand Z have independent and identically distributed

(i.i.d.) complex Gaussian entries with zero mean and vaeah The matrice¥, and Hy, consisting



of i.i.d. complex Gaussian entries with zero mean and unitaiae, are of sizex x m, and k x m.
They respectively denote the channel gains between theesamd the destination and the source and the
eavesdropper.

When there is no secrecy constraint, the source fixes itsrmsion rate aR(”) and aims to transmit
the messagéV, W € W = {1,2,...,.2Y%"} in N channel uses. The destination declares an error if
its decisionlV # W, W € W. This probability is shown to be dominated by the outage gwghose
probability is given by

P.(SNR)=P(R < R,

where R = I(X;Yp) is the instantaneous mutual information correspondindiéodhosen transmission
scheme. The diversity and multiplexing gaidsandr, are respectively defined in [14] as

log P.(SNR)

—d
SNR oo log SNR ’

and

R™)(SNR)
lim ——=
SNR—oo  log SNR

The optimum diversity-multiplexing tradeofif(r) is the piecewise linear function joining the points
dmn(l) = (m—1)(n—1),

[l =0,1,...,min{m,n}. The degrees of freedom in this systermig{m, n}, and the multiplexing gain
r can increase up to this value. Each additional multiplexgagh costs the system a single degree of
freedom, and the diversity gain decreases as the multiglexyain increases.

Under secrecy constraints, the rate-equivocation rat®meld] indicates the transmission rates over
the main channel and the level of obscurity at the eaveséropprate—equivocation rate p&iR, R;) is
achievable if there exists a sequence@f?, N) codes withP(IW # W) — 0, asN — oo and

. 1
lm H(WYY) > R,

The equivocation raté?, describes the eavesdropper’s confusion about the mes&aggéven its ob-
servationY'. An operating point in the rate-equivocation rate regiorcadled perfectly securgif the

The expressionf: (SNR)=/>(SNR) is used to meatimsnr—o log f1(SNR)/log SNR, = limsnr—oo log f2(SNR)/ log SNR. In the
rest of the paper, inequalities are also defined similarly.



equivocation rateR, is arbitrarily close to the information ratR. Moreover, the perfect secrecy rate
R, =[I(X;Yp) - I(X;Yp)]" (3)

is achievable [2] for any input distributigin( X), wherez™ denotesnax{0, z}. The capacity-equivocation
rate region,C, is the closure of the set of all achievable rate-equivocapairs (R, R;). The highest
perfectly secure rate is called the secrecy capacity [1].

To briefly describe how we achieve the perfect secrecy rai@)irfor some input distribution(X),
we defined = 2VBs| B = oNI(XYe) and the setsd = {1, ..., A} andB = {1, ..., B}. The source forms
AB = 2NIX:Yp) channel codewordX?” i.i.d. with p(X). In order to send a secret message A,
the source choosdsuniformly from the set3, formsw = (a,b) and mapsw into a channel codeword
XN, In other words for each secret messagéhe source randomly chooses from one of thelummy
codewords to confuse the eavesdropper. As the total nunfbesdewords in the source code book is
equal to2V/X:Yp)  the destination can reliably decodeand hence:. However, the eavesdropper can
only decode the indek and has no information about the secret messagéus perfect secrecy can be
achieved.

In this work, we assume perfect secreBy— R,, and investigate the highlNR behavior of the secrecy
probability of error with a target secrecy rate equaHg )(SNR). We assume the system is delay-limited
and requires constant secrecy rate transmission. Thetsoislaort-term average power constrairftNR
that the transmitter has to satisfy for each codeword tratesin We define thesecretmultiplexing gain
as

L RUSNR)
SNR—oo  log SNR °
The secret multiplexing gain, shows how fast the target secrecy rate scales with incig&Nm. The
secretdiversity gain,d,, is equal to

log P.(SNR)

_ds7
SNRooo  log SNR

where P.(SNR) denotes the probability of error under secrecy constraintthis paper, we establish the
tradeoff between secret diversity gain and the secret multiplexing gain, d,(rs).
In a system with secrecy constraints, the probability obreis due to two events: Either the destination

does not receive the secret message reliably, or perfagicseis not achieved [17]. When the channel block



length-V is long enough and good codes are used, probability of esrdominated by the corresponding

outage events. Then we can write

P.(SNR) = P(outage
= P(perfect secrecy outage or main channel outage

< P(perfect secrecy outage- P(main channel outage 4)

On the other hand,

P.(SNR) > P(perfect secrecy outage (5)

In the following we will use these upper and lower bounds oobpbility of error to establish the secret
DMT.

Finally, note that we assume a single transmission blockVathannel uses under short-term power
constraint. This is unlike the scenario in [18], where thare many blocks to communicate and a long-
term power constraint. In [18] the first communication blaskmerely used to generate a secret key, and
in the next block this key is used to enhance secrecy, whitehan key is generated to be used in the
following block. In our system, communication sessiondastsingle code block, during which secrecy
has to be maintained. In other words, the transmitter andebeiver have to start secure communication

immediately at the beginning of the transmission block.

[Il. No CHANNEL STATE INFORMATION AT THE SOURCE

When there is no CSIT the MIMO wire-tap channel capacity is kiown. However, motivated by
the fact that when all nodes in the system have CSI, Gause@d&books are optimum, [8], [9], [10], we
assume Gaussian codebooks. We also conjecture that sendamendent signals at equal power at each
antenna is optimal at highNR, as all the entries cH, andHg respectively are identically distributed.
As the source node does not have CSI, it has no preferenceocoeatirection over the other. Under

these assumptions the input covariance mafiis a diagonal matrix) = SNRI,,, wherel,, indicates



an identity matrix of sizen. Then, we can write the achievable perfect secrecy rate)iag3

+
R, = [1og I, + HDQH}‘ ~log ‘Ik n HEQHtEu

_ [ I (£ ASNR) "
[T, (1 + uSNR)

(6)

where L = min{m,n}, 0 < A\; < ... < X\, are the ordered eigenvalues of the malyH}, 0 < 1y <

... < u are the ordered eigenvalues of the malixH!.,, and{ denotes the conjugate transpose.
Theorem 1:For the multiple-antenna wire-tap channel defined[ih (1) @ with full CSI at the

destination and the eavesdropper about their incomingngiagains and no CSI at the source kif<

min{m, n}, the secret diversity-multiplexing tradeoff achieved bgtiopic Gaussian codebook is a piece-

wise linear function joining the pointq, ds(/)), wherel =0, 1, ..., min{m,n} — k and
ds(l) =(m—k—=0)(n—k—1).

If &> min{m,n}, then the secret diversity-multiplexing tradeoff redut@she single poin{0, 0).

Proof: To find the secret DMT we first find a lower bound and an upper daumthe probability of
the secrecy rate outagfperfect secrecy outage- P(R, < RgT)), where R = r, log SNR, and show
that both of these bounds have the same D#JL,,.«(rs). The details of these bounds are presented
in Appendix[].

To attain perfect secrecy the source transmits at fifé = R\ + min{m, k}1logSNR = (r, +
min{m, k})log SNR bits/channel use, where the target secret communicatinisarR’’’ bits/channel
use. Following the secrecy achievability scheme in [2]p alsitlined in Sectio ]I, the total number of
codewords in the channel codebook is equa2¥®”’, and the number of dummy codewords used for
each secret message is fixed and equaBte- 2V min{mkHogSNR “Then the main channel is in outage

when the destination cannot decode r&fé), which has the probability

P(main channel outage = P (I(X;Yp) < R™) (7
= P(I(X;Yp) < (rs + min{m, k})log SNR) (8)
(2 SNR—dm,n(rs—l—min{m,k}) (9)

SNR—4m—tn—r(s) if k< m (10)
0 if E>m |



where(a) is due to [14].

Overall, if k¥ < m the upper bound on the probability of errét (4) becomes etpal

P.(SNR) = SNR ~m—kn—k(rs) 4 GNR~Fm—kn—k(rs)

- SNR‘_dank,nfk(rS)‘

As the lower bound on probability of errdr](5) is the same, wadatude that the secret DMT is equal to
dm—n—i(rs) if K <m.If k> m, the secret DMT is the single poif®, 0). [ |

Theorem[ll states that the eavesdropper costs the systefan, k} degrees of freedom, which af-
fects the whole secret DMT curve. When the degrees of freemothe source-eavesdropper channel,
min{m, k}, is equal tok, then the secret system becomes equivalent téran- k) x (n — k) system.
However, ifmin{m, k} = m, then no degrees of freedom are left for the main channeh, asmin{m, n},
and the secret DMT reduces to the single pdinD).

Fig[d shows an example secret DMT when there is no CSIT fonihetap channel, when the source,
the destination and the eavesdropper have 3, 4, and 2 astegsectivelym = 3, n = 4 andk = 2. We
observe that for theecretchannel only one degree of freedom is left, and the maxirsaotetdiversity
can be 2. The figure also compares the secret DMT t@ thé channel DMT without secrecy constraints.
We can observe the effect of secrecy constraints not onlyemlégrees of freedom, but also on diversity,

for all possible secret multiplexing gain values.

V. CHANNEL STATE INFORMATION AT THE SOURCE

In the previous section secret DMT is established for MIMQeatap channels without CSIT. In this
section we assume that transmitter has perfect CSI abowhtémeel between itself and the eavesdropper,
as well as its channel to the destination. While it may be iptesfor the source to obtain eavesdropper CSI
if both the destination and the eavesdropper are part ofahee sietwork, the full CSIT assumption may
be harder to justify if the eavesdropper is merely an iliewgte listener. Nevertheless, this assumption
will help us understand the limitations and properties afreeDMT. Note that secret DMT is still a
meaningful metric as we consider constant secret rate Ggtigins that operate under short-term power
constraints, which can suffer from outage despite the avkalCSIT.

In the next subsection we establish the secret DMT with CSid @ Section IV-B we investigate

different schemes that achieve the best secret DMT with CSIT



A. Secret DMT with CSIT

The secrecy capacity for the non-fading MIMO wire-tap chelnmith channel knowledge both at the
receivers (the destination and the eavesdropper) anddahsntitter (the source) is found in [8], [9], [10]
as

Cs = max  log|L, + HDQHE) — log ‘Ik + HEQHE . 11

Q =0,
Tr(Q) < mSNR

To establish the secret DMT with CSIT, we first need the foitmpdemma.

Lemma 1:If k < min{m,n}, thenp = dim{Null(Hp)* N Null(Hg)} > 0, whereNull(Hp)" is the
orthogonal complement of the null spacelf, and Null(Hg) is the null space oHg. If n <k <m
or k > m, thenp = 0.

Proof: The subspace®ull(Hg) and Null(Hp)+ are defined in the vector spad®”. If & <
min{m,n}, then Null(Hg) and Null(Hp)* respectively have dimensions — k& and ¢ = min{m,n},
and have the basis séis= {u;, uy, ..., u,,—;} andW = {wy, wo, ..., w, }. In other words, the setg and
W are both linearly independent sets. Howeverpas- k£ + ¢ > m, U UW is linearly dependent. The
intersection of the hyper-planés span and/V span, includes at least one non-zero vector. Thus0.

If n < k < m, then the basis sefg and )V are same as above with= n. However, in this case
UUW is a linearly independent set, as— k + g = m — k+n < m. The intersection of the hyper-planes
U span andV span only includg0} and thusp = 0.

If & > m, thenNullHy consists of only{0}. ThenNull(Hp)* NNull(Hg) = {0}, and thugp = 0. &

Theorem 2:For the multiple-antenna wire-tap channel definedCin (1) @)dwith full CSI at all the
terminals, ifk < m, the secret diversity-multiplexing tradeo«ﬁs(rs) is a piecewise linear function joining

the points(l, d,(1)), wherel = 0,1, ...,m — k and
dy(l) = (m —k —1)(n —1).
If & > m, then the secret diversity-multiplexing tradeoff reduteshe single poin{0, 0).
Proof: When the secrecy capacity is expressed as ih (11), it is lagéhltulate the secret DMT.
We make use of the higiNR secrecy capacity approximations provided in [19], [9] tadfthe secret
DMT. We investigate the three casks< min{m,n}, n < k <m, andk > m separately.

For the first casé < min{m,n}, p > 0 by Lemmall andH is not full column rank; i.ek < m,
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then the secrecy capacity at higlvR is given by [19], [9]

mSNR
I, +

C,(SNR) = Z log o7 + log

jioj>1

HpyHLH | + o(1), (12)

where o(1) — 0 when SNR — oo, Hz € C™™ is the projection matrix ontdNull(Hg), and o;,
j=1,..,min{m,n} — p, are the generalized singular values of matriEes andHz. To find the secret

DMT we investigate the perfect secrecy outage probability

P(perfect secrecy outage (13)
N
= P Z log o5 + log |I, + ms RHDHEHTD +0(1) < rslog SNR (14)
jioj>1
N
= P (log I, + ms RHDHgH}) < rylog SNR) (15)

mSNR

log [T, + HpHEH],| < r,log SNRIHYY = HyY, . HE™ = Hgm)

E m
HH o ()l (16)

For a fixedHy = Hp, i.e. when allH{ = HY i =1 . kj = 1,..,m, the projection matrix{
can be written agl; = AAT. The matrixA is of sizem x (m — k). We can writeA = [a1, ..., apm_1),
where the lengthn column vectors:; form an orthonormal basis faXull(Hg). Let Hp = [r], ... rf]f
be written in terms of lengths row vectorsr;, i = 1,...,n. Then each entry ofHpA)@ = (r;, a;),
i=1,..,n,j=1,..,(m—k). The mean value of each entry is equal&¢(r;,a;)} = 0. We observe
that the covarianc&{(a!, r!)(r,, a;)} = al E{rlr,}a,. The valueE{r|r,} =1, if i = s, and it is zero if
i # s. In addition to these, as the vectors are orthonorm}a%l?,{rj.rs}at =0, if j # ¢ for anyi ands.

Therefore, ifi = s andj = ¢, then E{(a!,x])(r,, a,)} = 1; otherwise, it is equal to zero. ThuE,A

ajs 1

iS a matrix, whose entries are i.i.d. Gaussian with zero nsgahunit variance. Then we can write the

probability in (16) as

P (log

mSNR

L, + HpH:H,

< rlogSNREGY = g0V HE™ = HEE’“"”)

= P (log

= SNR_d(mfk),n(TS).

mSNR

L, + HpAATH

< rglog SNR)

In other words, this system is equivalent to @n— k) x n MIMO with a well known DMT d,,, ) (75)
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[14]. Substituting this value il (16), we observe that

kK m
- g lia)y gy (id)
P(perfect secrecy outage = / / INR d(m o Hli[l ngﬁ (H")dHp,

— SNR_d('ank),n(TS).

To attain perfect secrecy the source uses i.i.d. complexss§iau codewords with covariance matrix
Q and transmits at rat&® = R + log |I, + HzQHL,| bits/channel use, wher@ is the covariance
matrix that attains the maximum ia_(11). Here the targetetecommunication rate i€") bits/channel
use. Unlike the no CSIT case, the number of dummy codeworeld o each secret message is variable

2Nlog|1k+HEQH

and equal toB = =, Then the main channel outage probability is equal to

P(main channel outage = P <

:p<

= P(perfect secrecy outage

H}‘ < R(T))

log ‘Ik + HEQHH < rslog SNR)

- SNR_dmfk,n(rs).

Combining the upper and lower bounds (4) dnd (5) we concloakthe secret DMT is equal th,_j. »(75)
if kK <m.

For the second case< k < m, p =0 by Lemmall and the higiNR secrecy capacity expression of
[9] cannot be used directly. However, the converse and eahikty in [9] can be extended to cover for
p = 0, by deleting certain rows and columns in the generalizegidar value decomposition [20]. Then the
same secrecy capacity expression as ih (12) holdsmitiplaced byy’ = min{m — k,n}. We can follow
the same steps in the previous case to calcubdferfect secrecy outaggeand P(main channel outage
and find the secret DMT to bé,,_1).(7s) for n < k < m.

Finally for the last cases > m, the secrecy capacity at higiNR is given by [19], [9]

lim C,(SNR)= ) logo?. (17)

SNR—o0
jio;j2>1

As the capacity expression does not grow with increaSIN®, it is easy to see that the secret DMT is
a single point(0, 0). u
In Fig.[1 secret DMT with CSIT is shown faf = 3, n = 4 andk = 2 in comparison to the secret

DMT without CSIT and the DMT without secrecy constraintseTDMT without secrecy constraints, the
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secret DMT with CSIT and the secret DMT without CSIT are shdwive respectively equal t@; 4(r),
d14(rs), anddy »(rs). In this example secrecy constraints impose both multiptexjain and diversity
gain losses whether CSIT exists or not.

On the other hand, if CSIT is available, secrecy constraiotsiot always result in multiplexing gain
loss with respect to the DMT without secrecy constraintss Tillustrated in Figl 2 for which the source,
the destination and the eavesdropper respectively haeand 1 antennas each. In this case, the secret
DMT with full CSIT is equal tods»(rs), s € [0,2], whereas the secret DMT with no CSIT is equal to
ds1(rs), rs € [0, 1]. Note that the secret DMT with no CSIT always experiencesgaess of freedom loss,
whereas secret DMT with full CSIT only experiences secregdity gain loss but not secret multiplexing
gain loss, ifm — k > n.

In Fig.[3 we compare the secret DMT for the wire-tap channe¢h\ai 2-antenna source, a 2-antenna
destination, and a single antenna eavesdropper for nontites CSI and full CSI cases, as well as
the DMT without secrecy constraints. The DMT without segreonstraints is known to bé, »(r), and
according to Theorenid 1 ahdl 2, the secret DMT with no tratem@SI and full CSI are equal tb— r,
and2(1—r,) respectively. In Fig. 4 we compare secrecy outage prolalfdi the same antenna numbers
m = 2, n =2 andk = 1. The secret multiplexing gain is assumed to be equal to Qi the secret
diversity levels are equal t0.25, if there is no CSIT, and.5 if CSIT is available. Figl 4 confirms these

results, from which we can observe the secret diversity tagmoximately equal to the predicted values.

B. Alternative Achievability Schemes

In this section we propose a new secret DMT optimal scheme afternative to the capacity achieving
strategy studied in Theorelm 2, and compare it to the arfifiedése scheme of [21].

1) Zero-forcing: Here we suggest a simptero-forcingmethod that achieves the full CSIT secret DMT.
As k& > m results in a trivial secret DMT, we assunmie< m; i.e. Hg is not full column rank. In the
zero-forcing protocol we transmit the secret informatiorli, which is a lengthsn — k) column vector,
and sendX = AU at the transmitter, wherH; = AAT. Then the received signals at the destination and

the eavesdropper respectively become

Y, = HpAU+Zp,
Yr = HpAU+Zp
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Stated differently, the destination observes an equivateannel ofHpA, whereas the eavesdropper
only observes noise because the secret message is traasmitits null space. As the receiver knows
the transmit strategy, it is also informed abautand thus about the equivalent channel. Then for every
realization of A, the equivalent channel gain matrix still has i.i.d. comp{@aussian entries with zero
mean and unit variance. Assuming the covariance matrixJaé mSNRI,,_/(m — k), the achievable

perfect secrecy raté (11) becomes
I(X;Yp) = I(U: Yp) = log I, + HyHH),——SNR
m J—

as I(X;Yg) = 0. For this equivalent channel the DMT can easily be shown talhe; ,.(r;) as in
(13)-(18).

Note that for MIMO channels the source node can do beamfagmmrnhe direction of the destination,
if CSI is available at the transmitter. Whether a secrecystramt exists or not, beamforming in the
direction of the destination only adds coding gain to theie@ble mutual information/(X;Y ) or
log L, + HDQH} term in (11) and does not change the DMT [14] or the secret DiNtwever, when
there are secrecy constraints, the transmitter CS| candzktasontrol thébeam directiorof the message.
With this information, when the message is transmitted arhll space of the eavesdropper, the secret
DMT changes significantly as illustrated in the zero-fogcjprotocol.

2) Artificial Noise: In [21] the authors suggest an artificial noise scheme teceas® achievable secrecy
rates. In the artificial noise scheme the source node sendeesages in the range spacélgf and sends
extra noise inHp's null space. Letl’ be anm x (m — n) matrix, whose columns form an orthonormal
basis forNullHp, V is a lengthtm — n) column vector with i.i.d. complex Gaussian entries withozer

mean, and be a lengths: column vector that carries source messages. Then sourds sen
X=S+TV.

As V is received in the null space ® p, the destination is not affected from this extra no\égbut the

eavesdropper is. Then the received signals at the destinatid the eavesdropper are

Yp = HpS+Zp

Yr = HgS+HgTV +Zg.
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Assuming the covariance matrix f8andV are respectivelyyNRI,, /2 andmSNRI,,_,/[2(m —n)], the

achievable perfect secredyl (3) becomes equal to

N
R, =log |1, + S—RHDH})

K+ SYRHH],
5 log

K| ’

whereK = I, + z(ff_Rn) H;TTTHL.

Simulations suggest that the artificial noise scheme al$weaes the secret DM, —i)n(rs). A
comparison between zero-forcing and artificial noise moi®is shown in Figll5 when the source has
2 antennas and the destination and the eavesdropper liesfyebtive a single antenna each. The figure
confirms that both schemes achieve a secret diversity 0.B&nwhe secret multiplexing gain is 0.75.

As a final note, the artificial noise scheme only necessithtessavesdropper’s instantaneous mutual
information, I (X; Yg), to determine the codebook structure; i.e. the sizes of ¢élsees message set and
the dummy codeword set. However, it does not necessitat@stentaneous channel gain matiXz. To
do zero-forcing the instantaneous channel gain matrixgaired but its outage probability performance is
superior to artificial noise. In zero-forcing the source camtrates its power in the null spaceldf; and

it is guaranteed that the eavesdropper does not get anymafmm. Thus, an advantage of zero forcing

is that the source does not have to employ a secret codebab&egrd dummy information.

V. CONCLUSION

In this paper we study the MIMO wire-tap channel when themre stringent delay constraints and
short-term power constraint. We define and find skeretDMT for arbitrary number of antennas at the
source, the destination and the eavesdropper. First, vy sta CSIT case. Our results show that the
eavesdropper decreases the degrees of freedom in the ldikeahin{m, n}, by the degrees of freedom
in the source-eavesdropper channein{m, k}. The secret DMT depends on the remaining degrees of
freedom. Therefore, i > m, then no degrees of freedom is left for secure communica@dmerwise, the
secret DMT is equivalent to that of(ax — k) x (n — k) MIMO without secrecy constraints. Then we study
the effect of transmitter CSI on secret DMT. We observe tindika the DMT without secrecy constraints,
the transmitter CSI changes the secret DMT and it becomeasgadepnt to the DMT of am —k&) x n MIMO
if k& < m; otherwise no tradeoff exists between secret multiplexand secret diversity. We also suggest
a zero-forcing scheme, which achieves the secret DMT boumehvCSIT is available, and compare it to

the artificial noise scheme.
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APPENDIX |

PERFECT SECRECY OUTAGE PROBABILITY, NO CSIT

In Theoreni Il we need the probability of perfect secrecy ratage. In this appendix, we first compute
this probability fork < min{m,n}. We will discuss the cask > min{m,n} at the end of the proof.

Secrecy Outage Lower Bounbefine &, = {u; > a,i =1,...,k}, wherea is a positive real constant
and &’ denotes the complement &f. Without loss of generality: > 1. Then we can write probability

of secrecy rate outage as

P(perfect secrecy outape
= P(perfect secrecy outag®)P (&) + P(perfect secrecy outad®)P (&) (18)

> P(perfect secrecy outa@®)P(&)). (19)
As a is a constant, we find’(&,) is also equal to a constant. At higiNR

P(perfect secrecy outai#g)

1, (1+ A\SNR)

[T, (1+ uSNR)

[, (1 + \SNR)
(1 + aSNR)"

= P

< SNR"S|&> (20)

—~
S
N

v

P < SNR’”S)

S

P

L
1=

(1+ X\SNR) < SNR’“S*"”)

1

—~
s}
~

SNR_dm,n(Ts‘i‘k)

—
SH
=

- SNR_dmfk,nfk(rs)’

where using the definition of; we substituted the minimum value for all in (20) to obtain(a). (b)
follows becauséd1 + aSNR)’“ > SNR”. Using the DMT results without secrecy constraints [14}, and
(d) follow. As P(perfect secrecy outageSNR %), we conclude thad,(r,) is upper bounded with the
DMT of an (m — k) x (n — k) MIMO system.

Secrecy Outage Upper Boundo make the upper bound tight, we need a piecewise analybishw

depends on the secret multiplexing gain. We detinas

ci=—m+n—-2k—=2i—Drs+(m—Fk)(n—Fk)—i(i+1),



16

for i =0,1,...,min{m,n} — k — 1. We also define the evedl,; = {1 > c¢;log SNR}, and&;; as the
complement off, ;.

For anyi, we can write

P(perfect secrecy outage
= P(perfect secrecy outa@® ;) P(£.) + P(perfect secrecy outalg ;) P(&y, ;)

< P(&.:) + P(perfect secrecy outag ), (21)

where we have upper bounded batfiperfect secrecy outaffg, ;) and P(&;; ;) with 1.
To calculate an upper bound on the first termlin (21), we usepgeribound on the probability density
function (pdf) of ;. We obtain this bound using the joint pdf of the ordered eigaresO < p; < ps <

.. < uy, of the matrixHzH', [14, Lemma 3], which is

(:ulu' mk;H,u:n kH Ll“la

1<j

where K,, ,, is a normalizing constant. Then,

p(ﬂk

= / / Py, i) dpy . dppp

m—Fk o=
mkﬂk

ﬂ2
/ / Hul” T S
1<J
d 1...d,uk_1

(e)
< K, kﬂ? kﬂk(k Y

m, k

. k—1
H2 ek —Zl-ﬁl .
. H,ui e ==t Fidpy . dug_q
0 0 =1

(22)

(62)
< Kh R e (m — k)R (23)

m,

where (e) is because eactu; — p;)? < ui, and there aré:(k — 1)/2 many (u; — u;)* terms involved.
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Before we write(f) we first bound the innermost integral in {22) as

K2 A
/ py e
0

m—k |
) o )
o (£4)

= (m—k)!
where~(.,.) is the lower incomplete gamma function. Note that fgy we used the series expansion

—~

< (m—k),

of this function [22]. Applying this result repeatedly td #he integrals in[(2R2) leads t¢f). Using this
upper bound on the pdf of the largest eigenvalye we can now find an upper bound a@n¢&, ;). Let
C; = ¢;log SNR for short hand notation. Then,

P(E,;)
= PQu > Cj)
= / P )dp
C;
(h) o0 )
e T
C;
= K L(m—kE"'T(m =2k + K +1,C))
(24)
0 m—2k+k> C!
= Koplm—R)le® S o (25)

=0
where we used (23) to obtaii). In (24) I'(.,.) denotes the upper incomplete Gamma function, and we

used the series expansion of this function to obtajf22]. Then, it is easy to show that
P(E.;) < SNR™, (26)

as thee=% term in (25) determines the higfNR behavior of [25).
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For the second term in_(21) we show that

P(perfect secrecy outaff ;)
I1., (1+ ASNR) g
[T, (1+ wSNR)

P HiLzl (1 + )‘ZSNR‘) < SNR’=
(1+ (¢;log SNR)SNR)*

= P < SNR’

INS

—~
)
N

L
P{]] @+ \SNR)
=1

< (2max{1,¢;})*(log SNR)*SNR"***)

L
< (H (14 \SNR) < A¥(log SNR)’“SNR“*’f)
i=1

- SNR_dm,n(Ts"I‘k)

= SNR ™m0 (rs), (27)

In the above inequalities;j) is because the largest eigenvajueand hence all;’s are upper bounded

by c;log SNR given &y .. (k) is due to the fact that
+ (¢;1log SNR)SNR < 2max{1, ¢;}(log SNR)SNR,

and (1) follows becauser; < (m — k)(n — k), for all @ = 1,...,min{m,n} — k — 1, and we define
A = 2max{1, (m—k)(n—k)}. Finally, (m) is becaused®(log SNR)*SNR"*** has the same multiplexing
gain asSNR"™** and thus the results in [14] apply.

Overall, substituting[(26) and_(R7) intb (21), using the wi&fhn of ¢;, and combining the results for

all © we have
P(perfect secrecy outage< SNR™%m—r .- ("s),

We can observe that this upper bound on probability of sgcraete outage is the same as the lower
bound we calculated above. We conclude thgterfect secrecy outaj@SNR =% ("s) = SNR~m—#).(n-#)(rs)
and the secret multiplexing gain satisfies< min{m,n} — k for £ < min{m,n}.

If £ > min{m,n}, then P(perfect secrecy outafg®) in (19) takes a constant value and does not decay

with SNR. As P(&;) is also equal to a constan®(perfect secrecy outagés lower bounded by a fixed
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value in (0, 1]. Thus, we conclude that whén> min{m, n}, the secret DMT reduces to the single point

(0,0).
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AR -+ =DMT
N == secret DMT, full CSI
. ——secret DMT, no CSIT

diversity gain
(22}
T
*
i

multiplexing gain

Fig. 1. The source, the destination and the eavesdropppeatgely have 3, 4 and 2 antennas. The DMT with no secrecgtraints,
secret DMT with transmitter and receiver CSI and, secret DMth receiver CSI only are shown.

-+ -DMT
== secret DMT, full CSI
——secret DMT, no CSIT

diversity gain

multiplexing gain

Fig. 2. The source, the destination and the eavesdropppeatdgely have 4, 2 and 1 antennas. The DMT with no secrecgtraints,
secret DMT with transmitter and receiver CSI and, secret DM{h receiver CSI only are shown.
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N -+-DMT
N == secret DMT, full CSI
. ——secret DMT, no CSIT

diversity gain

1
multiplexing gain

Fig. 3. The source, the destination and the eavesdropppeatdgely have 2, 2 and 1 antennas. The DMT with no secrecgtraints,
secret DMT with transmitter and receiver CSI and, secret DMh receiver CSI only are shown.

2
E
©
Q
o
o
(0]
o
8
>
o
©
o
8 10 3
—#—with CSIT
5[ =©—no CSIT
10 I i i i
10 20 30 40 50 60

total SNR (dB)

Fig. 4. The source, the destination and the eavesdroppeeatdgely have 2, 2 and 1 antennas,= 0.75.
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arehvlesdropper each have a single antenpas 0.75.
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