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Abstract

Network engineersaand operatorsarefacedwith a num-
ber of challengeshat arisein the context of network
monitoring and measurement.Theseinclude: i) how
muchinformationis includedin measuremertacesand
by how much canwe compresghosetraces?,i) how
much information is capturedby different monitoring
paradigmsndtoolsrangingfrom full packetheadecap-
turesto o w-level captures(suchas with NetFlow) to
paclet and byte counts(suchaswith SNMP)?andiii)
how much joint information is includedin tracescol-
lected at different points and can we take advantage
of this joint information? In this paperwe develop a
network modelandan informationtheoreticframework
within which to addressthesequestions. We use the
model and the framework to rst determinethe bene-
ts of compressindracescapturedat a single monitor
ing point, and we outline approacheso achiese those
bene ts. We next considerthe bene ts of joint coding,
or equivalentlyof joint compressiornf tracescaptureca
differentmonitoringpoints. Finally, we examinethe dif-
ferencein information contentwhen measurementare
madeat eitherthe ow level or the paclket/byte count
level. In all of thesecasesthe effect of temporaland
spatialcorrelationon the answergo the above questions
is examined.Both our modelandits predictionsareval-
idatedagainstmeasurementtaken from a large opera-
tional network.

1 Intr oduction

Network monitoring is an immenseundertakingin a
large network. It consistsof monitoring (or sensing)a
network usinga geographicallydistributed setof moni-
toring stationswith the purposeof usingthe monitoring
datato betterunderstandhe behaior of thenetwork and
its users. Monitoring is a centralactiity in the design,
engineeringandoperationof a network. Increasedanon-

itoring capabilities,alongwith the associatedncreased
understandin@f the network anduserbehaior (or mis-

behaior), have directimpact on network performance
andintegrity, andthereforeonthecostspasseanto net-

work usersandontherevenuesf theoperatorsin spite

of its importance,practitionersstrugglewith challeng-
ing, yetvery practicalquestionsuchaswherewithin the

network to monitor dataandat what granularityto cap-

turetraceshow muchinformationis includedin various
typesof paclettracesandby how muchcanwe compress
thosetracesandhow muchjoint informationis included

in tracescollectedatdifferentpointsandhow canwe take

adwantageof this joint information?

In this paper we addresghesequestionsn the con-
text of large high speechetworks suchascampusgnter
prise,or corenetworks. Monitoring the behavior of such
networks raisestremendoushallengesdue to the high
bandwidthof currentlydeployedlinks. For example the
collectionof 60-bytepaclet headersaneasilygenerate
3Th of dataperhourona OC-192link (10 Gb/slink) in
acorebackboneand30Gbof dataperhouratanenter
prise or campusgatavay. One meansfor reducingthe
amountof datagatheredis to monitor o w-level data,
asis donewith Net Flow [2]. The amountof datacan
be further reducedby monitoring paclet or byte counts
over x edintenals of time asis possibleusing SNMP
[15]. Network datacollectedat distributedmonitorsalso
exhibit spatialand temporalcorrelations. Thus another
meansfor reducingthe sizesof monitoreddatasetsis
to exploit this correlationthroughcorrelateddatacoding
andcompression.

In this paper we proposean information theoretic
framevork within which to addresssomeof the issues
and questiongntroducedabove. In particulay we pro-
poseandvalidatea o w-levelmodel(adaptedrom[12]),
andwe useit to determinethe informationcontentof a
paclet trace collectedat a single or multiple pointsin
a network, andof setsof paclettracescollectedat sepa-
ratepoints.We alsodetermingheinformationcontentof



tracescapturechtdifferentlevelsof granularityin partic-
ular o w leveltraceqNetFlov traceslandbyteor paclket
counttraces(SNMPtraces).

We obtaina numberof interestingand importantre-
sults. Regardingtracescollectedat a single monitoring
point, we derive aninformationtheoreticboundfor the
information contentin thosetraces,or equivalently for
the potential bene t of losslesscompressioron those
traces. Not surprisingly we nd that the information
contentis small in SNMP traces, higher in NetFLow
traces,and extremely high in full paclet level traces.
More interestingly we shav that full paclet header
tracescanbecompresseth practicedown to aminimum
of 20%of theiroriginal size,andthattheamountof com-
pressioris afunctionof theaverage o w sizetraversing
that node: the larger the average o w size, the smaller
thecompressiomatio.

Regarding traces collected at multiple monitoring
points,we nd thatjoint codingor compressiomf traces
further reduceghe maginally compressedracesat the
individual monitors. Speci cally, the joint compression
ratio (or equivalently, the additionalcompressiorbene-
t broughtby joint coding of traces)is low for SNMP
or byte/paclet counttraces higherfor NetFlov or o w-
level traces andhigherstill for paclet-level traces.This
meansfor example,thatjoint codingis not really use-
ful for SNMP datacollectedfrom differentmonitoring
points and sentbackto a NOC or centralanalysissta-
tion. SinceSNMP datareportingtakeslittle bandwidth
anyway, it makessensenotto investin sophisticatedod-
ing techniquesn this case.However, NetFlov or paclet
headercaptureand reporting can require a signi cant
amountof bandwidthandstorage Our resultsshaw that,
in this case,joint coding techniqueshave the potential
to signi cantly reducethosebandwidthand storagere-
quirements.

Information-theoreticconceptsand approachehave
beenusedin the pastto examinea wide variety of net-
working issuessuchasconnectvity [18] andtraf ¢ ma-
trix estimation[26], anomalydetection[16], and com-
pacttraf c descriptord8, 24] for network dimensioning
andQoSmonitoring.However, to ourknowledge our at-
temptis the rst to introducea framework within which
to addressll thequestionof interesthere,namelytrace
coding,correlatedandjoint coding,andtracecontentat
multiple time scales.

Therehasbeenwork on tracecompressionhowever
it hasbeenheuristicin nature. For example,work de-
scribedin [14, 23] proposedheuristicsbasedon stor
ing and compressingacket headerscollectedat a sin-
gle monitor alongwith timing informationin the form
of o w records.Trajectorysamplingexhibits someele-
mentsin commonwith distributedcompressiorf mon-
itored data[7]. Also relatedis work in the areaof in-

vertingsampleddata,e.g.,[9, 11]. Indeed samplingcan
be thoughtof asa form of lossycompressiorandthese
papersareconcernedvith decodingtheresultingtraces.
Thereis alsoanextensive bodyof work producedwithin
the sensometworking and distributed signal processing
communities;see[4, 6] andtheir referencedor exam-
ples. However, muchof it is in the context of abstract
modelsof how datais producedge.g.,Gaussiamandom
elds, andis notdirectly applicablein thedomainof net-
work monitoring.

The restof the paperis structuredin threeparts. In
Section2 we presenthe variouselementsf our frame-
work, includingrelevantconceptdrom informationthe-
ory, our network o w-level model, and the network
tracesthat will be usedthroughoutthe paper In Sec-
tion 3, we describehe rst applicationof ourframework,
speci cally we derive the informationcontentof paclet
headetracescollectedat a singlemonitoringstationand
examinethe bene ts of tracecompressiorin this case.
In Section4, we examinethe more generalproblemof
correlated,or joint, coding of tracecapturedat several
monitoring stations. Section5 then appliesthe model
to determinethelossin informationcontentwheneither
o w-level (Net Flow) or byte count(SNMP)summaryis
appliedto thefull trace.Section6 concludeshe paper

2 Methodologies

In this sectionwe provide the foundationfor the rest
of the paper We begin by reviewing several concepts
neededrom informationtheory (Section2.1) thatform
the basisfor exploring information contentin network
traces.Thisis followedwith adescriptiorof thenetwork
o w modelto which they will be applied(Section2.2).
Thesectionendswith areview of acollectionof network
tracesusedto validateandparameterizéhe model(Sec-
tion 2.3).

2.1 Someconceptsfrom Information The-
ory

We begin by introducingthe conceptof entropy anden-
tropy rateandtheir relationto datacompression5].

De nition 1 Shannon entropy. Let X be a discrete

randomvariable that takesvaluesfrom . Letp(x) =
P(X = x),x2 . TheentropyofX isde nedby
H(X) = p(x) log, p(x)

X2

Examplesof X in our context would be the ow
size measuredn paclets, the ow identi er, and the
paclet/bytecountin a onesecondnterval.



Now considera stochasticprocessX =
whereX, is discretevalued.

fXnghoy

De nition 2 Entropy Rate. The entropy rate of a dis-
cretevaluedstodtasticprocessX is de nedby

H(X) = n|!|1m
whenthelimit exists.

The entropy rate representshe information rate con-
veyedby thestochastiprocessX . It providesanachies-
able lower boundon the numberof bits per samplere-
quired for losslesscompressiorof the process. With
losslesscompression,all of the information is com-
pletely restoredwhenthe le is uncompressedin our
contet, an examplemight be the byte countsat a link
over successie onesecondntenvals.

De nition 3 Joint Entropy Rate. The joint entopy
rate of a collection of many stotastic processes

erﬁi)gﬁzlii = 1;2;::;N isde nedby

T i n

whenthelimit exists.

The joint entropy rate representghe information rate
corveyedby thejoint stochastigrocessandis anachies-
ablelowerboundonthenumberof bitsrequiredoersam-
plefor thejoint losslessompressiomf all theprocesses.

Let usplacethisin our context. Let X; bethe header
of thei-th packetandM thesizeof theheaderf X gl;
is a stochastigprocessepresentingaclet headers.We
are interestedin quantifying the bene t gained from
compressinga packet headertrace gatheredfrom one
network monitor or tracescollectedat a setof network
monitors.

De nition 4 Marginal CompressiorRatio. Givensta-
tionary stochastic processf X g, , the mamginal com-
pressionratio is de ned astheratio of the entropy rate

andrecod size
H (X
n0)=

In thecaseof tracescollectedat multiple pointswithin
thenetwork, we de ne:

De nition 5 Joint CompressionRatio. Given a
collection of N jointly stationary stotastic processes

tio is de nedastheratio of thejoint entropyrateandthe
sumof the entropy ratesof theindividual processes.

r N
L H(X @)

In the context of network tracecompressionthe joint
compressionratio quanti es the potential bene ts of
jointly compressinghe tracescollectedat several point
in thenetwork beyondsimply compressingachtracein-
dependentf eachother

Although muchof thetime we will dealwith discrete
randomvariables,somequantities,suchas interarrival
times,arebestapproximatedby continuougandomvari-
ables.This necessitatethe following de nition.

De nition 6 Differential Entropy. Let X bea continu-
ousrandomvariable with a densityf (X). Thedifferen-
tial entropyof X is de ned by

z

h(X) = f (x) logf (x)dx
s

wheee S is the supportsetof therandomvariable

In reality, every variableis measuredvith nite resolu-
tion. With aresolutionof = 2 ", i.e.,ann-bit quan-
tization, a continuousrandomvariableX is represented
by a discreterandomvariableX andits entropy is ap-
proximatelyh(X) + n.

If X follows an exponentialdistribution with rate ,
its differentialentropy

z 1

h(X) = e *log,(e *)dx= log, ¢
With an n-bit quantization the discreteentropy of X is
H(X ) = log, € + n. In thefollowing, whenever there
is no confusion,we usethenotationH (X ) for acontin-
uousrandomvariableX to represenits discreteentropy
H(X ).

2.2 Network Flow Model

In thissectionwe introducea ow-basednetwork model.
We representthe network as a directedgraph G =
(V; E). Assumethat o ws arrive to the network accord-
ing to a Poissonprocesswith rate and ; denotes
the inter-arrival time betweenow j and | 1. Let
i 2 F betheid of thej-th ow thatarrivesto the
network. We assumethatthe routeof a ow f 2 F
is x edandclassify o wsinto non-overlap o w classes,
fFi;1 i N g, suchthatall ows within a class
shareghesameroutein themonitoredhetwork. Theroute
takenby owsin classi is representetly anorderedset
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Figurel: Experimentsetup.

R = (Vs lh,:,',) wherev;' M s thej -th router

traversecby aclass ow andl"' is the pathlength.The
o w arrival ratewithin classi is "' = P( 2F)).
When ow j arrives, it generateX; paclets. Pack-
etswithin ow j arrive accordingto somepoint pro-
cesswith inter-arrival timesf j; giK:j2 , where j; isthe
inter-arrival time betweenthei  1th andith paclet of
ow j. It is assumedhatthe rst paclet arrivesat the
sametime asthe ow. The behaior of paclet arrivals
in the network is describedby the stochasticprocess
PO KT 5 )0

In practice,network tracesarecollectedat distributed
network monitors. We are interestedin how informa-
tion is carriedaroundby pacletswhenthey traversedis-
tributed network monitors. As a startingpoint, we as-
sumethatthereis no pacletlossin thenetwork andpack-
etsincur constantdelayon eachlink: let D ;; ) denote
thedelaythatthek-th packetincurswhile traversingthe
k-th Iink, (I, J) 2 E,we assumehatD(i;j yk = D(i;j )
8k. Delaysare very small and lossesnon-&istentin
a well-provisionednetwork suchasthe Sprint network.
Hencethisis areasonablassumptionn mary casesin
Section4.3 we describehow theseassumptiongan be
relaxed. For anodev in the network, let CY)  F de-
note the setof o ws that passthroughit. Since ows
arrive to the network accordingto a Poissorprocessand
the delaybetweerary two nodesin the network is con-
stant, o ws arrive to nodev accordingto a Poissorpro-
cesswith rate ) = P( 2 CM). Thebe-
havior of paclet arrivals at nodev canbe described)y

(), (0 :f gy ‘9,
1

wheref )g is thesequencef inter- o w-arrival times
atnodev thatfollows exponentialdistribution with rate

M f (")g is ani.i.d. sequencef ow ids seenby

the stochastiqrocesd (

v, Tk )g is ani.i.d, sequencef integervaluedrandom
variablesthat denotethe numberof pacletsin thejth

o w passinghroughv andf (") gI _, isthesequencef
o w inter pacletarrival tlmes

Figurelillustratesasimplescenariccorrespondingo
arouterwith two incominglinks andtwo outgoinglinks,
eachof which containsamonitor. Therearefourtwo hop
pathsandfour o w classedraversingthesepaths. This
is the settingwithin which the tracesusedfor validation
and parameterizatioof the modelare collected. They
aredescribedn the next section.

QQ Plot of Flow Interarrival on OC12 link Against Exponential

0.009
0.008 -
0.007F *
0.006 %
0.005 *

0.004F
0.003
0.002 -

0.001

Figure2: Flow arrival is Poisson

2.3 Validation
2.3.1 Network Traces

The data usedhere were collectedas part of the full
routerexperimen{13] onAugust13,2003.Packettraces
wererecordedat six interfacesj.e. 12 links of onegate-
way router of the Sprint IP backbonenetwork for 13
hours. We usemutually synchronizedAG cards[1] to
recordpacketheadersvith GPS-precisionefi4bittimes-
tampsfrom OC-3,0C-12andOC-48links [10]. Theex-
perimentsetupis shavn in Figurel. In theremainderof
this paper we will focuson the tracescollectedover a
onehourtime periodbetweenl4:30and15:30GMT on
two incomingandtwo outgoinglinks. Table1 summa-
rizesthe sizeof thesetracesandthelink utilizations.

We choosethis setof tracesbecausét capturesa mix
of customerto gatevay and gatevay to backbonetraf-
c. Custometrafc largely goesto oneof thetwo back-
bonelinks. It is anideal rst stepto analyzeinformation
redundang without beingoverwhelmedy complicated
routing. Furthermoreijt is a representatie setof traf-
¢ data,becausehereareover 500similarly con gured
gatevay routersin Sprint's global network. The short-
comingis thatwe do nothave arny backbonedo backbone
traf ¢ recordechtthesametime. Thiswill beconsidered
in thefuturework.

We further selectthe threemosthighly utilized links
from the setto usein the remaindernf the paper BB1-
out, BB2-outarefrom two OC-48linecardsconnecting
to two backboneouters(BB1 andBB2). C1-inandC2-
in are from two OC-3 linecardsconnectingto transpa-
cic customers. We usethe full paclet traceto de-
ducean SNMP-like utilization trace (referedto as uti-
lization tracefrom now on) andanunsampledaw Net-
o w trace. This is doneso that differentnetwork mea-
surementechniqueganbe comparedor the sametime
durationwithout ary possiblemeasuremergrrorscon-



DataSet | duration #paclets | Averagerate
C1l-in lhour| 44,598,254 53Mbps
C2-in 1hour | 123,542,790 73Mbps

BBl-out| lhour| 71,115,632 69Mbps

BB2-out | 1hour | 105,868,070 82Mbps

Tablel: Tracedescriptionandstats.

tributed by SNMP or Net ow. The utilization traceis
computedasbyte-counpersecondatherthanper5 min-
utesasanormalSNMPtrace.Thisis doneto increasehe
numberof datapointsandminimize estimationerrorin
the calculation.We simulateNet ow by creatinganun-
sampled\et ow tracefrom thepaclettrace becauseve
preferto not take into accountpacket samplings effect
on measuremerdt this stage.

Thefull paclettracesdescribedabove areusedto val-
idate the Poissonassumptionsnadein the o w model.
Figure 2 depictsa QQ plot of the empiricalinter- o w
arrival time distribution with respectto an exponential
distribution with the sameaverage.We obsene visually
a goodmatchfor the o w inter-arrival timesassociated
with link C1-in. Thisis alsothe casewith the other o w
arrival tracesandis consistentwith obsenationsmade
elsevhere[12]. We computeempirical entropy on the
tracesdescribedabore using empiricalmarginal proba-
bility distributions.

3 Application:
pression

Single Point Trace Com-

All packet monitoring posestremendouschallengeso

the storagesubsystemslue to the high volume of cur-

rentnetwork links. We usethe informationtheoreticap-
proachto identify and quantify the potentialbene t of

network trace compressiorbasedon the network ow

model.In thissectionwefocusonfull tracecollectionat
asinglemonitorsuchasanlPMON systen10]. We start
with calculatingthe informationcontentin tracesmade
of pacletheaderslt will becomeclearthatthetempoal

correlationresultedfrom the o w structureleadsto con-
siderablemaiginal compressiorgain. We thenshaw by
empiricalstudythatother elds in IP headewill contain
no/very smallamountof information. We concludethis
sectionwith guidelinesfor the developmentof practical
network tracecompressioralgorithms.The next section
concernghesimultaneousollectionof tracesatmultiple
monitorsdistributedthroughouta network.

3.1 Entropy of Flow-basedTrace

In the IPMON stylefull paclketheadetracecapturesys-
tem, The IP headerand additional TCP/UDPheaderof

eachpaclet is storedin the trace. Here we only con-
cernwith the information contentin the IP headerand
leave TCP/UDPheadeffor future work (exceptthe port
elds). We startwith calculatingtheinformationcontent
in paclettime-stampand5-tuple o w ID.

The total length of an uncompressedtimes-
tamp is 64. The behaior of paclet arrivals in
the network is describedby the stochastic process
fC 5 1K g giK:iz)g (to avoid triviality, we as-
sumeP (K > 1) = 1). Weareinterestedn determining
the minimum numberof bits requiredto representach
ow. If we assumeow interarrival f ;g, ow Id
f ;g and paclet inter-arrivals within a ow f j; giK:"2
arepairwiseindependenton averagewe needa number
of bitsper ow equaltoH () where

H() =H() +H() +H(idk:) @

whereH (f g, ) denotesthe information contentin
pacletinter-arrivalswithin a o w. It canbe showvn that

H(f 19%) =H(K) + H(f g% jK) 3

1
=H(K)+  P(K = KH(f g% K = k)

k=2

€)
1

H(K)+ P(K = Kk)(k 1)H(ijK = K)
k=2

(5)

H(K)+ (EK] DH(); ®)

where representshe inter-arrival time betweenran-
domly picked adjacentpaclet pairsfrom all ows. In-
equality (5) is an equality if paclet inter-arrival times
withina ow, f g, arei.i.d. sequencelnequality(6) is
an equalityif pacletinter-arrival timesareindependent
of ow sizeK.

Fig. 3 shaws thereis in facta strongcorrelationbe-
tween o w size and inter-packet arrivals time within a
o w. Large o wswith mary pacletstendto have smaller
inter-pacletarrival times. This suggestshereis opportu-
nity in further compressindhe inter-paclet arrival time
within a ow. However the Inequality (6) providesus
with anupperboundin compressiomatio.

The per o w information consistsof two parts: one
partis timing informationaboutthe o w arrivaland o w
ID, whichis sharedby all pacletsin the o w; the other
part consistsof all the paclet inter-arrival information,
which grows sub-linearlywith the numberof paclets
within the o w if we assumepacletinter-arrivalsarede-
pendent(Note: If pacletinter-arrival timesareindepen-
dentit growslinearly.) Theinformationrateperunittime
isthen H() .



Trace| H{() H(K) H() | H(Q) E(K) | H(total) O Compression
bin=8 s | bin=2pkts| bin=128 s Algorithm

Cl-in | 8.8071 3.2168 9.7121 104 | 21.0039| 706.3772| 0.2002 0.6425
BBl-out| 7.6124 2.4688 12.1095| 104 | 20.4825| 736.1722| 0.2139 0.6574
BB2-out | 7.1594 2.7064 12.4824| 104 | 18.7890| 689.9066| 0.2186 0.6657

Table2: Comparisiorof entrofy calculationsandrealcompressiomlgorithmgain

Figure3: Flow sizecorrelationwith inter-paclet arrival
timewithin a o w. Larger o w sizecorrespondo shorter
inter-pacletarrival times.

Thereexistsother elds in the IP headeaswell, such
as TOS, datagramsize, etc. A detailedstudyin [19]
shaws that they carry little information contentin the
frameawork of the o w model,andcanbe modeledsim-
ilarly to the paclet inter-arrival time within a ow. We
thereforetake the simpli ed approachandonly consider
thetimestampeld andthe ow ID eld in this paper

3.2 Marginal CompressionRatio

In practice tracesare collectedat individual nodes.For
a nodev in the network, we needa humberof bits per
ow equaltoH( ™) where

HC “)+H( @)+ HKY)
+ (EKM]T 1H( W)

H (v)
¢ @

As beforetheinequalitybecomegqualitywhenf K (Vg
is independendf f f(‘;’i)g andthelattersequencsés iid.

The information rate per unit time is then

MH( M) atnodev. In the absencef compression,
each o w requireson average(104 + 64)E[K ()] bits
with 104 bitsto encodethe5-tuple o w identi er and64
bits for timestamp®f pacletarrivals.

Now we cananswerthe question: whatis the maxi-
mumbene t thatcanbe achiezedthroughcompression?

From ), we have amarginal compessiorratio

H( )

vy ")
(™= 168 E[K ™)]

)

The compressionatio ( (V)) providesa lower bound
on what can be achiered throughlosslesscompression
of the original network trace. From (7) and (8), the
marginal compressiorratio at a node is a decreasing
function of E[K ()], the averagesize of o ws travers-
ing thatnode.Sincetheinformationin ow ID ) and
owarrival ) is sharedby all pacletsin the o w, the
larger the average ow size the smallerthe per-padket
share, thereforethesmallerthecompessiorratio. When
E[K ] is large, the compressiomatio is boundedrom
belov by (E[H ( ())])=168 which is an indication of
how compressiblgéhe pacletinter-arrival timeis in aver
age. (Note: this boundresultsfrom the assumptiorthat
pacletinter-arrival timeswithin a o w areindependent.
If thereis correlationbetweerpacletinter-arrival times,
atighterboundcanbederivedto explorethecorrelation.)
Theefore, themarginal compessiorratio for long ows
is determinedby the compessionratio of padet inter-
arrival times

3.3 Results

We summarizedhemaminalcompressiomatiofor asin-
gle tracein Table2. We comparethe compressiorup-
perboundfrom the o w modelentropy calculationand
a practicaltracecompressioralgorithm. The tracecom-
pressionsoftware is an implementationof the schemes
introducedin [14]. The practicalalgorithmusesa o w-
basedcompressedchemerery similarto the o w model
in section2.2. It does,however, recordadditionallPID,
datagransize and TCP/UDP elds in eachpaclet of a
o W.

For the threetraceswe consideredthe entropy cal-
culationsuggests boundof compressiomatio 20.02%
to 21.86%of the original trace. However the practical
schemeonly compresse64.25%to 66.57%of the orig-
inal trace. The mostsigni cant algorithmdifferenceis
thatthisschemeékeepsa x edpacletbufferfor eacho w,
thereforerecordsverylong o wsasmary smaller o ws.
This is donefor the easeof decompressioand quickly



countfor verylong o ws, avoiding only outputtinglong
o wsafterthey end. Thiscouldresultin long o wsheing
brokendown to mary small o ws andduplicatethe ow
recordmary times, thereforereducingthe compression
bene ts.

4 Application: Joint Trace Coding

The fact that one ow traversesmultiple monitorsin-
troducesspatial correlationamongtracescollectedby
distributed monitors. We calculatethe joint entropy of
network traceswhich senesasthe lower boundfor dis-
tributedtracescompressionTo accountfor network un-
certainties,suchas paclet loss and randomdelay we
incorporateadditionaltermsto characterizaetworkim-
pairment

4.1 Joint CompressionRatio

We areinterestedn quantifyinghow well marginalcom-
pressioncomesto achieving the entropy rate of the net-
work. We have

b HQO)

. = 9
J() V2V (V)H( (V)) ()

wherethe numeratoris the lower boundon joint com-

pressionand the denominatoris the lower bound of

marginal compressiomf eachtraceseparatelyThejoint

compressiomatio ; shovsthebene tof joint compres-
sion.

The entrogy of a o w recordof classi canbe calcu-
latedasH ( "'). Theinformationrategeneratedy o w
classi is "'H( ""). Thereforethe network informa-
tion rateis:

H() - hIIH( hll)

i=1

(10)

At nodev, denoteby D™' thesetof o w classesravers-
ing it. Thetotalinformationrateatv is

(V)H( (v)): hiiH( hii) (11)
i2Dhvi
Plugging(10) and(11) into (9), we have
P . N
_ b !i'll hIIH( hll) 12)
J , BT
v2V i2Dhvi
P N hii | hily
= p it (13)

r - —
iN=l|h” hIIH( hII)

It suggeststhat the joint compiessionratio is inversely
proportional to a weightedaverage of the numberof

JointCompressiorRatio
(C1-in,BB1-out,C2-in,BB2-out) 0.5
(Cl-into BB1-out) 0.8649
(Cl-into BB2-out) 0.8702
(C2-into BB1-out) 0.7125
(C2-into BB2-out) 0.6679

Table3: Jointtracecompressiomatio

monitoistraversedby ows. Intuitively, all monitoistra-
versedby a ow collectredundantnformationfor that
ow. Thelonger the ows paths,the higherthe spatial
correlationin distributed padet headertraces,the big-
ger the potentialgain of distributedtracecompiession.

4.2 Entropy Results

Accordingto (9), thejoint compressionatio for all the
links traversingthroughour routeris simply 0.5, since
thepathlength(l) is 2 for each o w class.We're alsoin-
terestedn knowing thejoint compressiomatio of a path
connectingary two links. For example let usdenotethe
o w classe<€1-into BBl-outasA, Cl-into BB2-outas
B, andC2-into BB1-outasC, the compressiomatio for
the paththroughlinks C1-inandBB1-outis:

H(BB1 outCl in)

H(BB1 out)+ H(C1 in) (14)
AH(A)+ BH(B)+ CH(C) 15
2 AH(A)+ BH(B)+ CH(C) (15)

Theresultsin Table3 shav a substantiab0%to 87%
joint compressiomatio over multiple monitoringpoints.
The ratio is lower (namely0.5) when computedacross
all monitorsfrom the samerouter, and higher (namely
0.6679to 0.8702)when computedover only two links.
The savings comefrom a signi cant amountof shared

o ws in thesemonitoring points. This suggestghat if
we cansuccessfullyshareinformation at the correlated
monitoringpointsandperformjoint coding,thepotential
savingswill bevery signi cant. In practice,it could be
dif cult to devisea perfectcodingschemedor the entire
network. We leave this for a futuredirection.

4.3 Network Impairments

Till now we have assumedhatlink delaysare constant
and that there are no paclet losses. Thesecan be ac-
countedfor by augmentingthe expressionfor the o w
entropy to accountfor these. Take the casewherelink
delaysare not constantasan example. Dueto variable
link delaystheinter-arrival time of two adjacanpaclets



within a o w varieswhenthey traversethenetwork. Link
delaysmay alsoinducepaclet reordering.To fully cap-
turethetiming informationof all packetsin thenetwork,
onewill have to recordnot only the paclet inter-arrival
time within a o w at their network entry point, but also
the packetdelayson all links. Supposdor now thatthe
delaysequence$D (i yx i1 , (i; j) 2 E aremutually
independensequencesf iid rvs. ThenH () becomes

H() =Hw() +Hn()
is givenby (2) andH, () is
Hn() = EIK](H(D;)))

Notethatin the casethatlink delaysarecorrelatedthis
providesanupperbound. Figure4 plotsthe distribution
of the single hop packet delay on an operationalrouter
in SprintNetwork. The delayis quantizedwith resolu-
tion of onemicro-secondwhich correspondso the ac-
curag of clock synchronizatiorbetweentwo link mon-
itors. Fromthe gure, althoughthe delayis not con-
stant,it hasskeweddistribution. Theempiricalentropy is
4:2615 which meansjn averagewe needno morethan
5 bits per paclet to representhe variablepaclet delays
acrossthis router  Furthermore we expectthat paclet
delaysaretemporallycorrelated By exploiting thetem-
poral correlation,onecanusingeven smallernumberof
bitsto represenpacletdelays.

whereH,, ()

probability

°
S
8

20 25 30
delay (rs)

0 5 10 15

Figure4: SingleHop Delayon OperationaRouter

The commonbeliefis thereis very little lossin large
operationalbackbonenetworks, since they are usually
over-provisioned. However, we expectthat losseswill
introducean additionaltermin the expressiorfor Hy, ().
In particulat whenlossesarerare,they arelik ely to shov
upin theform of theentrogy of a Bernoulliprocesspne
for eachlink in the network. This will bethe subjectof
futureinvestigation.

Anotherimpairmentoccurswhen the routeschange
within the network. Fortunately route changesare in-
frequent[25]. Whenthey do occur, the changesnustbe

recordedn thetraces.However, they increaseheinfor-
mationrateperunit time by aninsigni cant amount.

4.4 Developmentof Joint CompressionAl-
gorithms

Our modelspredictthereis considerablgainto conduct
joint paclet headertracecompression.It opensup the
questionof how one candevelop algorithmsto achieve
the predictedoint compressiomatio.

Onedirectionis to developa centralizedalgorithmto
compresgracescollectedon distributed monitors. This
requiresall monitorsto sendtheir tracesto a central-
izedsener, which will generatea compressedggrejate
trace.This approactwill incurcommunicatioroverhead
in transmittingall thosetracesto the sener. To reduce
the communicationoverhead tracescan be aggrejated
ontheirwaysto thesener. Our spatialcorrelationmodel
canbe usedto optimally organizethe transmissiorand
compressiorof traces.This is similar to the problemof
joint routingandcompressiofin sensometworks[22].

Alternatively, onecandevelopadistributedtracecom-
pressionalgorithm. Distributed data compressiorn5]
aims at compressingorrelatedsourcesn a distributed
way andachieving the gain of joint compression.How
monitors compresspacket traceswithout exchanging
packet headergemainsto be a challengingproblem. It
may also be possibleto borrov ideasfrom trajectory
sampling[7] to designjoint compressiomlgorithms.

5 Application: Information Contentof Dif-
ferent MeasurementMethods

In this sectionwe apply informationtheoryto evaluate
the information gained from monitoring a network at
differentgranularities. In additionto the paclet header
monitoringparadigmasexempli ed by IPMON [14], we
examinetwo othertypical monitoringoptions.The most
widely usedmonitoringmethods SNMP utilization data
collection[15], which is provided by all routersby de-
fault and hasvery low storagerequirement. A second
optionis CiscoNetFlow [2] andits equivalent,whichre-
quiresbetterrouter supportand more demandingstor
agesand analysissupport. Clearly paclet heademon-
itoring is the mostdemandingandrequiresthe greatest
amounbf resources,howeverit providesthemostcom-
prehensie amountof information about the network.
We rst adoptthe ow modelling of the network from
section2.2 to study both NetFlov and SNMP monitor
ing options. We thenexplore the quantitatve difference
amongthesemethodsusing entrogy calculationapplied
to themodels.



5.1 A Model for NetFlow

Recordingcompletepaclet headertracesis expensve
and, thus, not commonlydone. Cisco NetFlow is pro-
videdby someCiscolinecardso summarizeo ws with-
out capturingevery paclet header A raw NetFlow trace
consistsof a setof ow records. Each ow recordin-
cludegthestarttime anddurationof the o w, andthesize
of the ow (numberof paclets, bytes). In this section
we explore the potentialbene ts of compressionpoth
at a singlemonitorandacrosanultiple monitorsfor this
typeof trace.In practice NetFlow cansamplepacletson
high volumelinks. For this paper we considerthe case
whereall paclets are obsened to derive ow records,
henceavoiding inaccuraterepresentatiorf o ws from
pacletsamplingdescribedn [11] and[3].

A NetFlov record consistsof an arrival time (ow
inter-arrival time), ow ID, ow size,andthe ow du-
ration. Very similarto the o w modelin Section3.1,the
averagenumberof bit per o w recordis

H()

Weassuméehe vetuple o w ID isnotcompressedince
it doesnotrepeatn the capturingwindow.

In practice,eachnodeindividually turnson NetFlow
andcapturesnformationfor o wstraversingit. Theen-
tropy of a NetFlowv recordat nodev canbe calculated
as

=H() +H() +H(K)

HC )= HE M)+ HE M)+ HK®D)  (16)

Similar to Section3.1, we can calculatethe entrofy of
a NetFlav recordof ow classi asH( "). Thejoint
compressiomatio of NetFlow tracescanbecalculatedas
P N N

H() . iN:1 hIIH( hll)
vav OH( ) TN i hig o oniiy

() =P

The joint compressiorratio is againinversely propor
tional to a weightedaverageof the numberof monitors
traversedby a ow. This suggestdhat NetFlow traces
without samplingpresenre the spatial correlationcon-
tainedin full o w level paclettrace. We show thejoint
compressiomatio resultsbasecdon our tracein Table5.
Sofar, we assumeNetFlov processesll the paclets
in all the o ws. In arealnetwork ervironment,boththe
numberof o wsandthenumberof pacletsgeneratedby
those o w arelarge. NetFlov canemploy o w sampling,
whereonly afractionof o wsaremonitored,andpaclet
sampling,whereonly a fraction of pacletsarecounted,
to reduceits costin computatiorandmemory etc. Flow
samplingwill proportionallyreducethe amountof ow
informationoneobtainedrom thenetwork. If two mon-
itors sample o ws independentlywith probability p, the
chancehatone o w getssamplecatbothmonitorsis p?,

which leadsto a reducedspatialcorrelationin NetFlov
tracescollectedby thesetwo monitors. Packet sampling
will introduceerrorsin o w sizeand o w durationesti-
mation. FurthermoreNetFlowv recordscollectedby two
monitorsfor the same o w will be different. By aggre-
gatingdistributed NetFlow traces,one canobtainmore
accurateo w information. We will extendour NetFlov
modelto accounffor o w samplingandpaclketsampling
in futurework.

5.2 A Model for SNMP

In this sectionwe study the information content of
SNMP measurements.By SNMP measurementsye
mean paclet/byte countsover x ed intervals of time.
We beagin with the o w model from Section2.2. Let
f(Re(t); i Rjgy) o t 0g, be the rate processas-
sociatedwith the network. In otherwords, R;(t) is the
pacletrateonlink i 2 E attimet 0. We will argue
thatit canbemodeledasamultivariateGaussiamprocess
andwill calculatdts associategharameters.

LetfRI(t) :t Ogbetherateprocessissociatedith
ow class] 2 [1;N], in otherwords,RI (t) is therateat
which o wswithin class] 2 [0; N] generatgacletsat
timet 0. Notethatthe processegssociatedavith the
different o w classesareindependentWe have

Ri(t) = RI(t); i2E
j2s (i)

(17)

HereS(i) [1;N]isthesetof o w classeswhoseo ws
passthroughlink i 2 E. If we de ne theroutingmatrix
fFA;; 1 i JEl;L M g suchthatA; = 1if
link i is onthepathof ow classj andA; = O other
wise,we have

R, = ARY; (18)

whereR, = fRj;1 i jEjgistheratevectoronall
network links andR? = fRi:1 | N g is therate
vectorof all o w classes.

It hasbeenobsenedthatthetraf ¢ rateonhigh speed
link tendsto be Gaussiar{17]. We further assumehat
the rate processesssociatedvith the ow classesare
independenGaussiarprocessesFigure5 plotsthedis-
tribution of thetraf ¢ rateof one o w classin thetrace
understudy The Q-Q plot againstGaussiardistribution
shovs agoodmatch. Theratevectorof all ow classes
follows a multi-variateGaussiardistribution with mean

J = E[R?] = f IgandcovarianceK ? = coR’) =
fKn g whereK, = 2if m = n = j and0 other
wise. Consequentlythelink ratevectoris alsoa multi-
variateGaussiarprocesawith

E[R]=A"
couR,) = AK AT

(19)
(20)

|
K
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Figure5: Marginal Distribution of SNMP Data

5.2.1 Entropyin SNMP Data

Accordingto [5], the mamginal entropy of SNMP data
collectedonlink i canbe calculatedas:

P P
log2 e jN:1 Aj 2 log2 e

2
P i25 (i) |
2

h(Ri) =

(21)
Thejoint entropy of SNMP datacollectedon link i and
j canbecalculatedas:

( )
log (2 e)2 2: K? AT Al
h(Ri;R)) =
n 2 o]
log (2 €%(KuKz K2)
= 5 :
WhereA.Pls thei th row vectogn routlng matrix A and
Ku = jas@ Kz = jasqy f andKa =
125 (NS () ?. Therefore
log (2 €)°KuKz logfl & g
h(Ri;R)) = 5 + 5
2
= h(Ri)+ h(R)) + M;
where ; = p— is the covariancecoefcient

betweenR; and R| The mutual information between
SNMPdataonlink i andlink | is

I(Ri;Ri) h(Ri) + h(R))
logl ).
— 5

which couldbesmallevenif j is closeto one.For ex-

ample,supposédhereare900 o ws traversingboth link

h(Ri;Ri) (22)
(23)

i andlink I. In additionto thosecommon o ws, links i
and| eachhave their own 100 o ws. If we assumaeall

o ws are statisticallyhomogeneoushenwe will have

i = 0:9, which indicatesR; andR, arehighly corre-
lated. However, accordingto (22), the mutualinforma-
tion betweenR; and R, is only around1:2 bits. This
suggestshereis not muchgainin doingjoint compres-
sionof SNMP data.

5.2.2 How much information does SNMP contain
about traf ¢ matrices?

For the purposeof trafc engineering,it is important
to characterizehe traf ¢ demandbetweenall pairs of
network ingressand egresspoints,or the Traf ¢ Matrix
(TM). Eachelemenin the TM correspondso thetraf ¢
rateof the o w classwhich goesfrom theingresspoint
to the egresspoint. Suchinformationis normally not
easyto access.Network operatorscaninstrumenteach
routerto recordSNMP dataon eachlink, which is the
sumof traf c ratesof all o w classedraversingthatlink.
It is challengingto infer the TM, equivalentlythe ow
rate vector basedon the SNMP rate vector[26]. Our
framework providesa way to quantifythe amountof in-
formationabouta TM that one can obtainfrom SNMP
data.

Essentially the information contentin the ow rate
vector(or TM) is

h(R?) = h(R)) (24)
j2[0;N]
X
= }Iogz el (25)
j2[0N]

Sincethelink ratevectoris a linear combinationof the



o w ratevector we will alwayshave

h(Ri) h(R’): (26)
Furthermorepnderthe Gaussiarassumptionthe infor-
mation contentin thelink ratevectorcanbe calculated

as

hRi) = logf2 &/IiK, g (27)

= %Iogf(Z e)EljAK VAT jg (28)

1 . .
h(R?) = éIogf(2 eNiK g (29)

The gapin (29) is determinedby both the routing ma-
trix A andthevariancen thetrafc ratesof o w classes
f ?g.

Nc;te: For somerouting matrices therows of A arede-
pendenti.e., somelink rateR, is a linear combination
of someotherlink rates. In this case,R; contributesno
new informationto thelink ratevector;consequentlywe
shouldonly includeall independentow vectorsof A in
(28)to calculatetheentropy of thewholelink ratevector
We will illustratethis throughanexamplein Section5.3.

5.2.3 Entropy Ratein SNMP

In this section,we studythe entrofy ratein SNMP data
by takinginto accounthe temporalcorrelationin traf ¢
rateprocessesWe have obsenedthatthe marginal link
ratevectoris well characterizeésa multivariateGaus-
sianrandomvariable. Consequentlyhe link ratevector
processover time is a stationarymultivariate Gaussian
processwith mean | givenby (19) andcovariancema-
trix attimelagh, | (h), to bedeterminechext. In order
to simplify the discussionye ignorelink delays.These
canbeaccountedor, but atthe costof someobfuscation.

We have
1(h) = A Jh)y AT

where 3 (h) = Gi(h)if m = n = j andO other

wise, and G! (h) is the covarianceassociatedvith the

classj rateprocessj 2 [1;N]. To obtain 7(h), we

returnto theoriginal o w modelandrecognizehateach
o w classcanbe modeledasanM/G/1 queueandthat
we canapplyknown resultsregardingtheautocorrelation
function of its buffer occupang process[21]. If T/ de-
notesthe durationof aclassf ow andT! denoteshe
forwardrecurrencaime associateavith T1,j 2 [1;N],

then

Gl (hy= TE[TPrfI >jhj; h 0
Thedistributionof T is
Z1
j — j .
Pr[fl > h] 5 PriT! > xldx; h 0
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Supposethat we sampleover intervals of length
Thenwe canusea discretetime versionof the model
where

Zy
Rl = Ri(d; 1 j N
(k 1)

NotethatfR} : k = 1;:::gis a discretetime Gaus-
sian processwith mean | and covarianceapproxi-
mately equalto  (h) = JE[TI]Pr[TI > jhj],
h = 0;1;2;:::.. Thediscretetime counterpartgor the
rate processat the routerscan be de ned in a similar
manner Theentropy rateof f R} g is givenas,[5, Theo-
rem9.4.1]

. 11 .
i .11 N
h(fR, 0) nI!|1m r]2Iog(2 e)"jKLi;

1 N S
= log(2 €) + nI!llm - logjK1j

whereK J isthen  n covariancematrix with elements
(h),h = Ol'Dl; :ii;n 1 Finally, the entropy rateof
thesystemis [, h(fR}g).

5.2.4 SNMP Evaluation

The SNMP modelis derived from the o w modeland
represente summaryof o w information. We evaluate
the SNMP model by comparingthe model derived en-
tropy with anempiricalentrogy estimation.

TheSNMPdatais aperseconditilizationsummarized
from our tracedata,insteadof realper ve minutedata
collectedfrom the eld. Thisis doneto provide compat-
ibility with the other monitoringmethods. The empiri-
cal entropy estimationfor eachindividual link is based
oncalculatingempiricalprobabilitydistribution function
from the SNMPdata,with abin sizeof 50,000bytes/sec.
We usethe BUB entropy estimato{20] with the PDFto
derive the entropy. The BUB estimatordoeswell when
thenumberof availablesampless smallcomparedo the
numberof bins, asis the casehere. It alsoprovidesan
errorboundfor the estimation.For joint entropy suchas
H(BB1-out,C1-in),wecomputethejoint probabilitydis-
tribution of eachSNMP datapair attimet: (BB1-out(t),
C1-in(t)),thencomputetheentrogy usingthe BUB func-
tion. In Table4 we verify thatthe entrogy of the SNMP
dataderived from the Gaussiarmodel indeedmatches
well with theempiricalcalculations.

5.3 Results

We presentesultson the comparisorof the threemoni-
toring optionsin termsof quantitatve storagedifference
anddistributedcompressiomsavings. Thejoint compres-
sionratio indicateswhethertwo links sharea strongspa-
tial correlation.Thestrongetthelinks arecorrelatedthe



DataSet Entropy Model Empirical
SNMP H (BB1-out) 20.6862| 20.6700(maxmse< 0.1499)
H (BB2-out) 20.8895| 20.8785(maxmse< 0.1654)
H (C1-in) 21.0468| 21.0329(maxmse< 0.1618)
H (C1-in,BBl-out) | 26.1517| 26.1254(maxnse< 0.2717)
H (C1-in,BB2-out) | 26.1432| 26.3078(maxmnse< 0.2945)

Table4: Comparisiorof SNMP dataentrogy betweemmodelandempiricalcalculations

DataSet Entropy (bits) JointCompressiorRatio
SNMP C1-in21.0468 Cl-inandBB1-out1.0021
BB1-out20.6862 Cl-inandBB2-0ut0.9997
NetFlov C1-in160.8071*697 | Cl-inandBB1-out0.8597
BB1-out159.6124*1730| C1-inandBB2-out0.8782
Full Trace| C1-in706.3773*697 | Cl-inandBB1-out0.8649
BB1-0ut736.1722*1730| C1-inandBB2-o0ut0.8702

Table5: Comparisorof entrogy calculationsn informationgainfor differentmeasuremergranularity

lower the compressiorratio. This is intuitive because
when two links sharea large amountof information,
the sharednformation only needsto be recordedonce,
henceyielding a large compressiorsavings. In Table5,
we nd thatthe spatialcorrelationis very weak at the
SNMP level (compressiomatio is approx. 1), but much
strongematbothNetFlov andall packetmonitoringlevels
(compressiomatiois betweer0.5t0 0.8702).Thisresult
suggestshatthereis no needto coordinateSNMP data
gatheringat different monitoring points, while coordi-
natedcollectionandsharednformationatall monitoring
pointscanyield signi cant savzingsin termsof storagdor
widely deployedNetFlov andall paclet monitoring.

Table 5 also shaws the information contentcompar
ison amongthe three monitoring options. SNMP data
takesabout21bitsto encodeper secondwhile NetFlov
takes 74444bitsper second,and all packet monitoring
takes492082hitgpersecond.

Now let's turn to the information gap between
SNMP data and actual ow rate vector as studiedin
Section5.2.2 For the caseunderstudy thereare4 links
and 4 ow classeshetween4 incoming-outgoinglink
pairs. Theroutingmatrixis

2
1
_ g0
A= §0
0
Row vectorsof A aredependent:
As = AL+ A

3

0
g
0

1

= OOk
OrPFrOo

Asz;
which meansyou canobtaintherateonlink 4 as
Rs=R1+ Ry Rasa:
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Therefore,

h(R) h(R1;R2;R3)

(30)
1 . .
5 l0gf (2 %A1 5 KA 5 g (31)

We obtainedtheratevarianceof each o w classess:

2 3
121 O 0 0

' g 0 118 0 0 é 1
K 0 0 023 0 10
0 0 0 042

According to (29), the information contentin the rate

vectorfor all 4 ow classess h(R?) = 79:87; according
to (28),theinformationcontentin theratevectorfor all 4

linksish(R;) = 61:08. Theinformationgapis 23:53%

of the total o w rateinformation. For this very simple

topology androuting matrix, evenif we collect SNMP

dataon all incomingandoutgoinglinks, we still cannot
fully infer thetraf c ratesbetweerall incomingandout-

goingpairs. We conjectureghatasthetopologyandrout-

ing getsmorecomple&, theinformationgapbetweerthe

SNMPlink ratevectorandthe o w ratevectorincreases,
in otherwords, it becomesmore dif cult to obtainthe

traf c matrixby justlooking atthe SNMP data.

6 Conclusionand Future Work

Ourgoalin this papemwasto puttogetheaframevorkin
which we could pose,andanswey challengingyet very
practicalquestiongacedby network researchersglesign-
ers,andoperatorsspeci cally i) how muchinformation
is includedin varioustypesof paclettracesandby how



much canwe compresghosetraces,andii) how much
joint informationis includedin tracescollectedat differ-
ent pointsand how canwe take advantageof this joint
information?

We obtaineda numberof interestingresults. For ex-
ample we derivedaninformationtheoreticboundfor the
informationcontentin tracescollectedat a single moni-
toring point andthereforewere ableto quantify the po-
tential bene t of losslesscompressioron thosetraces.
Not surprisingly we found that the compressiorratio
(or informationcontent)is smallin SNMP traces much
higherin NetFLow traces,and extremely high in full
paclet traces. This shows that full paclet capturedoes
provide a quantumleap increasein information about
network behaior. However, deploying full paclet cap-
ture stationscanbe expensve. Theinterestingcompar
ison, then, is that betweenthe additional cost of full
paclet capture(say comparedo NetFlov capture),and
the additionalamountof information producedby full
paclet traces(say comparedto NetFlow traces). We
are currentlyworking on this problem,but early results
seemto indicatethattheincreasen informationcontent
is proportionally larger than the increasein cost, sug-
gestingthat a full packet monitoring systemgivesyou
"more bangfor the buck” (or rather”more entropy for
thebuck”).

We also found that full paclet headertracescan be
compressedn practicedown to a minimum of 20% of
their original size,andthattheamountof compressiols
a function of the average o w sizetraversingthatnode:
thelargertheaverageo w size thesmallerthecompres-
sionratio.

In practice paclettracesaretypically capturedcat mul-
tiple points. Thereforejt is importantto understandhow
muchinformationcontentis availablein a setof traces,
whenthatsetis considereésawhole (asopposedo asa
setof independentraces).Thisis turnis crucialto tackle
further problemssuchashow mary monitoringstations
to setup (theremightbeapoint of diminishingreturnsat
which additionalstationsdo not bring in enough'fresh”
new information)andhow to processandanalyzethose
correlateddatatraces.

Using our framework, we nd that joint coding or
compressionof tracesfurther reducesthe maminally
compressedracesat the individual monitors. Specif-
ically, the joint compressiorratio (or equivalently; the
additionalcompressiorbene t broughtby joint coding
of traces)is low for SNMP or byte/paclet counttraces,
higherfor NetFlov or o w-leveltracesandsigni cantly
higher for paclet-level traces. This means,for exam-
ple, thatjoint codingwould bevery usefulfor full paclket
tracedata(andto a lesserextentfor NetFlov data)col-
lectedfrom differentmonitoringpointsandsentbackto
a NOC or centralanalysisstation. We arenow working
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on extendingthework in this paperto joint codingtech-
niquesfor large scalebackboneandwirelessnetworks.
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