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Abstract

Network engineersandoperatorsarefacedwith a num-
ber of challengesthat arise in the context of network
monitoring and measurement.Theseinclude: i) how
muchinformationis includedin measurementtracesand
by how much can we compressthosetraces?,ii) how
much information is capturedby different monitoring
paradigmsandtoolsrangingfrom full packetheadercap-
turesto �o w-level captures(suchas with NetFlow) to
packet and byte counts(suchas with SNMP)?and iii)
how much joint information is included in tracescol-
lected at different points and can we take advantage
of this joint information? In this paperwe develop a
network modelandan informationtheoreticframework
within which to addressthesequestions. We use the
model and the framework to �rst determinethe bene-
�ts of compressingtracescapturedat a singlemonitor-
ing point, and we outline approachesto achieve those
bene�ts. We next considerthe bene�ts of joint coding,
or equivalentlyof joint compressionof tracescaptureda
differentmonitoringpoints.Finally, weexaminethedif-
ferencein informationcontentwhenmeasurementsare
madeat either the �o w level or the packet/bytecount
level. In all of thesecases,the effect of temporaland
spatialcorrelationon theanswersto theabovequestions
is examined.Both our modelandits predictionsareval-
idatedagainstmeasurementstaken from a large opera-
tionalnetwork.

1 Intr oduction

Network monitoring is an immenseundertakingin a
large network. It consistsof monitoring(or sensing)a
network usinga geographicallydistributedsetof moni-
toring stations,with thepurposeof usingthemonitoring
datato betterunderstandthebehavior of thenetwork and
its users.Monitoring is a centralactivity in the design,
engineering,andoperationof anetwork. Increasedmon-

itoring capabilities,alongwith the associatedincreased
understandingof thenetwork anduserbehavior (or mis-
behavior), have direct impact on network performance
andintegrity, andthereforeonthecostspassedonto net-
work users,andontherevenuesof theoperators.In spite
of its importance,practitionersstrugglewith challeng-
ing,yetverypracticalquestionssuchaswherewithin the
network to monitordataandat whatgranularityto cap-
turetraces,how muchinformationis includedin various
typesof packettracesandby how muchcanwecompress
thosetraces,andhow muchjoint informationis included
in tracescollectedatdifferentpointsandhow canwetake
advantageof this joint information?

In this paper, we addressthesequestionsin the con-
text of largehigh speednetworkssuchascampus,enter-
prise,or corenetworks.Monitoring thebehavior of such
networks raisestremendouschallengesdue to the high
bandwidthof currentlydeployedlinks. For example,the
collectionof 60-bytepacket headerscaneasilygenerate
3Tb of dataperhouron a OC-192link (10 Gb/slink) in
a corebackbone,and30Gbof dataperhourat anenter-
priseor campusgateway. Onemeansfor reducingthe
amountof datagatheredis to monitor �o w-level data,
as is donewith Net Flow [2]. The amountof datacan
be further reducedby monitoringpacket or byte counts
over �x ed intervals of time as is possibleusingSNMP
[15]. Network datacollectedatdistributedmonitorsalso
exhibit spatialandtemporalcorrelations.Thusanother
meansfor reducingthe sizesof monitoreddatasetsis
to exploit this correlationthroughcorrelateddatacoding
andcompression.

In this paper, we proposean information theoretic
framework within which to addresssomeof the issues
andquestionsintroducedabove. In particular, we pro-
poseandvalidatea�o w-levelmodel(adaptedfrom [12]),
andwe useit to determinethe informationcontentof a
packet tracecollectedat a single or multiple points in
a network, andof setsof packet tracescollectedat sepa-
ratepoints.Wealsodeterminetheinformationcontentof



tracescapturedatdifferentlevelsof granularity, in partic-
ular �o w level traces(NetFlow traces)andbyteor packet
counttraces(SNMPtraces).

We obtaina numberof interestingand importantre-
sults. Regardingtracescollectedat a singlemonitoring
point, we derive an informationtheoreticboundfor the
informationcontentin thosetraces,or equivalently for
the potential bene�t of losslesscompressionon those
traces. Not surprisingly, we �nd that the information
content is small in SNMP traces,higher in NetFLow
traces,and extremely high in full packet level traces.
More interestingly, we show that full packet header
tracescanbecompressedin practicedown to aminimum
of 20%of theiroriginalsize,andthattheamountof com-
pressionis a functionof theaverage�o w sizetraversing
that node: the larger the average�o w size, the smaller
thecompressionratio.

Regarding traces collected at multiple monitoring
points,we�nd thatjoint codingor compressionof traces
further reducesthe marginally compressedtracesat the
individual monitors. Speci�cally, the joint compression
ratio (or equivalently, the additionalcompressionbene-
�t broughtby joint codingof traces)is low for SNMP
or byte/packet counttraces,higherfor NetFlow or �o w-
level traces,andhigherstill for packet-level traces.This
means,for example,that joint codingis not really use-
ful for SNMP datacollectedfrom differentmonitoring
pointsandsentback to a NOC or centralanalysissta-
tion. SinceSNMP datareportingtakeslittle bandwidth
anyway, it makessensenotto investin sophisticatedcod-
ing techniquesin this case.However, NetFlow or packet
headercaptureand reporting can require a signi�cant
amountof bandwidthandstorage.Our resultsshow that,
in this case,joint coding techniqueshave the potential
to signi�cantly reducethosebandwidthandstoragere-
quirements.

Information-theoreticconceptsand approacheshave
beenusedin the pastto examinea wide variety of net-
working issuessuchasconnectivity [18] andtraf�c ma-
trix estimation[26], anomalydetection[16], andcom-
pacttraf�c descriptors[8, 24] for network dimensioning
andQoSmonitoring.However, to ourknowledge,ourat-
temptis the�rst to introducea framework within which
to addressall thequestionsof interesthere,namelytrace
coding,correlatedandjoint coding,andtracecontentat
multiple timescales.

Therehasbeenwork on tracecompression,however
it hasbeenheuristicin nature. For example,work de-
scribedin [14, 23] proposedheuristicsbasedon stor-
ing andcompressingpacket headerscollectedat a sin-
gle monitor along with timing information in the form
of �o w records.Trajectorysamplingexhibits someele-
mentsin commonwith distributedcompressionof mon-
itored data[7]. Also relatedis work in the areaof in-

vertingsampleddata,e.g.,[9, 11]. Indeed,samplingcan
be thoughtof asa form of lossycompressionandthese
papersareconcernedwith decodingtheresultingtraces.
Thereis alsoanextensivebodyof work producedwithin
the sensornetworking anddistributedsignalprocessing
communities;see[4, 6] and their referencesfor exam-
ples. However, muchof it is in the context of abstract
modelsof how datais produced,e.g.,Gaussianrandom
�elds, andis notdirectlyapplicablein thedomainof net-
work monitoring.

The restof the paperis structuredin threeparts. In
Section2 we presentthevariouselementsof our frame-
work, includingrelevantconceptsfrom informationthe-
ory, our network �o w-level model, and the network
tracesthat will be usedthroughoutthe paper. In Sec-
tion 3,wedescribethe�rst applicationof ourframework,
speci�cally we derive the informationcontentof packet
headertracescollectedatasinglemonitoringstationand
examinethe bene�ts of tracecompressionin this case.
In Section4, we examinethe moregeneralproblemof
correlated,or joint, codingof tracecapturedat several
monitoring stations. Section5 then appliesthe model
to determinethelossin informationcontentwheneither
�o w-level (NetFlow) or bytecount(SNMP)summaryis
appliedto thefull trace.Section6 concludesthepaper.

2 Methodologies

In this sectionwe provide the foundationfor the rest
of the paper. We begin by reviewing several concepts
neededfrom informationtheory(Section2.1) that form
the basisfor exploring information contentin network
traces.This is followedwith adescriptionof thenetwork
�o w modelto which they will be applied(Section2.2).
Thesectionendswith areview of acollectionof network
tracesusedto validateandparameterizethemodel(Sec-
tion 2.3).

2.1 Someconceptsfr om Inf ormation The-
ory

Webegin by introducingtheconceptsof entropy anden-
tropy rateandtheir relationto datacompression[5].

De�nition 1 Shannon entropy. Let X be a discrete
randomvariable that takesvaluesfrom � . Let p(x) =
P(X = x), x 2 � . Theentropyof X is de�nedby

H (X ) = �
X

x 2 �

p(x) log2 p(x)

Examples of X in our context would be the �o w
size measuredin packets, the �o w identi�er, and the
packet/bytecountin a onesecondinterval.
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Now considera stochasticprocessX = f X n g1
n =1

whereX n is discretevalued.

De�nition 2 Entropy Rate. Theentropy rate of a dis-
cretevaluedstochasticprocessX is de�nedby

H (X ) = lim
n !1

H (X 1; X 2; : : : ; X n )
n

whenthelimit exists.

The entropy rate representsthe information rate con-
veyedby thestochasticprocessX . It providesanachiev-
able lower boundon the numberof bits per samplere-
quired for losslesscompressionof the process. With
losslesscompression,all of the information is com-
pletely restoredwhen the �le is uncompressed.In our
context, an examplemight be the byte countsat a link
oversuccessiveonesecondintervals.

De�nition 3 Joint Entr opy Rate. The joint entropy
rate of a collection of many stochastic processes
f X ( i )

n g1
n =1 ; i = 1; 2; :::; N is de�nedby

H (X (1) ; X (2) ; : : : ; X (N ) )

= lim
n !1

H ((X (1)
1 ; : : : ; X (1)

n ); : : : ; (X (N )
1 ; : : : ; X (N )

n ))
n

(1)

whenthelimit exists.

The joint entropy rate representsthe information rate
conveyedby thejoint stochasticprocessandis anachiev-
ablelowerboundonthenumberof bitsrequiredpersam-
plefor thejoint losslesscompressionof all theprocesses.

Let usplacethis in our context. Let X i betheheader
of thei -th packetandM thesizeof theheader. f X i g1

i =1
is a stochasticprocessrepresentingpacket headers.We
are interestedin quantifying the bene�t gained from
compressinga packet headertrace gatheredfrom one
network monitor or tracescollectedat a setof network
monitors.

De�nition 4 Marginal CompressionRatio. Givensta-
tionary stochasticprocessf X i g1

i =1 , the marginal com-
pressionratio is de�ned as the ratio of theentropy rate
andrecord size,

� m (X ) =
H (X )

M

In thecaseof tracescollectedatmultiplepointswithin
thenetwork, we de�ne:

De�nition 5 Joint CompressionRatio. Given a
collection of N jointly stationarystochastic processes

f X (n )
i g1

i =1 ; i = 1; 2; : : : ; N , the joint compressionra-
tio is de�nedastheratio of thejoint entropyrateandthe
sumof theentropyratesof theindividualprocesses.

� j (X (1) ; X (2) ; : : : ; X (N ) ) =
H (X (1) ; X (2) ; : : : ; X (N ) )

P N
i =1 H (X ( i ) )

:

In thecontext of network tracecompression,thejoint
compressionratio quanti�es the potential bene�ts of
jointly compressingthe tracescollectedat severalpoint
in thenetwork beyondsimplycompressingeachtracein-
dependentof eachother.

Althoughmuchof thetime we will dealwith discrete
randomvariables,somequantities,suchas interarrival
times,arebestapproximatedby continuousrandomvari-
ables.Thisnecessitatesthefollowing de�nition.

De�nition 6 Dif ferential Entropy. Let X bea continu-
ousrandomvariablewith a densityf (X ). Thedifferen-
tial entropyof X is de�nedby

h(X ) = �
Z

S
f (x) log f (x)dx

where S is thesupportsetof therandomvariable.

In reality, every variableis measuredwith �nite resolu-
tion. With a resolutionof � = 2� n , i.e., an n-bit quan-
tization,a continuousrandomvariableX is represented
by a discreterandomvariableX � andits entropy is ap-
proximatelyh(X ) + n.

If X follows an exponentialdistribution with rate � ,
its differentialentropy

h(X ) = �
Z 1

2
�e � �x log2(�e � �x )dx = log2

e
�

With an n-bit quantization,thediscreteentropy of X is
H (X � ) = log2

e
� + n. In thefollowing, whenever there

is no confusion,we usethenotationH (X ) for a contin-
uousrandomvariableX to representits discreteentropy
H (X � ).

2.2 Network Flow Model

In thissectionweintroducea�ow-basednetwork model.
We representthe network as a directed graph G =
(V; E). Assumethat �o ws arrive to thenetwork accord-
ing to a Poissonprocesswith rate � and � j denotes
the inter-arrival time between�o w j and j � 1. Let
� j 2 F be the id of the j -th �o w that arrives to the
network. We assumethat the route of a �o w f 2 F
is �x edandclassify�o ws into non-overlap�o w classes,
fF i ; 1 � i � N g, such that all �o ws within a class
sharethesameroutein themonitorednetwork. Theroute
takenby �o ws in classi is representedby anorderedset
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Figure1: Experimentsetup.

Rhi i = (vhi i
1 ; vhi i

2 ; : : : ; vhi i
l hi i ), wherevhi i

j is thej -th router
traversedby aclassi �o w andl hi i is thepathlength.The
�o w arrival ratewithin classi is � hi i = � � P(� 2 F i ).
When �o w j arrives, it generatesK j packets. Pack-
ets within �o w j arrive accordingto somepoint pro-
cesswith inter-arrival timesf � j;i gK j

i =2 , where� j;i is the
inter-arrival time betweenthe i � 1th andi th packet of
�o w j . It is assumedthat the �rst packet arrivesat the
sametime as the �o w. The behavior of packet arrivals
in the network is describedby the stochasticprocess
f (� j ; � j ; K j ; f � j;i gK j

i =2 )g.
In practice,network tracesarecollectedat distributed

network monitors. We are interestedin how informa-
tion is carriedaroundby packetswhenthey traversedis-
tributednetwork monitors. As a startingpoint, we as-
sumethatthereis nopacketlossin thenetworkandpack-
etsincur constantdelayon eachlink: let D ( i;j ) ;k denote
thedelaythatthek-th packet incurswhile traversingthe
k-th link, (i; j ) 2 E , we assumethatD ( i;j ) ;k = D ( i;j ) ,
8k. Delaysare very small and lossesnon-existent in
a well-provisionednetwork suchasthe Sprint network.
Hencethis is a reasonableassumptionin many cases.In
Section4.3 we describehow theseassumptionscanbe
relaxed. For a nodev in thenetwork, let C (v) � F de-
note the set of �o ws that passthroughit. Since�o ws
arrive to thenetwork accordingto a Poissonprocessand
thedelaybetweenany two nodesin thenetwork is con-
stant,�o ws arrive to nodev accordingto a Poissonpro-
cesswith rate � (v) = � � P(� 2 C(v) ). The be-
havior of packet arrivals at nodev canbe describedby

thestochasticprocessf (� (v)
j ; � (v)

j ; K (v)
j ; f � (v)

j;i g
K ( v )

j
i =2 g),

wheref � (v)
j g is thesequenceof inter-�o w-arrival times

at nodev that follows exponentialdistribution with rate
� (v) , f � (v)

j g is an i.i.d. sequenceof �o w ids seenby

v, f K (v)
j g is ani.i.d, sequenceof integervaluedrandom

variablesthat denotethe numberof packets in the j th

�o w passingthroughv andf � (v)
j;i g

K ( v )
j

i =2 is thesequenceof
�o w interpacketarrival times.

Figure1 illustratesasimplescenariocorrespondingto
arouterwith two incominglinks andtwo outgoinglinks,
eachof whichcontainsamonitor. Therearefour two hop
pathsandfour �o w classestraversingthesepaths.This
is thesettingwithin which thetracesusedfor validation
andparameterizationof the modelarecollected. They
aredescribedin thenext section.
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Figure2: Flow arrival is Poisson

2.3 Validation

2.3.1 Network Traces

The data usedhere were collectedas part of the full
routerexperiment[13] onAugust13,2003.Packettraces
wererecordedat six interfaces,i.e. 12 links of onegate-
way router of the Sprint IP backbonenetwork for 13
hours.We usemutuallysynchronizedDAG cards[1] to
recordpacketheaderswith GPS-precisioned64bit times-
tampsfrom OC-3,OC-12andOC-48links [10]. Theex-
perimentsetupis shown in Figure1. In theremainderof
this paper, we will focuson the tracescollectedover a
onehourtime periodbetween14:30and15:30GMT on
two incomingandtwo outgoinglinks. Table1 summa-
rizesthesizeof thesetracesandthelink utilizations.

We choosethis setof tracesbecauseit capturesa mix
of customerto gateway andgateway to backbonetraf-
�c. Customertraf�c largelygoesto oneof thetwo back-
bonelinks. It is anideal�rst stepto analyzeinformation
redundancy without beingoverwhelmedby complicated
routing. Furthermore,it is a representative set of traf-
�c data,becausethereareover 500similarly con�gured
gateway routersin Sprint's global network. The short-
comingis thatwedonothaveany backboneto backbone
traf�c recordedat thesametime. Thiswill beconsidered
in thefuturework.

We further selectthe threemosthighly utilized links
from thesetto usein the remainderof thepaper. BB1-
out, BB2-out arefrom two OC-48linecardsconnecting
to two backbonerouters(BB1 andBB2). C1-in andC2-
in are from two OC-3 linecardsconnectingto transpa-
ci�c customers. We use the full packet trace to de-
ducean SNMP-like utilization trace(referedto as uti-
lization tracefrom now on) andanunsampledraw Net-
�o w trace. This is doneso that differentnetwork mea-
surementtechniquescanbecomparedfor thesametime
durationwithout any possiblemeasurementerrorscon-

4



DataSet duration #packets Averagerate
C1-in 1 hour 44,598,254 53Mbps
C2-in 1 hour 123,542,790 73Mbps

BB1-out 1 hour 71,115,632 69Mbps
BB2-out 1 hour 105,868,070 82Mbps

Table1: Tracedescriptionandstats.

tributed by SNMP or Net�ow. The utilization traceis
computedasbyte-countpersecondratherthanper5 min-
utesasanormalSNMPtrace.Thisis doneto increasethe
numberof datapointsandminimize estimationerror in
thecalculation.We simulateNet�ow by creatinganun-
sampledNet�ow tracefrom thepackettrace,becausewe
prefer to not take into accountpacket sampling's effect
onmeasurementat this stage.

Thefull packet tracesdescribedaboveareusedto val-
idatethe Poissonassumptionsmadein the �o w model.
Figure 2 depictsa QQ plot of the empirical inter-�o w
arrival time distribution with respectto an exponential
distribution with thesameaverage.We observe visually
a goodmatchfor the �o w inter-arrival timesassociated
with link C1-in. This is alsothecasewith theother�o w
arrival tracesand is consistentwith observationsmade
elsewhere[12]. We computeempirical entropy on the
tracesdescribedabove usingempiricalmarginal proba-
bility distributions.

3 Application: Single Point Trace Com-
pression

All packet monitoring posestremendouschallengesto
the storagesubsystemsdue to the high volumeof cur-
rentnetwork links. We usetheinformationtheoreticap-
proachto identify andquantify the potentialbene�t of
network tracecompressionbasedon the network �o w
model.In thissection,wefocusonfull tracecollectionat
asinglemonitorsuchasanIPMON system[10]. Westart
with calculatingthe informationcontentin tracesmade
of packetheaders.It will becomeclearthatthetemporal
correlationresultedfrom the�o w structureleadsto con-
siderablemarginal compressiongain. We thenshow by
empiricalstudythatother�elds in IP headerwill contain
no/very smallamountof information. We concludethis
sectionwith guidelinesfor thedevelopmentof practical
network tracecompressionalgorithms.Thenext section
concernsthesimultaneouscollectionof tracesatmultiple
monitorsdistributedthroughouta network.

3.1 Entropy of Flow-basedTrace

In theIPMON stylefull packetheadertracecapturesys-
tem, The IP headerandadditionalTCP/UDPheaderof

eachpacket is storedin the trace. Here we only con-
cernwith the informationcontentin the IP header, and
leave TCP/UDPheaderfor futurework (excepttheport
�elds). Westartwith calculatingtheinformationcontent
in packet time-stampand5-tuple�o w ID.

The total length of an uncompressedtimes-
tamp is 64. The behavior of packet arrivals in
the network is describedby the stochasticprocess
f (� j ; � j ; K j ; f � j;i gK j

i =2 )g (to avoid triviality, we as-
sumeP(K j > 1) = 1). Weareinterestedin determining
the minimum numberof bits requiredto representeach
�o w. If we assume�o w inter-arrival f � j g, �o w Id
f � j g and packet inter-arrivals within a �o w f � j;i gK j

i =2
arepairwiseindependent,on averagewe needa number
of bits per�o w equalto H (�) where

H (�) = H (�) + H (�) + H (f � i gK
i =2 ); (2)

where H (f � i gK
i =2 ) denotesthe information contentin

packet inter-arrivalswithin a �o w. It canbeshown that

H (f � i g
K
i =2 ) = H (K ) + H (f � i g

K
i =2 jK ) (3)

= H (K ) +
1

�

k =2

P(K = k)H (f � i g
k
i =2 jK = k)

(4)

� H (K ) +
1

�

k =2

P(K = k)( k � 1)H (� i jK = k)

(5)

� H (K ) + (E [K ] � 1)H (� ); (6)

where� representsthe inter-arrival time betweenran-
domly picked adjacentpacket pairs from all �o ws. In-
equality (5) is an equality if packet inter-arrival times
within a �o w, f � i g, arei.i.d. sequence.Inequality(6) is
an equalityif packet inter-arrival timesareindependent
of �o w sizeK .

Fig. 3 shows thereis in fact a strongcorrelationbe-
tween�o w size and inter-packet arrivals time within a
�o w. Large�o wswith many packetstendto havesmaller
inter-packetarrival times.Thissuggeststhereis opportu-
nity in further compressingthe inter-packet arrival time
within a �o w. However the Inequality (6) providesus
with anupperboundin compressionratio.

The per-�o w information consistsof two parts: one
partis timing informationaboutthe�o w arrival and�o w
ID, which is sharedby all packetsin the �o w; theother
part consistsof all the packet inter-arrival information,
which grows sub-linearlywith the numberof packets
within the�o w if weassumepacket inter-arrivalsarede-
pendent.(Note: If packet inter-arrival timesareindepen-
dentit growslinearly.) Theinformationrateperunit time
is then� H (�) .
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Trace H (�) H (K ) H (� ) H (�) E (K ) H (total ) � (�) Compression
bin=8� s bin=2pkts bin=128� s Algorithm

C1-in 8.8071 3.2168 9.7121 104 21.0039 706.3772 0.2002 0.6425
BB1-out 7.6124 2.4688 12.1095 104 20.4825 736.1722 0.2139 0.6574
BB2-out 7.1594 2.7064 12.4824 104 18.7890 689.9066 0.2186 0.6657

Table2: Comparisionof entropy calculationsandrealcompressionalgorithmgain

Figure3: Flow sizecorrelationwith inter-packet arrival
timewithin a�o w. Larger�o w sizecorrespondto shorter
inter-packetarrival times.

Thereexistsother�elds in theIP headeraswell, such
as TOS, datagramsize, etc. A detailedstudy in [19]
shows that they carry little information contentin the
framework of the �o w model,andcanbemodeledsim-
ilarly to the packet inter-arrival time within a �o w. We
thereforetake thesimpli�ed approachandonly consider
thetimestamp�eld andthe�o w ID �eld in this paper.

3.2 Mar ginal CompressionRatio

In practice,tracesarecollectedat individual nodes.For
a nodev in the network, we needa numberof bits per
�o w equalto H (� (v) ) where

H (� ( v ) ) � H (� ( v ) ) + H (� ( v ) ) + H (K ( v ) )

+ (E [K ( v ) ] � 1)H (� ( v ) )
(7)

As beforetheinequalitybecomesequalitywhenf K (v)g
is independentof f � (v)

f ;i g andthelattersequenceis iid.
The information rate per unit time is then

� (v) H (� (v) ) at nodev. In theabsenceof compression,
each�o w requireson average(104 + 64)E [K (v) ] bits
with 104bits to encodethe5-tuple�o w identi�er and64
bits for timestampsof packetarrivals.

Now we cananswerthe question:what is the maxi-
mumbene�t thatcanbeachievedthroughcompression?

From� (v) , we haveamarginal compressionratio

� (� (v) ) =
H (� (v) )

168� E [K (v) ]
(8)

The compressionratio � (� (v) ) providesa lower bound
on what can be achieved throughlosslesscompression
of the original network trace. From (7) and (8), the
marginal compressionratio at a node is a decreasing
function of E [K (v) ], the averagesize of �o ws travers-
ing thatnode.Sincetheinformationin �o w ID � (v) and
�o w arrival � (v) is sharedby all packetsin the�o w, the
larger the average �ow size, the smallerthe per-packet
share, thereforethesmallerthecompressionratio. When
E[K (v) ] is large,thecompressionratio is boundedfrom
below by (E [H (� (v) )])=168, which is an indication of
how compressiblethepacket inter-arrival timeis in aver-
age. (Note: this boundresultsfrom theassumptionthat
packet inter-arrival timeswithin a �o w areindependent.
If thereis correlationbetweenpacket inter-arrival times,
atighterboundcanbederivedto explorethecorrelation.)
Therefore, themarginal compressionratio for long �ows
is determinedby the compressionratio of packet inter-
arrival times.

3.3 Results

Wesummarizedthemarginalcompressionratiofor asin-
gle tracein Table2. We comparethe compressionup-
perboundfrom the �o w modelentropy calculationand
a practicaltracecompressionalgorithm.Thetracecom-
pressionsoftware is an implementationof the schemes
introducedin [14]. Thepracticalalgorithmusesa �o w-
basedcompressedschemeverysimilar to the�o w model
in section2.2. It does,however, recordadditionalIPID,
datagramsizeandTCP/UDP�elds in eachpacket of a
�o w.

For the threetraceswe considered,the entropy cal-
culationsuggestsa boundof compressionratio 20.02%
to 21.86%of the original trace. However the practical
schemeonly compresses64.25%to 66.57%of theorig-
inal trace. The mostsigni�cant algorithmdifferenceis
thatthisschemekeepsa�x edpacketbuffer for each�o w,
thereforerecordsvery long �o wsasmany smaller�o ws.
This is donefor theeaseof decompressionandquickly
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countfor very long �o ws,avoiding only outputtinglong
�o wsafterthey end.Thiscouldresultin long�o wsbeing
brokendown to many small�o wsandduplicatethe�o w
recordmany times,thereforereducingthe compression
bene�ts.

4 Application: Joint TraceCoding

The fact that one �o w traversesmultiple monitors in-
troducesspatial correlationamongtracescollectedby
distributedmonitors. We calculatethe joint entropy of
network traceswhich servesasthe lower boundfor dis-
tributedtracescompression.To accountfor network un-
certainties,suchas packet loss and randomdelay, we
incorporateadditionaltermsto characterizenetworkim-
pairment.

4.1 Joint CompressionRatio

Weareinterestedin quantifyinghow well marginalcom-
pressioncomesto achieving theentropy rateof thenet-
work. We have

� j (�) =
� H (�)

P
v2 V � (v) H (� (v) )

(9)

wherethe numeratoris the lower boundon joint com-
pressionand the denominatoris the lower bound of
marginalcompressionof eachtraceseparately. Thejoint
compressionratio � j showsthebene�t of joint compres-
sion.

The entropy of a �o w recordof classi canbe calcu-
latedasH (� hi i ). Theinformationrategeneratedby �o w
classi is � hi i H (� hi i ). Therefore,thenetwork informa-
tion rateis:

� H (�) =
NX

i =1

� hi i H (� hi i ) (10)

At nodev, denoteby D hvi thesetof �o w classestravers-
ing it. Thetotal informationrateatv is

� (v) H (� (v) ) =
X

i 2 D hv i

� hi i H (� hi i ) (11)

Plugging(10)and(11) into (9), wehave

� j =
P N

i =1 � hi i H (� hi i )
P

v2 V

P
i 2 D hv i � hi i H (� hi i )

(12)

=

P N
i =1 � hi i H (� hi i )

P N
i =1 lhi i � hi i H (� hi i )

(13)

It suggeststhat the joint compressionratio is inversely
proportional to a weightedaverage of the numberof

JointCompressionRatio
� (C1-in,BB1-out,C2-in,BB2-out) 0.5

� (C1-in to BB1-out) 0.8649
� (C1-in to BB2-out) 0.8702
� (C2-in to BB1-out) 0.7125
� (C2-in to BB2-out) 0.6679

Table3: Jointtracecompressionratio

monitors traversedby �ows. Intuitively, all monitors tra-
versedby a �ow collect redundantinformationfor that
�ow. Thelonger the �ows paths,the higher the spatial
correlation in distributedpacket headertraces,thebig-
ger thepotentialgainof distributedtracecompression.

4.2 Entropy Results

Accordingto (9), the joint compressionratio for all the
links traversingthroughour router is simply 0.5, since
thepathlength(l ) is 2 for each�o w class.We'realsoin-
terestedin knowing thejoint compressionratioof a path
connectingany two links. For example,let usdenotethe
�o w classesC1-in to BB1-outasA, C1-in to BB2-outas
B, andC2-in to BB1-outasC, thecompressionratio for
thepaththroughlinks C1-inandBB1-outis:

� =
H (B B 1 � out; C1 � in )

H (B B 1 � out) + H (C1 � in )
(14)

=
� A H (A) + � B H (B ) + � C H (C)
2� A H (A) + � B H (B ) + � C H (C)

(15)

Theresultsin Table3 show a substantial50%to 87%
joint compressionratio over multiple monitoringpoints.
The ratio is lower (namely0.5) whencomputedacross
all monitorsfrom the samerouter, andhigher (namely
0.6679to 0.8702)whencomputedover only two links.
The savings comefrom a signi�cant amountof shared
�o ws in thesemonitoring points. This suggeststhat if
we cansuccessfullyshareinformationat the correlated
monitoringpointsandperformjoint coding,thepotential
savings will be very signi�cant. In practice,it couldbe
dif�cult to devisea perfectcodingschemefor theentire
network. We leave this for a futuredirection.

4.3 Network Impairments

Till now we have assumedthat link delaysareconstant
and that thereare no packet losses. Thesecan be ac-
countedfor by augmentingthe expressionfor the �o w
entropy to accountfor these. Take the casewherelink
delaysarenot constantasan example. Due to variable
link delays,theinter-arrival timeof two adjacantpackets
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within a�o w varieswhenthey traversethenetwork. Link
delaysmayalsoinducepacket reordering.To fully cap-
turethetiming informationof all packetsin thenetwork,
onewill have to recordnot only thepacket inter-arrival
time within a �o w at their network entrypoint, but also
thepacket delayson all links. Supposefor now that the
delaysequencesf D ( i;j ) ;k g1

k=1 , (i; j ) 2 E aremutually
independentsequencesof iid rvs. ThenH (�) becomes

H (�) = Hw (�) + Hn (�)

whereHw (�) is givenby (2) andH n (�) is

Hn (�) = E [K ](H (D ( i;j ) ))

Notethat in thecasethat link delaysarecorrelated,this
providesanupperbound.Figure4 plotsthedistribution
of the singlehop packet delayon an operationalrouter
in Sprint Network. The delayis quantizedwith resolu-
tion of onemicro-second,which correspondsto the ac-
curacy of clock synchronizationbetweentwo link mon-
itors. From the �gure, althoughthe delay is not con-
stant,it hasskeweddistribution. Theempiricalentropy is
4:2615, which means,in average,we needno morethan
5 bits per packet to representthevariablepacket delays
acrossthis router. Furthermore,we expect that packet
delaysaretemporallycorrelated.By exploiting thetem-
poralcorrelation,onecanusingevensmallernumberof
bits to representpacketdelays.
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Figure4: SingleHopDelayonOperationalRouter

Thecommonbelief is thereis very little lossin large
operationalbackbonenetworks, since they are usually
over-provisioned. However, we expect that losseswill
introduceanadditionaltermin theexpressionfor H n () .
In particular, whenlossesarerare,they arelikely to show
up in theform of theentropy of a Bernoulli process,one
for eachlink in thenetwork. This will be thesubjectof
futureinvestigation.

Another impairmentoccurswhen the routeschange
within the network. Fortunately, route changesare in-
frequent[25]. Whenthey do occur, thechangesmustbe

recordedin thetraces.However, they increasetheinfor-
mationrateperunit time by aninsigni�cant amount.

4.4 Developmentof Joint CompressionAl-
gorithms

Ourmodelspredictthereis considerablegainto conduct
joint packet headertracecompression.It opensup the
questionof how onecandevelop algorithmsto achieve
thepredictedjoint compressionratio.

Onedirectionis to developa centralizedalgorithmto
compresstracescollectedon distributedmonitors. This
requiresall monitors to sendtheir tracesto a central-
izedserver, which will generatea compressedaggregate
trace.Thisapproachwill incurcommunicationoverhead
in transmittingall thosetracesto the server. To reduce
the communicationoverhead,tracescan be aggregated
ontheirwaysto theserver. Ourspatialcorrelationmodel
canbe usedto optimally organizethe transmissionand
compressionof traces.This is similar to theproblemof
joint routingandcompressionin sensornetworks[22].

Alternatively, onecandevelopadistributedtracecom-
pressionalgorithm. Distributed data compression[5]
aimsat compressingcorrelatedsourcesin a distributed
way andachieving the gain of joint compression.How
monitors compresspacket traceswithout exchanging
packet headersremainsto be a challengingproblem. It
may also be possibleto borrow ideasfrom trajectory
sampling[7] to designjoint compressionalgorithms.

5 Application: Inf ormation Contentof Dif-
ferent MeasurementMethods

In this sectionwe apply information theoryto evaluate
the information gainedfrom monitoring a network at
differentgranularities.In additionto the packet header
monitoringparadigmasexempli�ed by IPMON [14], we
examinetwo othertypicalmonitoringoptions.Themost
widely usedmonitoringmethodis SNMPutilizationdata
collection[15], which is provided by all routersby de-
fault and hasvery low storagerequirement.A second
optionis CiscoNetFlow [2] andits equivalent,which re-
quiresbetterrouter supportand more demandingstor-
agesandanalysissupport. Clearly packet headermon-
itoring is the mostdemandingandrequiresthe greatest
amountof resources,vhoweverit providesthemostcom-
prehensive amountof information about the network.
We �rst adoptthe �o w modellingof the network from
section2.2 to studyboth NetFlow andSNMP monitor-
ing options.We thenexplorethequantitative difference
amongthesemethodsusingentropy calculationapplied
to themodels.
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5.1 A Model for NetFlow

Recordingcompletepacket headertracesis expensive
and, thus,not commonlydone. CiscoNetFlow is pro-
videdby someCiscolinecardsto summarize�o wswith-
out capturingeverypacket header. A raw NetFlow trace
consistsof a setof �o w records. Each�o w recordin-
cludesthestarttimeanddurationof the�o w, andthesize
of the �o w (numberof packets,bytes). In this section
we explore the potentialbene�ts of compression,both
at a singlemonitorandacrossmultiple monitorsfor this
typeof trace.In practice,NetFlow cansamplepacketson
high volumelinks. For this paper, we considerthecase
whereall packets are observed to derive �o w records,
henceavoiding inaccuraterepresentationof �o ws from
packetsamplingdescribedin [11] and[3].

A NetFlow record consistsof an arrival time (�o w
inter-arrival time), �o w ID, �o w size,andthe �o w du-
ration.Verysimilar to the�o w modelin Section3.1,the
averagenumberof bit per�o w recordis

H (	) = H (�) + H (�) + H (K )

Weassumethe� vetuple�o w ID is notcompressedsince
it doesnot repeatin thecapturingwindow.

In practice,eachnodeindividually turnson NetFlow
andcapturesinformationfor �o ws traversingit. Theen-
tropy of a NetFlow recordat nodev canbe calculated
as

H (	 (v) ) = H (� (v) ) + H (� (v) ) + H (K (v) ) (16)

Similar to Section3.1, we cancalculatethe entropy of
a NetFlow recordof �o w classi asH (	 hi i ). The joint
compressionratioof NetFlow tracescanbecalculatedas

� j (	) =
� H (	)

P
v2 V � (v) H (	 (v) )

=

P N
i =1 � hi i H (	 hi i )

P N
i =1 lhi i � hi i H (	 hi i )

The joint compressionratio is again inverselypropor-
tional to a weightedaverageof thenumberof monitors
traversedby a �o w. This suggeststhat NetFlow traces
without samplingpreserve the spatial correlationcon-
tainedin full �o w level packet trace.We show the joint
compressionratio resultsbasedonour tracein Table5.

So far, we assumeNetFlow processesall the packets
in all the�o ws. In a realnetwork environment,boththe
numberof �o wsandthenumberof packetsgeneratedby
those�o w arelarge.NetFlow canemploy �o w sampling,
whereonly a fractionof �o wsaremonitored,andpacket
sampling,whereonly a fractionof packetsarecounted,
to reduceits costin computationandmemory, etc.Flow
samplingwill proportionallyreducetheamountof �o w
informationoneobtainedfrom thenetwork. If two mon-
itors sample�o ws independentlywith probabilityp, the
chancethatone�o w getssampledatbothmonitorsis p2,

which leadsto a reducedspatialcorrelationin NetFlow
tracescollectedby thesetwo monitors.Packet sampling
will introduceerrorsin �o w sizeand�o w durationesti-
mation.Furthermore,NetFlow recordscollectedby two
monitorsfor thesame�o w will be different. By aggre-
gatingdistributedNetFlow traces,onecanobtainmore
accurate�o w information. We will extendour NetFlow
modelto accountfor �o w samplingandpacketsampling
in futurework.

5.2 A Model for SNMP

In this section we study the information content of
SNMP measurements.By SNMP measurements,we
meanpacket/byte countsover �x ed intervals of time.
We begin with the �o w model from Section2.2. Let
f (R1(t); : : : ; RjE j ) : t � 0g, be the rate processas-
sociatedwith the network. In otherwords,R i (t) is the
packet rateon link i 2 E at time t � 0. We will argue
thatit canbemodeledasamultivariateGaussianprocess
andwill calculateits associatedparameters.

Let f R j (t) : t � 0gbetherateprocessassociatedwith
�o w classj 2 [1; N ], in otherwords,R j (t) is therateat
which �o ws within classj 2 [0; N ] generatepacketsat
time t � 0. Note that theprocessesassociatedwith the
different�o w classesareindependent.We have

Ri (t) =
X

j 2S ( i )

R j (t); i 2 E (17)

HereS(i ) � [1; N ] is thesetof �o w classes,whose�o ws
passthroughlink i 2 E . If we de�ne theroutingmatrix
f A ij ; 1 � i � jE j; 1 � j � M g suchthat A ij = 1 if
link i is on thepathof �o w classj andA ij = 0 other-
wise,wehave

RI = AR J ; (18)

whereRI = f Ri ; 1 � i � jE jg is theratevectoron all
network links andRJ = f R j ; 1 � j � N g is the rate
vectorof all �o w classes.

It hasbeenobservedthatthetraf�c rateonhigh speed
link tendsto be Gaussian[17]. We further assumethat
the rate processesassociatedwith the �o w classesare
independentGaussianprocesses.Figure5 plots thedis-
tribution of the traf�c rateof one�o w classin the trace
understudy. TheQ-Q plot againstGaussiandistribution
shows a goodmatch.Theratevectorof all �o w classes
follows a multi-variateGaussiandistribution with mean
� J = E[RJ ] = f � j g andcovarianceK J = cov(RJ ) =
f K J

mn g, whereK J
mn = � 2

j if m = n = j and0 other-
wise. Consequently, the link ratevectoris alsoa multi-
variateGaussianprocesswith

� I = E[RI ] = A� J (19)

K I = cov(RI ) = AK J AT (20)
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5.2.1 Entr opy in SNMP Data

According to [5], the marginal entropy of SNMP data
collectedon link i canbecalculatedas:

h(Ri ) =
log2� e

P N
j =1 A ij � 2

j

2
=

log2� e
P

j 2S ( i ) � 2
j

2
(21)

The joint entropy of SNMPdatacollectedon link i and
j canbecalculatedas:

h(Ri ; Rl ) =

log

(

(2� e)2

�
�
�
�
�

�
A i �

A l �

�
K J

�
AT

i � AT
l �

�
�
�
�
�
�

)

2

=
log

n
(2� e)2(K 11K 22 � K 2

12)
o

2
;

whereA i � is thei -th row vectorin routingmatrix A and
K 11 =

P
j 2S ( i ) � 2

j , K 22 =
P

j 2S ( j ) � 2
j and K 21 =

P
j 2S ( i ) \S ( j ) � 2

j . Therefore

h(R i ; R l ) =
log � (2� e)2K 11 K 22 �

2
+

logf 1 � K 2
12

K 11 K 22
g

2

= h(R i ) + h(R l ) +
log(1 � � 2

il )
2

;

where � il = K 12p
K 11 K 22

is the covariancecoef�cient
betweenRi and Rl . The mutual information between
SNMPdataon link i andlink l is

I (Ri ; Rl ) = h(Ri ) + h(Rl ) � h(Ri ; Rl ) (22)

= �
log(1 � � 2

il )
2

; (23)

which couldbesmallevenif � il is closeto one.For ex-
ample,supposethereare900 �o ws traversingboth link

i andlink l . In additionto thosecommon�o ws, links i
andl eachhave their own 100 �o ws. If we assumeall
�o ws arestatisticallyhomogeneous,thenwe will have
� il = 0:9, which indicatesR i andRl arehighly corre-
lated. However, accordingto (22), the mutual informa-
tion betweenRi and Rl is only around1:2 bits. This
suggeststhereis not muchgain in doing joint compres-
sionof SNMPdata.

5.2.2 How much information does SNMP contain
about traf�c matrices?

For the purposeof traf�c engineering,it is important
to characterizethe traf�c demandbetweenall pairs of
network ingressandegresspoints,or theTraf�c Matrix
(TM). Eachelementin theTM correspondsto thetraf�c
rateof the �o w classwhich goesfrom the ingresspoint
to the egresspoint. Such information is normally not
easyto access.Network operatorscaninstrumenteach
router to recordSNMP dataon eachlink, which is the
sumof traf�c ratesof all �o w classestraversingthatlink.
It is challengingto infer the TM, equivalently the �o w
rate vector, basedon the SNMP rate vector [26]. Our
framework providesa way to quantifytheamountof in-
formationabouta TM that onecanobtainfrom SNMP
data.

Essentially, the information contentin the �o w rate
vector(or TM) is

h(RJ ) =
X

j 2 [0;N ]

h(R j ) (24)

=
X

j 2 [0;N ]

1
2

log2� e� 2
j : (25)

Sincethe link ratevectoris a linear combinationof the
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�o w ratevector, wewill alwayshave

h(RI ) � h(RJ ): (26)

Furthermore,underthe Gaussianassumption,the infor-
mationcontentin the link ratevectorcanbe calculated
as

h(RI ) =
1
2

logf (2� e) jE j jK I jg (27)

=
1
2

logf (2� e) jE j jAK J AT jg (28)

� h(RJ ) =
1
2

logf (2� e)N jK J jg (29)

The gap in (29) is determinedby both the routing ma-
trix A andthevariancein thetraf�c ratesof �o w classes
f � 2

j g.
Note: For someroutingmatrices,therows of A arede-
pendent, i.e., somelink rateR l is a linear combination
of someotherlink rates.In this case,R l contributesno
new informationto thelink ratevector;consequently, we
shouldonly includeall independentrow vectorsof A in
(28)to calculatetheentropy of thewholelink ratevector.
We will illustratethis throughanexamplein Section5.3.

5.2.3 Entr opy Rate in SNMP

In this section,we studytheentropy ratein SNMPdata
by takinginto accountthetemporalcorrelationin traf�c
rateprocesses.We have observedthat themarginal link
ratevectoris well characterizedasa multivariateGaus-
sianrandomvariable.Consequentlythe link ratevector
processover time is a stationarymultivariateGaussian
processwith mean� I givenby (19) andcovariancema-
trix at time lagh, � I (h), to bedeterminednext. In order
to simplify thediscussion,we ignorelink delays.These
canbeaccountedfor, but at thecostof someobfuscation.
We have

� I (h) = A � � J (h) � AT ;

where� J
mn (h) = Gj (h) if m = n = j and 0 other-

wise, and Gj (h) is the covarianceassociatedwith the
classj rateprocess,j 2 [1; N ]. To obtain � J (h), we
returnto theoriginal �o w modelandrecognizethateach
�o w classcanbemodeledasanM/G/1 queueandthat
wecanapplyknownresultsregardingtheautocorrelation
functionof its buffer occupancy process,[21]. If T j de-
notesthedurationof a classf �o w andT̂ j denotesthe
forwardrecurrencetime associatedwith T j , j 2 [1; N ],
then

Gj (h) = � j E[T j ] Pr[T̂ j > jhj]; h � 0

Thedistributionof T̂ j is

Pr[T̂ j > h] =
1

E[T j ]

Z 1

h
Pr[T j > x]dx; h � 0

Supposethat we sampleover intervals of length � .
Then we can usea discretetime versionof the model
where

R j
k =

Z k �

(k � 1) �
R j (t)dt; 1 � j � N

Note that f R j
k : k = 1; : : :g is a discretetime Gaus-

sian processwith mean � j � and covarianceapproxi-
mately equal to � � (h) = � j E[T j ] Pr[T̂ j > jh� j],
h = 0; 1; 2; : : :. The discretetime counterpartsfor the
rate processat the routerscan be de�ned in a similar
manner. Theentropy rateof f R j

k g is givenas,[5, Theo-
rem9.4.1]

h(f R j
k g) = lim

n !1

1
n

1
2

log(2� e)n jK j
n j;

=
1
2

log(2� e) + lim
n !1

1
2n

log jK j
n j

whereK j
n is then � n covariancematrix with elements

� � (h), h = 0; 1; : : : ; n � 1. Finally, theentropy rateof
thesystemis

P N
j =1 h(f R j

k g).

5.2.4 SNMP Evaluation

The SNMP model is derived from the �o w model and
representsa summaryof �o w information. We evaluate
the SNMP modelby comparingthe model derived en-
tropy with anempiricalentropy estimation.

TheSNMPdataisapersecondutilizationsummarized
from our tracedata,insteadof realper � ve minutedata
collectedfrom the�eld. This is doneto providecompat-
ibility with the othermonitoringmethods.The empiri-
cal entropy estimationfor eachindividual link is based
oncalculatingempiricalprobabilitydistributionfunction
from theSNMPdata,with abin sizeof 50,000bytes/sec.
We usetheBUB entropy estimator[20] with thePDFto
derive theentropy. TheBUB estimatordoeswell when
thenumberof availablesamplesis smallcomparedto the
numberof bins, asis the casehere. It alsoprovidesan
errorboundfor theestimation.For joint entropy suchas
H(BB1-out,C1-in),wecomputethejoint probabilitydis-
tribution of eachSNMPdatapair at time t: (BB1-out(t),
C1-in(t)),thencomputetheentropy usingtheBUB func-
tion. In Table4 we verify that theentropy of theSNMP
dataderived from the Gaussianmodel indeedmatches
well with theempiricalcalculations.

5.3 Results

We presentresultson thecomparisonof thethreemoni-
toring optionsin termsof quantitativestoragedifference
anddistributedcompressionsavings.Thejoint compres-
sionratio indicateswhethertwo links shareastrongspa-
tial correlation.Thestrongerthelinks arecorrelated,the

11



DataSet Entropy Model Empirical
SNMP H (BB1-out) 20.6862 20.6700(maxmse< 0.1499)

H (BB2-out) 20.8895 20.8785(maxmse< 0.1654)
H (C1-in) 21.0468 21.0329(maxmse< 0.1618)

H (C1-in,BB1-out) 26.1517 26.1254(maxmse< 0.2717)
H (C1-in,BB2-out) 26.1432 26.3078(maxmse< 0.2945)

Table4: Comparisionof SNMPdataentropy betweenmodelandempiricalcalculations

DataSet Entropy (bits) JointCompressionRatio
SNMP C1-in21.0468 C1-inandBB1-out1.0021

BB1-out20.6862 C1-inandBB2-out0.9997
NetFlow C1-in160.8071*697 C1-inandBB1-out0.8597

BB1-out159.6124*1730 C1-inandBB2-out0.8782
Full Trace C1-in706.3773*697 C1-inandBB1-out0.8649

BB1-out736.1722*1730 C1-inandBB2-out0.8702

Table5: Comparisonof entropy calculationsin informationgainfor differentmeasurementgranularity

lower the compressionratio. This is intuitive because
when two links sharea large amountof information,
the sharedinformationonly needsto be recordedonce,
henceyielding a largecompressionsavings. In Table5,
we �nd that the spatialcorrelationis very weak at the
SNMPlevel (compressionratio is approx.1), but much
strongeratbothNetFlow andall packetmonitoringlevels
(compressionratio is between0.5to 0.8702).This result
suggeststhat thereis no needto coordinateSNMP data
gatheringat different monitoring points, while coordi-
natedcollectionandsharedinformationatall monitoring
pointscanyieldsigni�cant savingsin termsof storagefor
widely deployedNetFlow andall packetmonitoring.

Table 5 also shows the information contentcompar-
ison amongthe threemonitoring options. SNMP data
takesabout21bitsto encodepersecond,while NetFlow
takes 74444bitsper second,and all packet monitoring
takes492082bitspersecond.

Now let's turn to the information gap between
SNMP data and actual �o w rate vector as studied in
Section5.2.2.For thecaseunderstudy, thereare4 links
and 4 �o w classesbetween4 incoming-outgoinglink
pairs.Theroutingmatrix is

A =

2

6
6
4

1 1 0 0
0 0 1 1
1 0 1 0
0 1 0 1

3

7
7
5

Row vectorsof A aredependent:

A4� = A1� + A2� � A3� ;

whichmeansyoucanobtaintherateon link 4 as

R4 = R1 + R2 � R3:

Therefore,

h(RI ) = h(R1; R2; R3) (30)

=
1
2

logf (2� e)3jA1� 3;�K J AT
1� 3;� jg (31)

We obtainedtheratevarianceof each�o w classesas:

K J =

2

6
6
4

1:21 0 0 0
0 1:18 0 0
0 0 0:239 0
0 0 0 0:42

3

7
7
5 � 1011

According to (29), the information contentin the rate
vectorfor all 4 �o w classesis h(RJ ) = 79:87; according
to (28),theinformationcontentin theratevectorfor all 4
links is h(RI ) = 61:08. Theinformationgapis 23:53%
of the total �o w rate information. For this very simple
topologyandrouting matrix, even if we collect SNMP
dataon all incomingandoutgoinglinks, we still cannot
fully infer thetraf�c ratesbetweenall incomingandout-
goingpairs.Weconjecturethatasthetopologyandrout-
ing getsmorecomplex, theinformationgapbetweenthe
SNMPlink ratevectorandthe�o w ratevectorincreases,
in other words, it becomesmore dif�cult to obtain the
traf�c matrixby just lookingat theSNMPdata.

6 Conclusionand Future Work

Ourgoalin thispaperwasto put togetheraframework in
which we couldpose,andanswer, challengingyet very
practicalquestionsfacedby network researchers,design-
ers,andoperators,speci�cally i) how muchinformation
is includedin varioustypesof packet tracesandby how
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muchcanwe compressthosetraces,andii) how much
joint informationis includedin tracescollectedat differ-
ent pointsandhow canwe take advantageof this joint
information?

We obtaineda numberof interestingresults. For ex-
ample,wederivedaninformationtheoreticboundfor the
informationcontentin tracescollectedat a singlemoni-
toring point andthereforewereableto quantify thepo-
tential bene�t of losslesscompressionon thosetraces.
Not surprisingly, we found that the compressionratio
(or informationcontent)is small in SNMPtraces,much
higher in NetFLow traces,and extremely high in full
packet traces. This shows that full packet capturedoes
provide a quantumleap increasein information about
network behavior. However, deploying full packet cap-
ture stationscanbe expensive. The interestingcompar-
ison, then, is that betweenthe additional cost of full
packet capture(saycomparedto NetFlow capture),and
the additionalamountof information producedby full
packet traces(say comparedto NetFlow traces). We
arecurrentlyworking on this problem,but early results
seemto indicatethat theincreasein informationcontent
is proportionally larger than the increasein cost, sug-
gestingthat a full packet monitoring systemgivesyou
”more bangfor the buck” (or rather”more entropy for
thebuck”).

We also found that full packet headertracescan be
compressedin practicedown to a minimum of 20% of
theiroriginalsize,andthattheamountof compressionis
a functionof theaverage�o w sizetraversingthatnode:
thelargertheaverage�o w size,thesmallerthecompres-
sionratio.

In practice,packettracesaretypically capturedatmul-
tiple points.Therefore,it is importantto understandhow
muchinformationcontentis availablein a setof traces,
whenthatsetis consideredasawhole(asopposedto asa
setof independenttraces).This is turnis crucialto tackle
furtherproblemssuchashow many monitoringstations
to setup(theremightbeapointof diminishingreturnsat
which additionalstationsdonot bring in enough”fresh”
new information)andhow to processandanalyzethose
correlateddatatraces.

Using our framework, we �nd that joint coding or
compressionof tracesfurther reducesthe marginally
compressedtracesat the individual monitors. Specif-
ically, the joint compressionratio (or equivalently, the
additionalcompressionbene�t broughtby joint coding
of traces)is low for SNMP or byte/packet counttraces,
higherfor NetFlow or �o w-level traces,andsigni�cantly
higher for packet-level traces. This means,for exam-
ple,thatjoint codingwouldbeveryusefulfor full packet
tracedata(andto a lesserextent for NetFlow data)col-
lectedfrom differentmonitoringpointsandsentbackto
a NOC or centralanalysisstation.We arenow working

on extendingthework in this paperto joint codingtech-
niquesfor largescalebackboneandwirelessnetworks.
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