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Abstract
Robust measurements of network dynamics are increasingly important to the design and operation
of large internetworks like the Internet. However, administrative diversity makes it impractical to monitor every link on an end-to-end path. At the same time, it is difficult to determine the performance
characteristics of individual links from end-to-end measurements of unicast traffic.
In this paper, we introduce the use of end-to-end measurements of multicast traffic to infer networkinternal characteristics, in particular packet loss rates. We develop statistically rigorous techniques for
estimating loss rates on internal links based on losses observed by multicast receivers. These techniques
exploit the inherent correlation between such observations to infer the performance of paths between
branch points in the tree spanning a multicast source and its receivers. We validate these techniques
through simulation and discuss possible extensions and applications of this work. The bandwidth efficiency of multicast traffic makes these techniques suitable for large-scale measurements of both end-toend and internal network dynamics.

1 Introduction
Background and Motivation. Fundamental ingredients in the successful design, control and management
of networks are mechanisms for accurately measuring their performance. Two approaches to evaluating
network performance have been:
(i) Collecting statistics at internal nodes and using network management packages to generate link-level
performance reports; and
(ii) Characterizing network performance based on end-to-end behavior of point-to-point traffic such as
that generated by TCP or UDP.
A significant drawback of the first approach is that gaining access to a wide range of routers in an administratively diverse network can be difficult. Introducing new measurement mechanisms into the routers
themselves is likewise difficult because it requires persuading large companies to alter their products. Also,
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the composition of many such small measurements to form a picture of end-to-end performance is not completely understood.
Regarding the second approach, there has been much recent experimental work to understand the phenomenology of end-to-end performance (e.g., see [1, 2, 13, 18, 20, 21]). A number of ongoing measurement
infrastructure projects (Felix [5], IPMA [7], NIMI [12] and Surveyor [26]) aim to collect and analyze endto-end measurements across a mesh of paths between a number of hosts.  

[10] is under evaluation

as a tool for inferring link-level statistics from end-to-end point-to-point measurements. However, much
work remains to be done in this area. Furthermore, these efforts are all unicast-based.
Contribution. In this paper, we consider the problem of characterizing link-level loss behavior within a
network through end-to-end measurements. We present a new approach based on the measurement and
analysis of the loss behavior of multicast probe traffic. The key to this approach is that multicast traffic
introduces correlation in the end-to-end losses measured by receivers. This correlation can, in turn, be used
to infer the loss behavior of the links within the multicast routing tree spanning the sender and receivers.
Using this approach, we develop maximum likelihood estimators (MLEs) of the link loss rates within a
multicast tree connecting the sender of the probes to a set of receivers. These estimates are derived under
the assumption that link losses are described by independent Bernoulli losses, in which case the problem is
that of estimating the link loss rates given the end-to-end losses for a series of

probes. We show that these

estimates are strongly consistent (converge almost surely to the true loss rates) and derive an expression for
their rate of convergence.
We have evaluated our approach for two- and four-receiver populations through simulation in two settings. In the first type of experiment, link losses are described by time-invariant Bernoulli processes. Here
we find rapid convergence of the estimates to their actual values as the number of probes increases. The
second type of experiment is based on  [17] simulations where losses are due to queue overflows as probe
traffic competes with other traffic generated by infinite data sources that use the Transmission Control Protocol (TCP) [23]. In this case we also find fast convergence although there are persistent, if small, differences
between the inferred and actual loss rates.
The cause of these differences is that losses in our simulated network display spatial correlations (i.e.,
correlations between links), which violates the Bernoulli assumption. We believe that large and long-lasting
spatial correlations are unlikely in a real network such as the Internet because of its traffic and link diversity.
Furthermore, we believe that the introduction of Random Early Detection (RED) [6] policies in Internet
routers will help break such correlations. In any case, our analysis shows that the introduction of correlations
introduces inference errors in a continuous manner: if the correlations are small, the errors in the estimates
are also small. Also, the analysis shows how prior knowledge of the likely magnitude of correlations could
be used to correct the Bernoulli-based estimates.
We note that interference from TCP sources introduces temporal correlations (i.e., correlations between
packets) that also violate the Bernoulli assumption. These correlations are apparent in our simulated net2

work, where probe losses often occur back-to-back due to burstiness in the competing TCP streams. Such
correlations have also been measured in the Internet, but they rarely involve more than a few consecutive
packets [1]. Our MLEs are still asymptotically accurate for large numbers of probes when losses have temporal correlations. Our MLEs only require ergodicity, which will hold, e.g., when the correlations between
losses have sufficiently short range. However, the rate of convergence of the estimates to their true values
will be slower. In our experiments, inferred loss rates closely tracked actual losses rates despite the presence
of temporal correlations.
We envisage deploying inference engines as part of a measurement infrastructure comprising hosts exchanging probes in a WAN. Each host will act as the source of probes down a multicast tree to the others.
A strong advantage of using multicast rather than unicast traffic is efficiency.

multicast servers produce

per link. The exchange of unicast probes can lead to local loads

, depending on the topology.
which grow as
a network load which grows at worst

The work presented in this paper assumes that the multicast tree is known in advance. We are presently
developing algorithms to infer the multicast tree from the probe measurements themselves. We propose that
such an approach could be used in combination with tools such as





 

[15] in order to determine the

topology.
Related Work. There are a number of measurement infrastructure projects in progress, all based on the exchange of unicast probes between hosts in the current Internet. Two of these, IPMA (Internet Performance
Measurement and Analysis) [7] and Surveyor [26], focus on measuring loss and delay statistics; in the former between public Internet exchange points, in the latter between hosts deployed at sites participating in
Internet 2. A third, Felix [5], is developing linear decomposition techniques to discover network topology,
with an emphasis on network survivability. A fourth, NIMI (National Internet Measurement Infrastructure) [12], concentrates on building a general-purpose platform on which a variety of measurements can be
carried out. These infrastructure efforts emphasize the growing importance of network measurements and
help motivate our work. We believe our multicast-based techniques would be a valuable addition to these
measurement platforms.
Turning our attention to related theoretical work on inference methodologies, there has been some ad
hoc, statistically non-rigorous work on deriving link-level loss behavior from end-to-end multicast measurements. An estimator proposed in [31] attributes the absence of a packet at a set of receivers to loss on the
common path from the source. However, this is biased, even as the number of probes

goes to infinity.

Some analytic methods for inference of traffic intensities have been proposed quite recently [28, 29]. The
focus of these studies was to determine the intensities of individual source-destination flows from measurements of aggregate flows taken at a number of points in a network. Although there are formal similarities
in the inference problems with those of the present paper, the other papers address a substantially different
problem, namely, the determination of traffic matrices. Moreover, the inference problems generally do not
have a unique or easily identifiable solution, sometimes needing ad hoc methods to identify a candidate
3

solution. This was a consequence of a combination of the coarseness of the data (average data rates) and the
generality of the network topology considered.
Structure of the Paper. The remainder of the paper is structured as follows. In Section 2 we present a loss
model for multicast trees and describe the framework within which analysis will occur. Section 3 contains
the derivation of the estimators themselves along with their rate of convergence and tests for data consistency. The specific example of the simple two-leaf tree is worked out explicitly. In Section 4 we present
an algorithm for computing packet loss estimates. Section 5 presents the results of simulation experiments
that validate our approach. In Section 6 we analyze the effects of spatial and temporal correlations on our
estimators. The paper ends with a summary of our contributions and proposals for further work.

2 Model & Framework
2.1
Let



Description of Logical Multicast Trees
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denote the logical multicast tree from a given source, consisting of the set of nodes



including the source and receivers, and the set of links . A link is ordered pair
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denoting a
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, the parent of , such that

. We say that is a descendant of

.

will represent the source of the probes. The set of leaf nodes

798 

(those with no

children) will represent the set of receivers. The logical multicast tree has the property that every node has
at least two descendants, apart from the root node (which has one) and the leaf-nodes (which have none).
On the other hand, nodes in the full multicast tree can have only one descendant. The logical multicast tree
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is obtained from the full multicast tree by deleting all nodes which have a single child (apart from the root
) and adjusting the links accordingly. More precisely, if

, then we assign to the logical tree only the nodes

such

and

are nodes in the full tree and

and the link

. Applying this rule to all

in the full multicast tree yields the logical multicast tree.

A two receiver example is illustrated in Figure 1. A source multicasts a sequence of probes to two

receivers,

and

 . The probes traverse the multicast tree illustrated in Figure 1(a). Figure 1(b) illustrates

the logical multicast tree, where each path between branch points in the tree depicted in Figure 1(a) has been
replaced by a single logical link.

2.2

Modeling the Loss of Probe Packets

We model the loss of probe packets on the logical multicast tree by a set of mutually independent Bernoulli
processes, each operating on a different link. Losses are therefore independent for different links and different packets. In the introduction we discussed the reasons why network traffic can be expected to violate
4
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Figure 1: (a) A multicast tree with two receivers. (b) The corresponding logical multicast tree.
these assumptions; in Section 6 we discuss the extent to which they affect the estimators described below,

  


and how these effects can be corrected for.

 $>

We now describe the loss model in more detail. With each node
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root link from expressions concerning the 

then

as

with independent
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that it does not. The packets are generated at the source, so 
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that a given probe packet is not lost on the link terminating at . We model the passage of probes

down the tree by a stochastic process 
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Figure 2: A two-leaf logical multicast tree
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Figure 3: A four-leaf logical multicast tree

5

2.3

Data, Likelihood, and Inference

In an experiment, a set of probes is dispatched from the source. We can think of each probe as a trial, the
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outcome of which is a record of whether or not the probe was received at each receiver. Expressed in terms

 

the random quantity 



given set of link probabilities




, an element of the space
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let



will be denoted by



.

denote the number of probes
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from a set of experimental data

class of maximum likelihood estimators (MLEs): i.e. we estimate


in the set of leaf nodes



independent observations









probes, and for each possible outcome
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Let us dispatch



 

  



 $>"
   
     


1  )

of the random process  , each such outcome is the set of values of 

 

2

(with each

(1)




by the value

. We focus on the


which maximizes

. Under very mild conditions, which are satisfied in the present situ-

ation, MLEs exhibit many desirable properties, including strong consistency, asymptotic normality, asymptotic unbiasedness, and asymptotic efficiency (see [11]). Strong consistency means that MLEs converge
almost surely (with probability 1) to their target parameters as the sample size increases. The last three
properties mean that, if the sample size is large, we can compute confidence intervals for the parameters
at a given confidence level, the estimators are approximately unbiased, and there is no other estimator that
would give the same level of precision with the same or smaller sample size.
Because of these properties, when a parametric model is available, MLEs are usually the estimators of
choice. Moreover, the confidence intervals allow us to estimate the accuracy of the estimates of , and in
particular their rate of convergence to the true parameter

as the number of samples

becomes large. This

is important for understanding the number of probes which must be sent in order to obtain an estimate of
with some desired accuracy. Furthermore, in view of the possibility of large time-scale fluctuation in WANs,
e.g. Internet routing instabilities as reported by Paxson [18], the period over which probes are sent should
not be unnecessarily long.

3

The Analysis of the Maximum Likelihood Estimator

In this section we establish the form of the MLE. We determine the rate at which the estimate converges to
its true value as the number of probes increases; this can be used to make prediction for given models, and
also to estimate the likely accuracy of estimates derived from actual data. We work this out completely for
the two-leaf tree of Figure 2.
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3.1

The Likelihood Equation and its Solution
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It is convenient to work with the log-likelihood function


In the notation we suppress the dependence of
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Theorem 1 Let
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The proof of Theorem 1 relies of the following Lemma whose proof is in the Appendix.
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Candidates for the MLE are solutions of the likelihood equation for the stationary points
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stationary point does have maximum likelihood. For this we must impose additional conditions. Although
the set
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contains all positive  , let us now restrict our attention to link probabilities
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with the maximum falling on the boundary of . For some simple topologies we are able to establish directly
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"
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which implies that is the MLE . For more general topologies we use an argument
"  for all sufficiently large , and whose proof also establishes some useful
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"
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(iii) With probability 1, for sufficiently large ,
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3.2

Rates of Convergence of the MLEs

"

In this section we examine in more detail the rate of convergence of the MLE

"

to the true value . Specif-

ically, we can apply some general results on the asymptotic properties of MLEs in order to show that





is asymptotically normally distributed as

. We can use these results in two ways.

"

First, for models of loss processes with typical parameters, we can estimate the number of probes required
to obtain an estimate with a given desired accuracy. Secondly, we can estimate the likely accuracy of

from

actual probe data and associate confidence intervals to the estimates.
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>   . As we are interested in a 95% confidence interval for
This is used for a confidence interval of level
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single link measurements, we take   
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Confidence Intervals for Parameters. With slight modification, the same methodology can be used to
obtain confidence intervals for the parameters
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An issue for further study is the development of simultaneous confidence intervals for all of the link probabilities, and especially how they grow with the number of links.
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3.3

Example: the Two-leaf Tree

In this section we illustrate the application of the results of Sections 3.1 and 3.2 to the two-leaf tree of
Figure 2.
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. The inverse of the observed Fisher information governing

the confidence intervals for data in (16) is obtained by inserting (18)–(20) into (21)

4 Data Consistency and Parameter Computation

"

"

"

In this section we address computational issues around the estimator . We specify consistency checks
which must be applied to the data before

is computed. We describe an algorithm for computation of

and

discuss its suitability for implementation in a network, in particular the extent to which it is distributable.

4.1

Data Consistency

In this section we describe tests for consistency of the empirical probabilities

!"

with the model. The valida-

tions of the methodology carried out in this paper are all within controlled simulations. So we do not address
here the additional consistency checks which would be required for applications to real network data, such
as tests for stationarity.
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The rest of this section focuses on range checking and tree surgery. An arbitrary data set
may not give rise to



. If this is because some of the
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take values 0 or 1, then it can be dealt

with by reducing the tree; in particular when one is
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then not all of the

can be inferred from the data.

Those which cannot must be removed from consideration. In other cases, the data is not consistent with the
assumptions that loss occurs independently on different links. We discuss these now.
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perform the analysis on this pruned tree instead. We are unable to distinguish between the various
ways in which
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then we can assign probability to  . Then, for the purposes of calculation

only, we consider a reduced tree obtained by excising node



in the same manner as nodes with a

single descendant are excised from the physical multicast tree to generate the logical multicast tree;
see Section 2.1.
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probabilities are required to lie in
(iv) If
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then we reject consistency of the data with the model class since the link
(subject to (i) and (ii) above).
, we reject consistency of the data with the model class. This

7 ,

!"  5 9  /  !"  . is precluded

will occur only if the observed losses satisfy the strong dependence property that each packet reaching
a receiver in

reaches no other receiver in

. The possibility



by the relations (23) and (24) below.

4.2

Computation of the Estimator on a General Tree

In this section we describe the algorithm for computing
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calculation is that it can be performed recursively on trees. First we show how to calculate the
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been performed on the data and/or the logical multicast tree in order to bring it to this form. The calculation
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"
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be zero. We assume the existence of a routine 

Here, an empty product (which occurs when the first argument of  
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is a leaf node) is understood to

that returns the value of the first symbolic argument

which solves the equation specified in its second argument. We know from Theorem 1 that under the
conditions for

a unique such value exists. For node

with 2 or 3 children,



can be found explicitly as

the solutions of a linear and quadratic equation respectively.

4.3

Implementation of Inference in a Network

!" 

  "   0 / 

The recursive nature of the algorithm has important consequences for its implementation in a network set-
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way, if is a child of
descended from





, the contribution to the calculation of

ting. Observe that the calculation of

and

depends on

"

only through the



. Put another

of all data measured at the set of receivers
"
, is summarized through   . In a networked implementation this would enable the

calculation to be localized in subtrees at a representative node, the computational effort at each node being
at worst proportional to the depth of the tree (for the node which is unlucky enough to be the representative
for all distinct subtrees to which it belongs).

5 Simulation Results
We evaluated our inference techniques through simulation and verified that they performed as expected.
This work had two parts: model simulations and TCP simulations. In the model simulations, losses were
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Right: Selected links from four-leaf tree of Figure 3, with parameters
;
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; 
. The graphs show that inferred probabilities converge to within 0.01 of the
actual probabilities after 2,000 or fewer observations.
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determined by time-invariant Bernoulli processes. These losses follow the model on which we based our
earlier analysis. In the TCP simulations, losses were due to queue overflows as multicast probes competed
with other traffic generated by infinite TCP sources. We used TCP because it is the dominant transport
protocol in the Internet [27]. The following two subsections describe our results from these two simulation
efforts.

5.1

Model Simulations

Topology. For the model simulations, we used ad hoc software written in C++. We simulated the two
tree topologies shown in Figures 2 and 3. Node 0 sent a sequence of multicast probes to the leaves. Each
link exhibited packet losses with temporal and spatial independence. We could configure each link with a
different loss probability that held constant for the duration of a simulation run. We fed the losses observed
by the leaves to a separate Perl script that implements the inference calculation described earlier.
Convergence. Figure 4 compares inferred packet loss probabilities to actual loss probabilities. The left
graph shows results for all three links in our two-leaf topology, while the right graph shows results for
selected links in the four-leaf topology. In all cases, the inferred probabilities converge to within 0.01 of the
actual probabilities after 2,000 observations.
Figure 5 compares the empirical and theoretical 95% confidence intervals of the inferred loss probabilities for the two-leaf topology. The empirical intervals were calculated over 100 simulation runs using
100 different seeds for the random number generator that underlies the Bernoulli processes. The theoretical
13

0.2

0.2
mean + 2 sd: simulation
mean: simulation
mean - 2 sd: simulation

mean + 2 sd: theory
mean: theory
mean - 2 sd: theory
0.15
link loss probability

link loss probability

0.15

0.1

0.05

0.1

0.05

0

0
0

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
no. observations

0

1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
no. observations

Figure 5: AGREEMENT BETWEEN S IMULATED AND T HEORETICAL C ONFIDENCE I NTERVALS . Left:
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; 
. Simulation matches theory extremely well – the two sets
of curves are indistinguishable when plotted in the same graph.
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intervals are as predicted by (14). As shown, simulation matches theory extremely well – we show the two
graphs separately because the two sets of curves are indistinguishable when plotted together. In addition,
the 95% confidence intervals converge to within 0.02 of the mean probabilities after 2,000 observations.
It may seem that thousands of probes constitute too many network resources to expend and too long to
wait for a measurement. However, it is important to note that a stream of 200-byte packets every 20 ms
represents only 10 Kbps, equivalent to a single compressed audio transfer. Furthermore, a measurement
using 5,000 such packets lasts shorter than two minutes. There already exist a number of MBone “radio”
stations that send long-lived streams of sequenced multicast packets. In some cases we can use these existing
multicast streams as measurement probes without additional cost. Overall, we feel that multicast-based
inference is a practical and robust way to measure network dynamics.

5.2

TCP Simulations

Topology. For the TCP simulations, we used the  network simulator [17]. We configured  to simulate
the two tree topologies shown in Figures 2 and 3. All links had 1.5 Mbps of bandwidth, 10 ms of propagation
delay, and were served by a FIFO queue with a 4-packet limit. Thus, a packet arriving at a link was dropped
when it found four packets already queued at the link.
Each node maintained TCP connections to its child nodes. These connections used the Tahoe variant of
TCP, sent 1,000-byte packets, and were driven by an infinite data source. Links to left children carried one
such TCP stream, while links to right children carried two TCP streams. The link between nodes 0 and 1
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Figure 6: C ONVERGENCE OF I NFERRED L OSS R ATES TO ACTUAL L OSS R ATES IN TCP S IMULATIONS .
Left: Two-leaf tree of Figure 2. Right: Selected links from four-leaf tree of Figure 3 (some pairs of
probabilities are offset for clarity). The graphs show that the inferred loss rates closely track the actual loss
rates over 10,000 observations.
also carried one TCP stream.
Node 0 sent multicast probe packets generated by a Constant Bit Rate (CBR) source with 200-byte
packets and interpacket times chosen randomly between 2.5 and 7.5 msec. The leaf nodes received the
multicast packets and monitored losses by looking for gaps in the sequence numbers of arriving probes. We
fed the losses observed by the multicast receivers to the same inference implementation used for the model
simulations described above. We also had  report losses on individual links in order to compare inferred
losses with actual losses.
Convergence. Figure 6 compares inferred loss rates to actual loss rates on selected links of our two- and
four-leaf topologies. As shown, the inferred rates closely track the actual rates over 10,000 observations.
We note that the inferred values were accurate even though queue overflows due to TCP interference
do not obey our temporal independence assumption. TCP is a bursty packet source, particularly in the
region of exponential window growth during a slow start [9]. In our simulations, multicast probes are often
lost in groups as they compete for queue space with TCP bursts. This phenomenon is readily apparent
when watching animations of our simulations with the 



tool [16]. Inspection of the autocorrelation

function of the time series of packet losses for a series of experiments predominantly showed correlations

"

indistinguishable from zero beyond a lag of 1 (i.e. greater than back-to-back losses). As we explain in more
detail in Section 6.2, the estimator

is still asymptotically accurate for large numbers of probes when losses

have temporal correlations of sufficiently short range. However, the rate of convergence of the estimates to
their true values will be slower.
Figure 7 shows the Root Mean Square (RMS) differences between the inferred and actual loss rates
on our standard two- and four-leaf topologies. These differences were calculated over 100 simulation runs
using 100 different seeds for the random number generator that governs the time between probe packets. As
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Four-leaf tree of Figure 3. The graphs show normalized root mean square differences between actual and
inferred loss rates, computed across 100 simulations. After an initial transient, inferred loss rates settle down
to within 4 to 18% of actual loss rates, depending on the link. These errors can be reduced to approximately
1% by modifying the MLEs to correct for spatial loss correlations.
shown, the differences can drop significantly during the first 2,000 observations. However, at some point
they level off and do not drop much further, if at all.
This persistence reveals a systematic, although small, error in the inferred values because of spatial loss
correlation. In our simulations, the same multicast probe is lost on sibling links more often than the spatial
independence assumption dictates. These correlated losses lead the inference calculation to underestimate
losses on the sibling links and to overestimate losses on the parent link.
We can quantify the spatial loss correlation present in our simulations. We can also calculate the effect of
such correlation on the inferred loss probabilities by extending our previous analysis. Thus a prior estimate
of the degree of correlation could be used to obtain corrections to the Bernoulli inference. We discuss this
in more detail in Section 6.1 and give an example of how to apply the correction. Applied to the inferences
on the two-leaf tree summarized in Figure 6, they reduce an RMS error of between 8 and 15% to one
of around 1%. The key observation behind these analyses is that the error in the inferred values varies
smoothly with the degree of spatial correlation. The more correlation in the network, the larger the error.
We can arrange for perfectly correlated losses in a simulated network, for example by creating perfectly
synchronized interference streams on sibling links. However, we believe that large and long-lasting spatial
loss correlation is unlikely in real networks like the Internet because of their traffic and link diversity.

6 The Analysis of Correlations
6.1

Analysis and Correction for Spatial Correlations

When spatial correlations are present in packet losses, the Bernoulli model assumption is violated. But even
with such correlations, we can still ask what are the marginal loss probabilities for each link independently.
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In this section we assess and quantify the effect of correlations between losses on links that share a common
parent. The comparison of inferred and actual loss rates in Figure 6 shows that the inferred loss is greater
than the actual loss at the leaf-links, while the effect is reversed at the root link. This effect can be understood
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qualitatively by observing that in the Bernoulli model, a predominance of common losses amongst the

$ 

descendants of a node

will push the estimator

towards ascribing loss as having a common origin in the

path from the root to .
However, as we now show, the effect of violating the Bernoulli property is continuous: if the correlations
are small, the errors in the estimates are also small. We can investigate this quantitatively by extending the
model class. For simplicity we analyze the two-leaf tree of Figure 2, although the method extends to arbitrary
trees. We introduce correlations into the model while maintaining the same marginal link probabilities. All
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we recover the result of the Bernoulli model.

If some knowledge of the correlations in the traffic is available, then this can be used to adjust the inferred
loss probabilities accordingly. This motivates experimental studies of real networks with instrumented links
in order to ascertain the magnitude of these correlations. We intend to undertake these experiments in the
future.
For the moment, we illustrate with our data from the  simulation of the two-leaf tree of Figure 2. Dur-
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Now consider a new set of probes. We suppose that the spatial correlations are characterized by . Applying
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following (30). Inserting
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the Bernoulli estimator will yield estimates which we denote by
link probabilities, the

into (29) in place of

and

, where







,

yields an estimate of the true marginal

of (29). We conducted 50 further  simulations of 10,000 probes, and adjusted

the inferred link probabilities in this manner. Comparing the actual, adjusted, and originally inferred loss
ratios we see this provides improvement: the root mean square error goes down from between 8 and 15%
(depending on the link) to about 1% in this case.

6.2

Consequences of Temporal Correlations

The key property possessed by the estimator

"

is that it is asymptotically accurate for a large number

of observations, even in the presence of sufficiently short-range temporal correlations, provided that the

"!

underlying processes are stationary and ergodic. (This happens, for example, when recurrence conditions

!

are satisfied; see e.g. [14]). Then, the observed probabilities converge to the true values with probability

:/1

1 as the number of observations
see [24]) shows that
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. A simple argument involving the Inverse Function Theorem (e.g.,

is continuous on
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then the observed frequencies

when the observations 



:



, and hence

with probability 1. As a specific example,



form a Markov chain (and also under more general mixing conditions)
will converge exponentially fast to their mean values

(e.g., see

Chapter 6 of [3]).
Markovian models of packet loss have been proposed on the basis of observations of the Internet (e.g.,
see [1]), although some longer bursts of losses were also found. The price of correlations is, however, that the
rate of convergence is slower than for the Bernoulli case. One can understand this qualitatively from the fact
that burstiness in the packet loss processes means that the average takes longer to approach. Quantitatively,
the rate of convergence can be determined from the model, and so it should be possible to determine the
impact of temporal correlations on convergence rates from knowledge of the ambient correlations of loss in
the network, in much the same manner as the impact of spatial correlations was determined in Section 6.1.
Another approach to avoiding temporal correlations would be to time probes at intervals larger than the
typical correlation time of losses. Although this will reduce the number of probes required for a given level
of convergence, the absolute time of convergence may increase due to the increased time between probes.
A related issue is the randomization of interprobe times in order to avoid bias in the selection of network
states which are observed via the probes. Probes with exponentially distributed spacings will see time
18

averages; this is the PASTA property (Poisson Arrivals See Time Averages; see e.g. [30]). This approach
has been proposed for network measurements [22] and is under consideration in the IP Performance Metrics
working group of the IETF [8]. In the context of the above discussion, lengthening the interprobe time is to
be understood as increasing the mean of the exponential distribution.

7 Summary and Future Work
In this paper, we introduced the use of end-to-end measurements of multicast traffic to infer network-internal
characteristics. We developed statistically rigorous techniques for estimating packet loss rates on internal
links, and validated these techniques through simulation. We showed that the inferred values quickly converged to within a small error of the actual values. We also presented evidence that our techniques yield
accurate results even in the presence of moderate levels of temporal and spatial loss correlations.
We are extending our work in several directions. First, we are applying multicast-based inference to
metrics other than packet loss. In particular, we have developed estimators for link delay. We are also
investigating ways to infer link bandwidth and network topology using multicast probes. The ability to
determine topology would free our measurements from the assumption of a priori knowledge of topology or
of a separate topology-discovery tool.
Second, we plan to do more extensive simulations. We plan to substitute RED queueing for FIFO
queueing to study the effect of RED on loss correlations. We also plan to substitute Poisson probes for
CBR probes to avoid inadvertent synchronization of the probe traffic with periodic network processes. At
the same time, we plan to simulate more complex topologies than the simple examples used throughout this
paper. Topologies other than complete binary trees would stress our MLE for general trees, while larger
topologies would test the convergence properties of our techniques on larger problem instances.
Third, we plan to experiment with multicast-based inference on the Internet. As a preliminary step,
we plan to measure ambient correlations in the real network, and determine the extent to which we need
to adapt our estimates to their presence. We also plan to deploy our inference tools in multicast-enabled
portions of the Internet, including the MBone, to test our techniques on a real network. Finally, we would
like to integrate our inference tools with one or more of the large-scale measurement infrastructures under
construction. NIMI seems particularly suited because of its intended role as a general framework where
many types of measurement can be carried out. The challenge will be to adapt a unicast-based infrastructure
to perform multicast-based measurements, and in particular to schedule measurements, collect results, and
perform inference calculations when large numbers of receivers are involved.
In conclusion, we feel that multicast-based inference is a powerful approach to measuring Internet dynamics. The rigorous statistical analysis behind our techniques gives them a firm theoretical footing, while
the bandwidth efficiency of multicast traffic gives them much desired scalability. Robust and efficient measurements are increasingly important as the Internet continues to grow in size and diversity.
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Appendix: Proofs of Theorems
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The right hand term in equation (35) follows by iterating the middle term. Observe that
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Combining (33), (34), (35) and (36) we get
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Theorem 3 and the assumption of non-singularity, we are able to conclude the result.
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, so together with

