
Internet Intrusions: Global Characteristics and
Prevalence

Vinod Yegneswaran, Paul Barford and Johannes Ullrich
f vinod, pbg@cs.wisc.edu, jullrich@sans.org

ABSTRACT
Network intrusionshave beena factof life in the Internetfor
many years. However, as is the casewith many other types
of Internet-widephenomena,gaining insight into the global
characteristicsof intrusionsis challenging. In this paperwe
addressthis problemby systematicallyanalyzinga setof �re-
wall logscollectedover four monthsfrom over 1600different
networks world wide. The �rst part of our study is a gen-
eralanalysisfocusedon theissuesof distribution, categoriza-
tion andprevalenceof intrusions.Ourdatashows botha large
quantityandwide varietyof intrusionattemptson a daily ba-
sis. We also�nd thatwormslike CodeRed,NimdaandSQL
Snake persistlong after their original release.By projecting
intrusionactivity asseenin our datasetsto theentireInternet
wedeterminethattherearetypically ontheorderof 25Bintru-
sionattemptsperdayandthatthereis anincreasingtrendover
our measurementperiod. We further �nd that sourcesof in-
trusionsareuniformly spreadacrosstheAutonomousSystem
space.However, deeperinvestigationrevealsthataverysmall
collectionof sourcesareresponsiblefor a signi�cant fraction
of intrusionattemptsin any givenmonthandtheir on/off pat-
ternsexhibit cliquesof correlatedbehavior. We show that the
distributionof sourceIP addressesof thenon-worm intrusions
asafunctionof thenumberof attemptsfollowsZipf 's law. We
also�nd thatat daily timescales,intrusiontargetsoftendepict
signi�cant spatialtrendsthat blur patternsobserved from in-
dividual “IP telescopes”;this underscoresthe necessityfor a
moreglobalapproachto intrusiondetection.Finally, weinves-
tigatethebene�tsof sharedinformation,andthepotentialfor
usingthis asa foundationfor an automated,global intrusion
detectionframework thatwould identify andisolateintrusions
with greaterprecisionandrobustnessthansystemswith lim-
ited perspective.
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1. INTRODUCTION
Defendingwideareanetworksfrom intrusionin theform of

port scansandattacksposesa signi�cant, on-goingchallenge
for network operators.Using backscatteranalysisto charac-
terizeDenial-of-Service(DoS)activity in theInternet,Moore
et al. show thattheseintrusionsarenumerousandon therise
[17]. In 2001,two widely reportedInternetworms(CodeRed
andNimda)eachinfectedhundredsof thousandsof nodesin
lessthana dayandrequiredcountlesshoursto eradicatefrom
systems.Recentwork by Stanifordet al. suggeststhatthein-
trusionactivity we have seento datemight only be the tip of
a very largeiceberg andthatsigni�cant stepsarenecessaryto
countertheserisks[23].

Whilemethodsandtechnologyfor securingnetworksagainst
intrusionscontinueto evolve,thebasicproblemsareextremely
challengingfor a numberof reasons.First, theBlackhatswho
perpetrateintrusionscontinueto �nd ingeniouswaysto com-
promiseremotehostsand frequently make their tools pub-
licly available. Second,the size and complexity of the In-
ternet, including end host operatingsystems,make it likely
that therewill continueto be vulnerabilitiesfor a long time
to come. Third, sharingof informationon intrusionactivity
betweennetworksis complicatedby privacy issues,andwhile
therearecertainlyanecdotalreportsof speci�c port scanning
methodsandattacks,thereis very little broadunderstanding
of intrusionactivity on a globalbasis.Becauseof thesechal-
lenges,currentbestpracticesfor Internetsecurityrely heavily
onword-of-mouthreportsof new intrusionsandsecurityholes
throughentitiessuchasCERT [4] andDSHIELD [24].

Thefocusof this paperis thedevelopmentof a quantitative
characterizationof intrusionactivity in theglobalInternet.To
our knowledge,this is the �rst study to broadlyaddressthis
problemusingintrusionlogsfrom �re wallsatsitesdistributed



throughoutthe Internet. Speci�cally, our datawascollected
in over 1600networks world wide over a 4 monthperiodby
DSHIELD.ORG.Entriesin theselogs consistof packets re-
jectedby �re walls andportscanlogsrecordedby Network In-
trusionDetectionsSystems(NIDS -primarily Snort[19]). This
datasetprovidesuswith a uniqueperspective onglobalintru-
sionactivity.

Weinvestigatedarangeof fundamentalfeaturesof intrusion
activity by evaluatingourdataalonga numberof dimensions.
Speci�cally, we assessthedaily volumeof intrusionattempts,
thesourcesanddestinationsof intrusionattempts,andspeci�c
typesof intrusionattempts.

Our resultsshow thefollowing:

� Volume: Daily intrusionattemptstakeplaceonanmas-
sive scale- asmany as3 million scansin our logson a
singleday- andin a burstyfashion.

� Distrib ution: Sourcesanddestinationsof intrusionsfrom
anAutonomousSystem(AS) perspectivearenearlyuni-
formly distributedaroundtheInternet.Furthermore,the
distributionof thenumberof scanspersourceIP versus
theiroverallrankfollowsapowerlaw (Zipf 'sLaw [27]).

� Types: Worm activity (intrusion attemptson port 80)
variesbetweenapproximately20% and60% of all in-
trusion attemptsandworm signaturesfrom CodeRed
andNimda remainprominenttoday(over a yearsince
their original release).Non-port80 intrusionattempts
makeupasurprisinglylargepercentageof thedaily vol-
ume.Decompositionof theseindicatesthatwhile com-
monscanningmethods(eg. verticalandhorizontal)are
indeedprevalent,othermethodssuchascoordinatedand
stealthyscansarealsowidely used.

Our next stepwasto usetheseresultsto project intrusion
activity to the entireInternet. We do this usingmultiple per-
spectivessothat,in additionto gettinga perspective onglobal
intrusionactivity, we canassesstheextentto which theintru-
sionactivity seenbyasinglenetwork is representativeof intru-
sion throughoutthe Internet. Our projectionmethodconsists
of usingall of our data,only datafrom /16 networksandonly
datafrom /24networks.Resultingprojectionshaveroughlyan
orderof magnitudedifferencerespectively (decreasing).The
projectionusingtheentiredatasetshows Internetwide intru-
sionattemptsto beon theorderof 25B perdayover all ports.
A simpleleastsquares�t throughthedatashowsanincreasing
trendfor all projections.

Finally, we investigatetheutility of sharinginformationbe-
tweennetworksasa basisfor a distributedintrusiondetection
infrastructure.For example,we areinterestedin assessingthe
numberof logs requiredto establishparticularsourceIPs as
“worstoffenders”.We usean informationtheoreticapproach
outlined in [2] to assessthe marginal utility of intrusion in-
formationcollectedfrom multiple sites. In additionto worst
offenders,we alsoassessthe utility of additionallogs in un-
derstandingintrusionprevalencewith respectto port targets.
We �nd that small randomcollectionsof intrusion logs are
not suf�cient for gaininga consistentview of worstoffenders
or port targets. This resultcombinedwith the Zipf result for
worstoffendersindicatethatwhile thereis certainlypotential

Figure 1: Global Distrib ution of Provider Autonomous
Systems. The dark and light squares respectively corre-
spond to ASesthat are representedand not represented.
The grey lines or shading indicatesdir ect connectivity be-
tweenASes

for sharinginformationbetweennetworksasa meansfor im-
proving security, a thoughtfulapproachto log aggregationis
likely to berequired.

This paperis organizedasfollows. We describestudiesre-
lated to this work in Section 2. In Section 3 we describe
the detailsof our dataandour methodsof analysisandSec-
tion 4 providesbackgroundmaterialonwormsandscans.We
presentresultsof our characterizationsof fundamentalfea-
turesof intrusionsin Section 5 and extend thoseresultsto
theentireInternetin Section 6. Our discussionof theuseof
sharedinformationin a distributedintrusiondetectionsystem
is presentedin Section 7. We summarizeand concludein
Section 8.

2. RELATED WORK
The work by Moore et al. is motivatedby the question,

“how prevalentaredenial-of-serviceattacksin theInternetto-
day?” [17]. Ourwork is similar in spirit althoughwe address
thegeneralquestionof intrusionsandarenot speci�cally fo-
cusedon DoSactivity. Stanifordet al. reporton recentworm
activity (CodeRed,Nimda) in [23] andprojectthepossibili-
tiesof muchmoreseriouswormthreatsin thefuture.Cowie et
al. presenta differentperspective on thesamework by exam-
ining hourlongperiodsof “widespreadinstabilities”in global
BGPsystemin JulyandSeptemberof 2001 [5]. They describe
theideaof “worminducedtraf�c diversity” thatis unlikeother
normaltraf�c experiencedby routersandis theprimarycause
of theBGPinstabilities.

Our work hasimplicationsin developmentandcon�gura-
tion of network intrusiondetectionsystems.Many suchsys-
temshave beendevelopedanddeployed (eg. [18, 19]). The
standardapproachfor recognizingan intrusion is to create



Table 1: Samplelog entries fr om DSHIELD portscan logs

Date Time Sub. Hash No: Scans Src IP Src Port Target IP Target Port TCP Flags
2002-03-19 18:35:18 provider2323 3 211.10.7.73 1227 10.3.23.12 21 S
2002-03-19 18:35:19 provider2323 16 211.10.7.73 1327 10.3.23.12 53 SF
2002-03-19 18:35:20 provider2323 1 211.10.7.73 1231 10.3.23.12 111 F
2002-03-19 18:35:21 provider2323 1 211.10.7.73 1331 10.3.23.12 22 SA

a rule-baseddescriptionwhich is thenusedto con�gure the
NIDS. However, the taskof accuratelyidentifying new types
of intrusionsremainsquitechallenging.

Other well known studiesrelatedto ours are the DARPA
Intrusion Data Setsfrom 1998 and 1999 [13]. Thesedata
setsaretypically usedastrainingsetsto testNIDS. They suf-
fer from beingbothold andsyntheticallygenerated,thustheir
relevanceto intrusionattemptsof todayshouldbequestioned.
Our data(or a set like ours)could serve asa benchmarkfor
creatingor validatingtrainingsetsin thefuture.

The Honeynet Infrastructureis a unique“network” dedi-
catedto understandingthe tools and activities of the Black-
hatcommunity [10]. Their network consistsof machinesde-
polyed in the Internetwith NIDS that are virtually unused.
Their lack of network usesigni�cantly reducesthe possibil-
ity of falsepositives in the datathey generate- every packet
received is consideredsuspect.Theprojectpublishesweekly
reportsof recordedattacktraf�c andsuccessfulexploits.

Finally, therehavebeenanumberof recentpapersonrouter-
basedtechniquesfor IP traceback[20, 21]. Thesetechniques
all faceconsiderablechallengesin gainingoperationaldeploy-
menthowever they offer interestingpossibilitiesfor identify-
ing sourcesof intrusions.

3. INTRUSION DATA
We usea set of �re wall logs of portscanscollectedover

a 4 monthperiodfrom over 1600�re wall adminstratorsdis-
tributedthroughoutthe globeasthe basisfor our study. The
logsprovide a condensedsummary(lowestcommondenomi-
nator)of portscanactivity obtainedfrom various�re wall/IDS
platforms.Someof theplatformssupportedincludeBlackIce
Defender, CISCOPIX Firewalls,ZoneAlarm,Linux IPchains,
PortsentryandSnort.Thisapproachsigni�cantly increasesthe
coverageandreducesrelianceon individual IDS's interpreta-
tion of events.Table1 illustratesthe formatof a typical low-
estcommondenominatorlog entry. The dateandtime �elds
arestandardizedto GMT andtheprovider hashallows for ag-
gregationof destinationIP addressesthat belongto the same
administrative network.

Table2 providesa high level summaryof thedatathatwas
usedin ourstudy. Thedatasetwasobtainedfrom DSHIELD.-
ORG– a researcheffort fundedby SANSInstituteaspartof
its InternetStormCenter. DSHIELD's objectivesincludede-
tectionandanalysisof new worms andvulnerabilities,noti-
�cation to ISPsof exploitedsystems,publishingblacklistsof
worst offendersand feedbackto submittersto improve �re-
wall con�guration. The datais comprisedof logs submitted
by a diversesetof networks andincludes5 full ClassB net-
works,over 45 full ClassC sizednetworksandmany smaller

Table2: Monthly summary of studiedDSHIELD logs

Month Number of Scans Number of DestIPs
Aug. 2001 30million 260,726
May. 2002 48million 375,323
June.2002 61million 382,224
July. 2002 68million 402,050

subnetworks. One of the highlights of this datasourcewas
its utility andcontribution in the detectionandearlyanalysis
of CodeRed.Figure 1 is a Skitter-basedAS level graphthat
shows the global distribution of the providers that submit to
DSHIELD. A Skittergraphprovidesa uniqueway of visual-
izing AutonomousSystems(ASes)basedon their connectiv-
ity andgeographywithout compromisingprovider identities.
Thereare threedistinct regions in the graphandthey corre-
spondtoautonomoussystemsbasedin Europe,NorthAmerica
andAsia Paci�c in clockwiseorder. Thegrey linesor shading
indicateswhich ASesaredirectly connectedto oneanother.
The dark and light squarescorrespondto ASeswith repre-
sentative participantsand non-participantASesrespectively.
The ASescloserto the centerconstitutethe larger backbone
providersandtelecommunicationcompaniesthat have maxi-
mumconnectivity while thestubASespopulatetheperiphery.
[11].

The lowest commondenominatorapproachby DSHIELD
provides us with a unique, globally diverseand stabledata
source. The simplicity and generalityof this approachalso
makesanalysisstraightforward. Therearehowever somepit-
falls thatneedto beconsidered.Thelogsdonotprovide infor-
mationaboutpacket headers,or what happensduring active
connections.Thereis alsoa certaindegreeof vulnerability to
�ooding by malicioususersand by miscon�gured �re walls.
For example local broadcasttraf�c and network gameslike
Half-life canresult in many falsepositives. Theseinstances
were �ltered out from the datasetbefore analysis. Finally
NIDS systemsmay not be ableto captureall packetsduring
a Denial of Serviceattack. However, spikesbeforeandafter
anattackshouldgetrecorded.

Finally, weneedtoconsiderportscansfromspoofedsources.
Normallythereis little bene�t toanindividualspoofedportscan
asthe sourcedoesnot get a response.A few specializedsit-
uationswherea spoofedportscanby itself could prove ben-
e�cial to a portscanner, like spoof-bounce, have beendocu-
mented[7]. However, thebestknown motivationfor spoo�ng
portscansis to createspuriousbackgroundnoiseto hide the
realsources.By consideringandcorrelatingreportsfrom mul-



tiple sources,the effect of the spoofedsourcesaremarginal-
ized andreal sourcesrise to the top. This works becausein
reality, spoofedportscansform only a small fraction of all
recordedportscans.Thus,analyzingsourceIPs of portscans
canprovide valuableinsight into the geographicdistribution
of malicioushostsubnetsor steppingstones[26].

4. BACKGROUND

4.1 The Worms
In this sectionwe provide backgroundinformationon the

majorInternetwormsreleasedoverthelasttwo years.We�rst
describethe major port 80 wormsCodeRedI/II andNimda.
This is importantbecauseport 80 scansstill form the single
most dominantgroup of scansaccountingfor nearly 20% -
60%of all scansin any givenday. Mostport80scansobserved
in the 3 monthperiodbetweenMay 2002-June2002canbe
attributedto eitherCodeRedor Nimda. The releasedatefor
NimdawasSep18,2001andsotheport80scansin theAugust
2001datasetareexclusively CodeRed.We alsodescribethe
SQL-Snake–aworm whichaffectsMicrosoftSQLServers.

4.1.1 CodeRedI
CodeRedI exploitedawell known Windows InternetInfor-

mationServer(IIS) buffer over�ow vulnerability [12] andwas
releasedonJuly12,2001.Thewormwassonamedbecauseit
defacedsomewebpageswith thewords“hackedby Chinese”.
The worm operatesin two distinct phases.In its �rst phase,
the worm usesa randomIP generatorto searchfor vulnera-
ble targets. In thesecondphase(20-28thof every month),the
worm stopspropogationand launchesDenial of Serviceat-
tacksagainstthehttp://www1.whitehouse.gov website [3].

4.1.2 CodeRedII
Despitesuper�cial similarities,CodeRedII is a completely

differentwormthatusesthesameIIS vulnerability. Thename
“CodeRedII” is derived from a string in the worm's source
code. Unlike CodeRedI, this worm is not memoryresident
andhencea rebootdoesnot disinfectthemachine.CodeRed
II' s propogationmechanismgeneratesa randomIP address
anda maskwhosesizedeterminesthesimilarity betweenthe
infected IP and probedIP. About 1/2 of the time CodeRed
II probesan IP in the same/24, and about3/8 of the time
CodeRedII probesan IP in the same/16 and a randomIP
remainderof thetime. Finally CodeRedII installsa root level
backdoorthat allows any othercodeto be remotelyexecuted
[3].

4.1.3 Nimda
Nimdastandsfor adminspelledbackwards.Thealgorithm

for target detectionis not well known, but seemsto follow
theseroughprobabilities:50%anIP addresswith same�rst 2
octets,25%anIP addresswith matching�rst octetand25%a
completelyrandomIP address[4].

Figure 2 shows the numberof distinct sourcesscanning
port 80 during the 3 monthsin 2002 from our dataset.The
graphshows the predictablenatureof the port 80 scansand
alsovery strongday of the monthcharacteristics.The sharp
droparoundthe19thof eachmonthcon�rms thatCodeRedI
is still verymuchalive. CodeRedI is supposedto selfdestruct

Figure2: Daily number of distinct sourcesof port 80scans,
May 2002-July 2002

attheendof eachmonth.Thehypothesisis thathowever, there
areenoughmachineswith asuf�cient clockoffsetthatthevul-
nerablemachinesgetreinfectedproducingthis slow startlike
growth betweendays1-7.

4.1.4 SQL­Snake
The SQL-Snake was detectedon May 20th 20021. This

worm scansfor openMS-SQL 7 Serverswhich run on port
1433by defaultandexploitsmachinesthathavethedefaultSA
(Admin) accountwithout anassociatedpassword. Theworm
scansfor IPsof theform A.B.C.D randomlyon thefollowing
IP rangeswhere:A = random2 numbernotequalto 10,127,172
or 192, B = 0-255,C = 1-255andD = 1-254. The primary
functionof thewormis to emailpasswordsandrelatedsystem
informationto ixltd@postone.com [1, 14,25].

4.2 ScanTypes
We broadly categorize scansinto four well known types

[22].

1. Vertical Scan - is de�ned as a sequentialor random
scanof multiple (morethan5) portsof a singleIP ad-
dressfrom the samesourceduring a onehour period.
Theseareusuallyanattemptto survey which of several
well known vulnerabilitiesappliesto this hostandare
alsoknown asstrobescans,basedononeof theoriginal
script-kiddietools.

2. Horizontal Scan- is ascanfrom asinglesourceof sev-
eralmachines(5 or more)in a subnetaimedat thesame
targetport,ie. thesamevulnerability. In thiscasetheat-
tacker is searchingfor any machinethat is runningspe-
ci�c serviceanddoesnotcareaboutany singlemachine
in paricular. Theattacker couldbejust recruitingpeers
for launchinglargerdistributedattacks.

3. Coordinated Scans- arescansfrom multiple sources
(5 or more)aimedat a particularport of destinationsin
the same/24 subnetwithin a onehour window. These

1Not to beconfusedwith theSQLSlammerwormreleasedin
Jan2003.
2Aside from avoiding certainclassA-s, the �rst byte is also
weightedwith somenetworksbeingscannedmorefrequently
thanothers.



Figure3: SourceAS distrib ution of Nimda/CodeRed(left),SQL-Snake(middle)and Non-Worm(right) scans.

arealsocalledDistributedScans[23]. Thesescansusu-
ally comefrom themoreaggressive/active sourcesthat
compriseseveralcollaborativepeersworkingin tandem.

4. Stealth Scans- are horizontalor vertical scansiniti-
atedwith a very low frequency to avoid detection.The
key parametersin this de�nition includethemaximum
threshold(1 hour) and the minimum thresholdfor the
averageinterscandistance. An averageinterscandis-
tancebelow the minimum thresholdindicatesthat the
scanwasnot stealthy, ie. not intendedto evadeNIDS
systems. Two successive scansfrom the samesource
thatareseperatedby morethanthemaximuminterscan
distanceareconsideredto be unrelatedor partsof dif-
ferentscanningepisodes.

5. INTRUSION CHARACTERISTICS
In this section,we �rst provide a high level summaryof in-

trusion distribution in termsof the destinationports and the
attacksources.We illustrateinstanceswherethe top sources
depict striking correlatedbehavior. We then project the ob-
served scanratesover the entire IP spaceandtry to identify
temporaltrends. We identify the predictableandperisistant
behavior of theport 80 sources.Finally we investigatepreva-
lenceof spatialtrendsin thescanningbehavior.

5.1 Port Distrib ution
Monitoring thedestinationport of intrusionattemptsin the

Internetprovesto beaneffectivemethodfor detectingexploits
for new vulnerabilitiesanddisseminationof new worms.The
casesof CodeRedI/II, Nimda andrecentOpaserv(port 137)
are instanceswherethe heightenedscanningrateswere ob-
servedfor severaldaysbeforethey wereidenti�ed.

The daily scanningvolumeof the top 10 destinationcate-
goriesfor the3 monthsfrom May 2002- July 2002is shown
in Figure 4. Obviously themostsignicantcomponentof the
graphsaretheport80scansfrom NimdaandCodeRedI/II.The
Linux Slapperworm (releasedlater this summer)is not part
of this data. The visible spike in the port 1433scansaround
the 4th weekof May is directly attributableto the releaseof
SQL-Snake worm [25]. The P2Pentry comprisesof scans
from Gnutella,Kazaaand EDonkey peersand the port 137

Figure 4: Scanrates for top 10 destination port categories
betweenMay-July, 2002.

Figure 5: Persistanceof port 80 scansbetweenMay-July,
2002in /32and /24aggregates.

scansaredominatedby Windows NetBiosmiscon�guration.
Of thenon-worm scans,ssh(22), ftp (21), rpc (111),dns(53)
andicmp(0) tendto dominate.The scansfrom the Subseven
trojan (leaves worm) and scansto port 3128 (miscon�gured
proxy serversusedto redirect/hidesur�ng behavior) also�g-
urein thetopportsfor the3 months [24].

5.2 SourceDistrib ution
Oneof the challengesin a studyof the sourcesof the in-

trusionsis to accountfor the disparitiesin the scanningbe-
havior of self propogatingandnon-worm traf�c. To simplify
we classifyscansinto threecategories:port 80, 1433andthe
remainingnonworm traf�c. We �ltered out traf�c from Sub-



Figure 6: Log-log plot of sourceIP rank versusnumber of
monthly scansfor eachof the four months.

Figure 7: Daily scanrate of top 100non-worm sourcesin
May, 2002ascompared with all sources.

Figure8: Cluster of 8 out of top 20sourcesin August,2001
with very similar on-off behavior.

Figure 9: Cluster of 8 out of top 20 sourcesin June, 2002
with very similar on-off behavior.

Figure 10: Cluster of 4 out of top 20 sourcesin May, 2002
with similar on-off patterns.

sevenandnoisedueto Windows NetBiosandthepeer-to-peer
scans. All future referencesto non-worm scansusethis �l-
tereddataset.Figure 3 shows the global distribution of au-
tonomoussystemlevel sourcesof port 80, port 1433andthe
non-wormscansfor themonthof June2002.A snapshotfrom
theOregonrouteviewstablewasusedto convertsourceIP ad-
dressesto AS numbers [15]. Thesegraphsserve to illustrate
theglobalreachanduniformity of attacksources(alsovictims
in the former two cases)in eachcategory. It is apparentthat
thedistributionof theSQLSnakevictimsevenat its peak,was
lessdensein comparisonto port80 or othernon-worm traf�c.
Neverthelessit wasresponsiblefor a signi�cant portionof all
recordedscans.

5.2.1 Persistenceof WormActivity
Anotherinterestingaspectof worm behavior is the persis-

tenceof attacks.In particular, we wantedto understandhow
long a subnetremainedinfected.We computethedurationof
port 80 scansduring the3 monthperiodbasedon aggregates
of /24and/32. Themotivationbehindlookingfor /24matches
comesfrom CodeRedII' s andNimda's af�nity towardslocal
targets. Thehalf livesof the3 categoriesare18 daysfor /24
matchesand6 hoursfor /32match.The/24matchesarebiased
by individual sourcesthatsendonly a singleportscananddo
notreallyindicatequickdisinfection.Thegraphin Figure5re-
vealsanalmostlinearrelationshipbetweendurationandnum-
berof infected/24 subnetswith a very smallslope.This indi-
catesthatwhile amajorityof subnetsbecomeNimda/CodeRed
free in about18 days,signi�cant numberof subnetscontinue
to beinfectedfor extendedperiods.

5.3 Top Sources
Isolatingandunderstandingbehavior of worstoffenders(in

termsof sourceIP) is crucialto defendingnetworks.Wefocus
primarily onthenon-wormintrusionsin thissection.Theself-
propogatingnatureandlocal af�nity of worm traf�c makesa
similar analysislessmeaningfulandmorecomplicated.Fig-
ure 6 plots the rank of eachsourceIP againstits numberof
scans(ie. popularity)on a log-log scale.Thedecreasinglin-
earslopeof this plot indicatesa power-law distribution which
leadsus to concludethat “worst offender” IPs follow Zipf 's
Law [8, 27]. Many otherphenomenonin the Internethave a
similar characteristic.This indicatesthatvery few sourcesare
in fact responsiblefor generatinga signi�cant fraction of all
non-worm scansthat areobserved. Figure 7 plots the daily



Figure11: Distrib ution of coordinated,horizontal and ver-
tical scansfor the month of June,2002.

Figure12: Distrib ution of coordinated,horizontal and ver-
tical scanepisodesfor the month of June,2002.

scanvolume from the top 100 sources(out of 261K) along
with thetotalscansandfurthersupportsthisresults.Thegraph
shows that the top sourceswhich are responsiblefor rougly
half of all non-worm scans,alsoaccountfor mostof thevari-
ability thatis exhibited.

Anotherway to considerworst offenderbehavior is to fo-
cuson the scansemanatingfrom the top 20 sourcesfor each
month. Observingthe daily on/off patternsof thesetop 20
sourcesduring the courseof eachmonth revealsclustersof
correlatedbehavior. Suchclusterswereobservedprominently
in the top 20 sourcesof eachof the four monthsundercon-
sideration. Figures 8 and 9 show clustersfrom the top 20
sourcesfrom August2001andJune2002. Thesesourcesare
“on” duringthesamedaysof themonthwith similar levelsof
activity andbearlittle locality in IP space.Figure 10captures
a setof four IPs that displaysimilar staggeringbehavior but
ondifferentdays.Thesimilarity in theactualnumberof scans
during the on periodsis striking. This points to an identical
attackor anattackusingthesametool lauchedfrom disparate
sourcesondifferentdays.

Theseresultsleadusto concludethatsuchattacksarein fact
fairly common,and that blacklisting worst offenderswould
be an effective mechanismof defendingagainstnon-port80
intrusions.Wefurtherconcludethatinstancesof collaborative
clusterscanbeeffectively isolatedandshouldbe investigated
with greatervigor.

5.3.1 Identi�cation of ScanTypes
Figures 11 and 12 show thedaily distribution of thethree

scantypesduringthemonthof June2002.This indicatesthat
horizontalscansaccountfor 60-70%of all non-worm scans.

Figure13: Distrib ution of Stealthscansin June,2002with
minimum interscan thr esholdsof 30 and 180seconds.

Anothersurpisingrevelation is that a large proportionof the
daily scansarecoordinated3 or comefrom distributedsources.
Thecoordinatedscanratealsoseemsmuchmoretightly tiedto
thenumberof coordinatedscanepisodeswith theratio of 100
scansper epsode.Themostcommonportsscannedincluded
port 111 (RPC),port 53 (DNS) andscansfor alternateweb-
server ports like 8000 and8080. Although horizontalscans
are more commonthan vertical scans,thereare fewer hori-
zontalscanepisodesthanvertical scanepisodes.Figure 13
shows daily distribution of observed stealthscanswith mini-
mumthresholdsof 30and180seconds.Stealthyscansarenot
uncommon,however only makeup a small percentageof all
verticalandhorizontalscans.Verticalscansseemto bemuch
morelikely to exhibit stealthybehavior thanhorizontalscans.

5.4 Network Telescopes
Network Telescopesarede�ned aslargechunksof unused

but globally routableIP space. Passive monitoring of tele-
scopesserve asa usefulmechanismfor measuringandunder-
standingInternetattackbehavior [16], especiallywormslike
CodeRedandNimda. We examinetheir potentialfor charac-
terizingthepatternsof non-worm scansin thelarger Internet.
Figures 14 and 15 show the observed daily scanratesfrom
anentireClassB with respectto theoverallscanratesfor both
non-worm andport 80 scans.They recon�rm that for model-
ing port 80 scanseven a singleClassB telescopeworks rea-
sonablywell. Howeverthenon-wormtraf�c modeledfrom the
sametelescopeexhibitssigni�cant variability unliketheglobal
rates.This suggeststhatnon-worm traf�c hasinherentspatial
componentsthat may only be ableto be capturedeffectively
only from a globally distributedsetof telescopes.

6. GLOBAL PREVALENCE

6.1 Projection
Scanningpatternsseenin theInternethave beenhighly dy-

namicespeciallyover the lastcoupleof yearswith theemer-
genceof novel andmoresophisticatedworms. Oneof thein-
triguingquestionsthatwewouldliketo answeris how thevol-
umeof scanshave changedover thelastyear?To addressthis
question,we projectthedaily scansobservedin ourdatasetto
the larger Internet. We do this by simply taking the “average
scansper IP” for our set of destinationIPs and then multi-

3asperourde�nition in section4.2.



Figure 14: Daily scan rate of non-worm scansobserved
fr om a ClassB telescopewith respectto overall rate, June
2002-August 2002.

Figure 15: Daily scanrate of port 80 scansobserved fr om
a ClassB telescopewith respectto overall rate, June2002-
August 2002.

plying that by the numberof IPs in theentireIP space4. We
assumeuniformity, but do not testfor it. That is, we assume
thatsinceoursetof providernetworksarereasonablywell dis-
tributed(bothgeographicallyandover theIP space),our per-
spective re�ects what is seenover the larger Internet. This
projectionindicatesdaily scanratesashighas25B/day.

Weperformsimilarprojectionsusing/24and/16aggregates
andtry to discerntrendsvia linear�ts. The/16and/24aggre-
gatesprovideveryconservativeestimatesof theobservedscan
ratesdueto sparsenetwork representations.Onemotivation
behindthem is to accountfor possibleIPs that may not re-
ceiveany scansduringanentireday. Figures16and 17show
theresultsfor port 80 andnon-worm scans.Theport 80 scan
ratesshow a decreasingtrendwhich is dueto high levels of
CodeRedincidencesin Aug 2001.TheratesbetweenMay and
August2002(not shown explicitly in the�gure) arerelatively
steadywith a very small upward slope. The non-worm scan
rateshowever show an increasingtrend. The averagedaily
numberof scansover the IP spacejumpsfrom 6.5 B scansto
8.2B, anincreaseof over 25%.

7. IMPLICA TIONS OF SHARED INFOR­
MATION

A numberof recentpapersandproposalsaddressthe con-

4Alternatelywe could have obtainedthe portion of routable
IP spacefrom a BGPtable. While thegrossvolumeof scans
might be slightly reduced,we expect the trendsto be pre-
served.

Figure16: Projection of port 80scansAug 2001-July 2002,
over /32, /24and /16 aggregates

Figure 17: Projection of non-worm scansAug 2001-July
2002,over /32, /24and /16aggregates

ceptof developinganinfrastructurethatwould pool resources
in order to more rapidly andmoreeffectively respondto at-
tacksand intrusions[6, 10, 22]. Thereare many issuesin-
volved in the creationof suchan infrastructure,not the least
of which is understandingits potentialfor success.Giventhe
fact that thereis likely to be little synchronizationof times-
tampsbetweendaily �re wall logs in our dataset,we did not
attemptto evaluatehow rapidly attacksand intrusionscould
beidenti�ed if datawerecollectedin centralrepositoryin real
time from sitesdistributedacrossthe Internet– we leave that
for futurework. Our datadoes,however, lend itself to evalu-
atingotheraspectsof developingcompositeviewsof intrusion
activity andwe exploretwo examplesof thesein thissection.

7.1 An Inf ormation Theoretic Approach
Exploring theextentof re�nementof perspective provided

by additionaldatais a standardnotion in informationtheory.
Relativeentropy is a measureof the distributional similarity
betweentwo variables[9]. This measureis commonlyesti-
matedusingthe Kullback-Leiblerdistancemetric which was
extendedin [2] to measurethemarginalutility of addingaddi-
tionalexperimentalresultsto anaggregatedatasetof network
topologymeasurements.Our interestis in understandinghow
theadditionof intrusionlogsto anaggregatedatasetimproves
theresolutionof identifying “worstoffenders”andthepreva-
lenceof scansof particularports. Themarginal utility metric
will quantitatively expresstheinformationgainedby theaddi-
tional logs.

A framework for marginal utility evaluationis presentedin



Figure18: Utility of additional subnetsfor detectingworst
offenders

[2]. Theframework considersasetof n identical(ie. aimedat
discovering a commonproperty)experimentsS1 ; S2 ; :::; Sn .
In ourcase,theseexperimentswouldbeintrusionlogssubmit-
tedby distinctsites.Marginalutility is de�nedasthereduction
in uncertaintyresultingfrom thenext experimentaddedto the
aggregateset. Two alternativesfor calculatingmarginal util-
ity arepresented:onewhich considersthereductionin uncer-
tainty in anonlinemannerandtheotherin anof�ine manner.
Theessentialdifferencebetweenthetwo is thattheof�ine met-
ric considersmarginalutility from theperspectiveof thesetof
all n experiments. We selectthe of�ine metric for analysis
since,asstatedabove,we arenotconsideringissuesrelatedto
theorderin which individual logsaresubmitted.

The formal de�nition of marginal utility of an experiment
Sn is de�ned to be Um (Sn ) and is given by the following
equation:

Um (Sn ) =
�

8 i

Pr (sm
i ) log(

P r (sm
i )

P r (sn
i )

) (1)

wherei rangesover all possibleoutcomesand Pr (sj
i ) is

theprobabilityassociatedwith outcomesi aftertheconclusion
of experimentsS1 ; S2 ; : : : ; Sj , andm is thetotal numberof
experimentsconducted.

7.2 Identi�cation of Worst Offenders and
Prevalenceof Target Ports

Ourexperimentsto evaluatethemarginalutility of intrusion
log sharingfocuseson two issues:the identi�cation of worst
offendersandtheidenti�cation of ports(non-port80) thatare
most frequentlyscanned.Our intent is to examinethis issue
in a generalsense.To thatendwe conductedtheexperiments
by selectingasingledayat randomfrom ourdataset.Wethen
selectlogsfrom 100/16's at randomand100/24's at random
to determinehow many logs arerequiredto get a consistent
perspective onoffendersandintrusiontargets.Ouranalysisof
network telescopesin Section6 givesusthe intuition that the
aggregationof logsfrom a non-trivial numberof sources,will
be requiredto gain a representative perspective on thesetwo
issues.

Thegraphin Figure18 shows themarginal utility of addi-
tional logs for identifying worst offenders. For this analysis
(andthe analysisof port targets),we orderedthe logs by the
numberof scanentries.If thedistributionof informationin the
logsis relatively stable,thenthisorderingshouldprovidease-
quenceof marginal utility measuresthat follow a decreasing

Figure 19: Utility of additional subnetsfor detecting top
targetports

trend. It canbeseenin the�gure for thelarger /16 networks,
thatthisis indeedthecase.Beyondtheaggregationof about35
intrusionlogs,almostno additionalinformationis added.The
plot for the/24networkstellsadifferentstory. Non-negligible
marginal utility metricsexist over a greatdeal of the graph
indicatingthataggregationsmorethan100/24's maybenec-
essaryto geta clearview of worstoffenderdistributions.

Theresultsfor themarginalutility of identifyingtargetports
is somewhat different. As canbe seenin Figure19, thereis
a gooddealof variability in marginal utility metricsfor both
/16's and/24's for log aggregationsunder30. However, be-
yond40,bothexhibit fairly smallmarginalutility metricsindi-
catingthatstableperspectivesonport targetsmaybeachieved
with relatively smallnumbersof logs.

8. SUMMARY AND CONCLUSION
In this paperwe presenta broad,empiricalanalysisof In-

ternetintrusionactivity usinga largesetof NIDS and�re wall
logscollectedoverafour monthperiod.Wefounddaily intru-
sionactivity asseenin our datato behighly variableranging
from betweenabout1M to 3M scansperday. Examinationof
sourceIPsfor thesescansshowsthatthey arewidely disbursed
acrosstheautonomoussystemspace,andthat thedistribution
of attemptspersourceIP followsapower law. Ourbreakdown
of scantypesshows not only thepredictablylargeamountof
worm activity, but also a large amountof scanningdirected
toward ports other than 80. We �nd that while 60-70%of
all non-worm scansarehorizontalscans,thedaily numberof
horizontalscanepisodesis typically lower thanvertical scan
episodes.

To gaininsight into theglobalnatureof intrusionswe used
our datato projectactivity acrossthe Internet.We usedthree
differentmethodsin this regard;considering�rst ourentireset
of data,thenjust /16networksthenjust /24networks.We�nd
total intrusionactivity to be ashigh as25B per day andthat
non-port80 scansincreasedby approximately25% over our
measurementperiod.

We alsopresenteda high level informationtheoreticevalu-
ation of the potentialof usingdatasharedbetweennetworks
asa foundationfor adistributedintrusiondetectioninfrastruc-
ture.Ouranalysisindicatesthatsmallcollectionsof logsfrom
smallernetworksmaynotbesuf�cient to identify eitherworst
offendersor mostpopularport targetsfor attacks.

Our analysishasa numberof implications.First, intrusion
activity takesplaceon a massive scalethroughouttheInternet



andit is on the rise–network admininstratorsshouldbeware.
Second,the worst offenderstypically depictcoordinatedbe-
havior andareresponsiblefor signi�cant fractionof all scan-
ning activity. This is a strongargumentfor developingbetter
blacklistsandemploying appropriateingress�ltering. Third,
while current�re wall andNIDS systemsprovide usefulclues
aboutattackpatternstheir views arelimited by their vantage
points.Thereis signi�cant bene�t to beacheivedby collabora-
tion, however thisbene�t is sensitive to thesizeof thepeering
groupandits diversity.

Next stepsin thiswork will beto attemptto re�ne themeans
by which intrusiondatausedin a distributedcoordinatedin-
frastructure.Wearealsointerestedin how effectively intrusion
datacollectedin realtimecanpositively identifynew intrusion
exploits in theInternet.
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