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ABSTRACT

Network intrusionshave beena factof life in the Internetfor
mary years. However, asis the casewith mary othertypes
of Internet-widephenomenagaining insight into the global
characteristic®f intrusionsis challenging. In this paperwe
addresshis problemby systematicallyanalyzinga setof re-
wall logs collectedover four monthsfrom over 1600different
networks world wide. The rst part of our studyis a gen-
eralanalysisfocusedon the issuesof distribution, cateyoriza-
tion andprevalenceof intrusions.Our datashaws bothalarge
quantityandwide variety of intrusionattemptson a daily ba-
sis. We also nd thatwormslike CodeRedNimdaand SQL
Snale persistlong after their original release.By projecting
intrusionactiity asseenin our datasetsto the entireInternet
we determinahattherearetypically ontheorderof 25Bintru-
sionattemptperdayandthatthereis anincreasingrendover
our measuremenperiod. We further nd that sourcesof in-
trusionsareuniformly spreadacrosshe AutonomousSystem
space However, deepetinvestigatiorrevealsthata very small
collectionof sourcesareresponsibldor a signi cant fraction
of intrusionattemptsn ary given monthandtheir on/off pat-
ternsexhibit cliquesof correlatecbehaior. We shav thatthe
distribution of sourcelP addressesf thenon-worm intrusions
asafunctionof thenumberof attemptdollows Zipf'slaw. We
also nd thatatdaily timescalesintrusiontargetsoftendepict
signi cant spatialtrendsthat blur patternsobsered from in-
dividual “IP telescopes”this underscoreshe necessityfor a
moreglobalapproacho intrusiondetection Finally, weinves-
tigatethe bene ts of sharednformation,andthe potentialfor
usingthis asa foundationfor an automatedglobal intrusion
detectiorframework thatwould identify andisolateintrusions
with greaterprecisionandrobustnesghan systemswith lim-
ited perspectie.
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1. INTRODUCTION

Defendingwide areanetworksfrom intrusionin theform of
port scansandattacksposesa signi cant, on-goingchallenge
for network operators.Using badkscatteranalysisto charac-
terizeDenial-of-ServicgdDoS) actiity in the Internet,Moore
etal. shaw thattheseintrusionsarenumerousandon therise
[17]. In 2001,two widely reportedinternetworms(CodeRed
andNimda) eachinfectedhundred=f thousand®f nodesin
lessthana dayandrequiredcountlesshoursto eradicatdrom
systemsRecentwork by Stanifordetal. suggestshatthein-
trusionactiity we have seento datemight only bethetip of
avery largeicebeg andthatsigni cant stepsarenecessaryo
countertheserisks[23].

While methodsandtechnologyfor securingnetworksagainst
intrusionscontinueto evolve, thebasicproblemsareextremely
challengingfor anumberof reasonsFirst, the Blackhatswho
perpetraténtrusionscontinueto nd ingeniouswaysto com-
promiseremote hostsand frequently malke their tools pub-
licly available. Second,the size and compleity of the In-
ternet,including end host operatingsystemsmale it likely
that therewill continueto be vulnerabilitiesfor a long time
to come. Third, sharingof information on intrusion actity
betweemetworksis complicatedy privacy issuesandwhile
therearecertainlyanecdotateportsof speci ¢ port scanning
methodsand attacks,thereis very little broadunderstanding
of intrusionactiity on a globalbasis.Becausef thesechal-
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throughoutthe Internet. Speci cally, our datawas collected
in over 1600 networks world wide over a 4 month period by
DSHIELD.ORG.Entriesin theselogs consistof paclets re-
jectedby re walls andportscarogsrecordedoy Network In-
trusionDetectionsSystemg¢NIDS -primarily Snort[19]). This
datasetprovidesuswith auniqueperspectie on globalintru-
sionactity.

Weinvestigatedarangeof fundamentafeaturef intrusion
activity by evaluatingour dataalonga numberof dimensions.
Speci cally, we assesshe daily volumeof intrusionattempts,
thesourcesanddestination®f intrusionattemptsandspeci ¢
typesof intrusionattempts.

Ourresultsshaw thefollowing:

Volume: Daily intrusionattemptdake placeon anmas-
sive scale- asmary as3 million scansin ourlogsona
singleday- andin aburstyfashion.

Distrib ution: Sourcesnddestinationsf intrusionsfrom
anAutonomousSystem(AS) perspectie arenearlyuni-
formly distributedaroundtheInternet.Furthermorethe
distribution of the numberof scangersourcelP versus
theiroverallrankfollowsapowerlaw (Zipf'sLaw [27]).

Types: Worm actiity (intrusion attemptson port 80)

variesbetweenapproximately20% and 60% of all in-

trusion attemptsand worm signaturefrom Code Red
and Nimda remainprominenttoday (over a yearsince
their original release).Non-port80 intrusion attempts
male up asurprisinglylarge percentagef thedaily vol-

ume. Decompositiorof theseindicatesthatwhile com-

mon scanningnethodgeg. verticalandhorizontal)are
indeedprevalent,othermethodsuchascoordinatecind
stealthyscansarealsowidely used.

Our next stepwasto usetheseresultsto projectintrusion
actity to the entire Internet. We do this usingmultiple per
spectvessothat,in additionto gettinga perspectie on global
intrusionactiity, we canassesshe extentto which theintru-
sionactvity seerby asinglenetwork is representati of intru-
sionthroughoutthe Internet. Our projectionmethodconsists
of usingall of our data,only datafrom /16 networksandonly
datafrom /24 networks. Resultingprojectionshave roughlyan
orderof magnitudedifferencerespectiely (decreasing).The
projectionusingthe entiredatasetshaws Internetwide intru-
sionattemptsto be onthe orderof 25B perday over all ports.
A simpleleastsquarest throughthedatashavs anincreasing
trendfor all projections.

Finally, we investigatethe utility of sharinginformationbe-
tweennetworks asa basisfor a distributedintrusiondetection
infrastructure For example,we areinterestedn assessinghe
numberof logs requiredto establishparticularsourcelPs as
“worstoffenders”. We usean informationtheoreticapproach
outlinedin [2] to assesgshe maminal utility of intrusionin-
formation collectedfrom multiple sites. In additionto worst
offenders,we alsoassesshe utility of additionallogsin un-
derstandingntrusion prevalencewith respecto port targets.
We nd that small randomcollectionsof intrusion logs are
not sufcient for gaininga consistentview of worstoffenders
or port targets. This resultcombinedwith the Zipf resultfor
worstoffendersindicatethatwhile thereis certainlypotential
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Figure 1: Global Distrib ution of Provider Autonomous
Systems. The dark and light squaresrespectvely corre-
spondto ASesthat are representedand not represented.
The greylines or shadingindicatesdir ect connectvity be-
tweenASes

for sharinginformationbetweemetworks asa meandor im-
proving security a thoughtfulapproachto log aggreationis
likely to berequired.

This paperis organizedasfollows. We describestudiesre-
lated to this work in Section 2. In Section 3 we describe
the detailsof our dataand our methodsof analysisand Sec-
tion 4 providesbackgroundnaterialonwormsandscans We
presentresultsof our characterizationsf fundamentalfea-
turesof intrusionsin Section 5 and extend thoseresultsto
the entireInternetin Section 6. Our discussiorof the useof
sharednformationin a distributedintrusiondetectionsystem
is presentedn Section 7. We summarizeand concludein
Section 8.

2. RELATED WORK

The work by Moore et al. is motivated by the question,
“how prevalentaredenial-of-servicattacksin theInternetto-
day?” [17]. Ourwork is similar in spirit althoughwe address
the generalquestionof intrusionsandare not speci cally fo-
cusedon DoS activity. Stanifordetal. reporton recentworm
activity (CodeRed,Nimda)in [23] andprojectthe possibili-
tiesof muchmoreseriousvormthreatsn thefuture. Cowie et
al. present differentperspectie on the samework by exam-
ining hourlong periodsof “widespreadnstabilities”in global
BGPsystemin JulyandSeptembeof 2001 [5]. They describe
theideaof “worminducedtraf c diversity” thatis unlike other
normaltrafc experiencedy routersandis the primarycause
of theBGPinstabilities.

Our work hasimplicationsin developmentand con gura-
tion of network intrusiondetectionsystems.Mary suchsys-
temshave beendevelopedanddeplo/ed (eg. [18, 19]). The
standardapproachfor recognizingan intrusion is to create



Table 1: Samplelog entriesfrom DSHIELD portscanlogs

| Date Time Sub. Hash  No: Scans SrcIP SrcPort TargetlP TargetPort TCP Flags |
2002-03-19 18:35:18 provider2323 3 211.10.7.73 1227 10.3.23.12 21 S
2002-03-19 18:35:19 provider2323 16 211.10.7.73 1327 10.3.23.12 53 SF
2002-03-19 18:35:20 provider2323 1 211.10.7.73 1231  10.3.23.12 111 F
2002-03-19 18:35:21 provider2323 1 211.10.7.73 1331  10.3.23.12 22 SA

a rule-baseddescriptionwhich is thenusedto con gure the
NIDS. However, the taskof accuratelyidentifying new types
of intrusionsremainsquite challenging.

Otherwell known studiesrelatedto ours are the DARPA
Intrusion Data Setsfrom 1998 and 1999 [13]. Thesedata
setsaretypically usedastraining setsto testNIDS. They suf-
fer from beingbothold andsyntheticallygeneratedthustheir
relevanceto intrusionattemptsof todayshouldbe questioned.
Our data(or a setlike ours)could sene asa benchmarkfor
creatingor validatingtraining setsin thefuture.

The Honeynet Infrastructureis a unique “network” dedi-
catedto understandindhe tools and actvities of the Black-
hatcommunity [10]. Their network consistsof machinege-
polyedin the Internetwith NIDS that are virtually unused.
Their lack of network usesigni cantly reduceshe possibil-
ity of falsepositivesin the datathey generate every paclet
recevedis consideredsuspect.The projectpublishesveekly
reportsof recordedhttacktraf ¢ andsuccessfuéxploits.

Finally, therehave beeranumberof recenipaperonrouter
basedechniquedor IP traceback[20, 21]. Thesetechniques
all faceconsiderablehallengesn gainingoperationatleploy/-
menthowever they offer interestingpossibilitiesfor identify-
ing sourcef intrusions.

3. INTRUSION DATA

We usea setof rewall logs of portscanscollectedover
a 4 month periodfrom over 1600 re wall adminstratorslis-
tributedthroughoutthe globe asthe basisfor our study The
logs provide a condensegdummary(lowestcommondenomi-
nator)of portscaractiity obtainedfrom various re wall/IDS
platforms. Someof the platformssupportedncludeBlackice
DefenderCISCOPIX Firewalls, ZoneAlarm,Linux IPchains,
PortsentryandSnort. Thisapproacltsigni cantly increaseshe
coverageandreduceselianceon individual IDS's interpreta-
tion of events. Tablel illustratesthe formatof atypical low-
estcommondenominatotog entry The dateandtime elds
arestandardizedo GMT andthe provider hashallows for ag-
gregationof destinationlP addressethat belongto the same
administratve network.

Table?2 providesa high level summaryof the datathatwas
usedin our study Thedatasetvasobtainedrom DSHIELD.-
ORG — aresearcteffort fundedby SANS Instituteaspart of
its InternetStorm Center DSHIELD's objectvesincludede-
tection and analysisof new worms and vulnerabilities,noti-

cation to ISPsof exploited systemspublishingblacklistsof
worst offendersand feedbackto submittersto improve re-

wall con guration. The datais comprisedof logs submitted
by a diversesetof networks andincludess full ClassB net-
works, over 45 full ClassC sizednetworksandmary smaller

Table 2: Monthly summary of studied DSHIELD logs

| Month | Number of Scans| Number of DestIPs ]
Aug. 2001 30 million 260,726
May. 2002 48 million 375,323
June.2002 61 million 382,224
July. 2002 68 million 402,050

subnetwrks. One of the highlights of this datasourcewas
its utility andcontrikution in the detectionandearly analysis
of CodeRed.Figure 1 is a SkitterbasedAS level graphthat
shaws the global distribution of the providersthat submitto
DSHIELD. A Skitter graphprovidesa uniqueway of visual-
izing AutonomousSystemgASes)basedon their connecti-
ity andgeographywithout compromisingprovider identities.
Therearethreedistinct regionsin the graphandthey corre-
spondo autonomousystemsasedn Europe North America
andAsiaPaci c in clockwiseorder Thegrey linesor shading
indicateswhich ASesare directly connectedo one another
The dark and light squarescorrespondto ASeswith repre-
sentatve participantsand non-participantASesrespectiely.
The ASescloserto the centerconstitutethe larger backbone
providers andtelecommunicatioompanieghat have maxi-
mumconnectiity while thestubASespopulatethe periphery
[11].

The lowestcommondenominatorapproachby DSHIELD
provides us with a unique, globally diverseand stabledata
source. The simplicity and generalityof this approachalso
malesanalysisstraightforvard. Therearehowever somepit-
fallsthatneedto be consideredThelogsdo notprovide infor-
mation aboutpaclet headerspr what happengduring active
connectionsThereis alsoa certaindegreeof vulnerability to

ooding by malicioususersand by miscon gured re walls.

For examplelocal broadcastrafc and network gameslike

Half-life canresultin mary falsepositives. Theseinstances
were Itered out from the datasetbefore analysis. Finally

NIDS systemamay not be ableto captureall pacletsduring

a Denial of Serviceattack. However, spikesbeforeandafter

anattackshouldgetrecorded.

Finally, we needto consideiportscangrom spoofedsources.
Normallythereislittle bene tto anindividualspoofedportscan
asthe sourcedoesnot geta response A few specializedsit-
uationswherea spoofedportscanby itself could prove ben-
e cial to a portscannerlike spoof-bouncehave beendocu-
mented[7]. However, thebestknown motivationfor spoo ng
portscanss to createspuriousbackgroundnoiseto hide the
realsourcesBy consideringandcorrelatingreportsfrom mul-



tiple sourcesthe effect of the spoofedsourcesare mamginal-
ized andreal sourcegise to the top. This works becauséan
reality, spoofedportscansform only a small fraction of all
recordedportscans.Thus, analyzingsourcelPs of portscans
can provide valuableinsight into the geographidadistribution
of malicioushostsubnetor steppingstones[26].

4. BACKGROUND
4.1 TheWorms

In this sectionwe provide backgroundnformation on the
majorInternetwormsreleaseaverthelasttwo years.We rst
describethe major port 80 worms CodeRed/Il and Nimda.
This is importantbecauseport 80 scansstill form the single
most dominantgroup of scansaccountingfor nearly 20% -
60%o0f all scansn ary givenday Mostport80scanbsened
in the 3 month period betweenMay 2002-June2002 canbe
attributedto either CodeRedor Nimda. The releasedatefor
NimdawasSepl8,2001andsotheport80scansn theAugust
2001 datasetare exclusively CodeRed.We also describethe
SQL-Snak—-aworm which affectsMicrosoft SQL Seners.

41.1 CodeRed

CodeRed exploitedawell knovn Windows Internetinfor-
mationSener (11S) buffer over ow vulnerability [12] andwas
releasedn July 12,2001. Thewormwassonamedbecausét
defacedsomewebpageswith thewords“hacked by Chinese”.
The worm operatesn two distinct phases.In its rst phase,
the worm usesa randomIP generatorto searchfor vulnera-
ble targets. In the secondphase(20-28thof every month),the
worm stopspropogationand launchesDenial of Serviceat-
tacksagainsthe http://www1.whitehousgor website [3].

4.1.2 CodeRedI

Despitesuper cial similarities,CodeRedI is acompletely
differentwormthatusesthe samellS vulnerability Thename
“CodeRedIl” is derived from a string in the worm's source
code. Unlike CodeRed, this worm is not memoryresident
andhencea rebootdoesnot disinfectthe machine.CodeRed
II's propogationmechanismgenerates randomIP address
anda maskwhosesize determineghe similarity betweerthe
infected IP and probedIP. About 1/2 of the time CodeRed
Il probesan IP in the same/24, and about3/8 of the time
CodeRedll probesan IP in the same/16 and a randomIP
remaindeiof thetime. Finally CodeRed| installsarootlevel
backdoorthat allows ary othercodeto be remotelyexecuted

[3].

4.1.3 Nimda

Nimdastandsfor adminspelledbackwards. The algorithm
for target detectionis not well known, but seemsto follow
theseroughprobabilities:50%an IP addreswith samerst 2
octets,25%an P addressvith matching rst octetand25%a
completelyrandomlIP address[4].

Figure 2 shavs the numberof distinct sourcesscanning
port 80 during the 3 monthsin 2002 from our dataset. The
graphshaws the predictablenatureof the port 80 scansand
alsovery strongday of the month characteristics The sharp
drop aroundthe 19th of eachmonthcon rms that CodeRed
is still verymuchalive. CodeRed is supposedo selfdestruct

—O0— May

——Jure —x—July

Figure2: Daily number of distinct sourcesof port 80scans,
May 2002-duly 2002

attheendof eachmonth. Thehypothesiss thathowever, there
areenoughmachineswith asufcient clock offsetthatthevul-
nerablemachinegetreinfectedproducingthis slow startlike
growth betweerdays1-7.

4.1.4 SQL-Sna&

The SQL-Snale was detectedon May 20th 2002, This
worm scansfor openMS-SQL 7 Senerswhich run on port
1433by defaultandexploits machineshathave thedefault SA
(Admin) accountwithout an associategbassverd. The worm
scandor IPsof theform A.B.C.D randomlyon the following
IP rangesvhere:A = randonf numbemotequalto 10,127,172
or 192,B = 0-255,C = 1-255and D = 1-254. The primary
functionof thewormis to emailpassverdsandrelatedsystem
informationto ixltd@postoneom [1, 14, 25].

4.2 ScanTypes

We broadly categorize scansinto four well known types
[22].

1. Vertical Scan - is de ned as a sequentialor random
scanof multiple (morethan5) portsof a singleIP ad-
dressfrom the samesourceduring a one hour period.
Theseareusuallyanattemptto surey which of several
well known vulnerabilitiesappliesto this hostand are
alsoknown asstrobescanspasednoneof theoriginal
script-kiddietools.

2. Horizontal Scan- is ascanfrom a singlesourceof sev/-
eralmachineg5 or more)in asubnetaimedatthesame
targetport,ie. thesamevulnerability In this casetheat-
tacler is searchindor ary machinethatis runningspe-
ci ¢ serviceanddoesnot careaboutary singlemachine
in paricular The attacler could bejust recruitingpeers
for launchinglargerdistributedattacks.

3. Coordinated Scans- are scansfrom multiple sources
(5 or more)aimedat a particularport of destinationsn
the same/24 subnetwithin a onehourwindow. These

INot to beconfusedwith the SQL Slammemwormreleasedn

Jan2003.

2 Aside from avoiding certainclassA-s, the rst byteis also
weightedwith somenetworks beingscannednorefrequently
thanothers.




Figure 3: SourceAS distrib ution of Nimda/CodeRed(left),SQL-Snake(middle) and Non-Worm(right) scans.

arealsocalledDistributedScans[23]. Thesescansusu-
ally comefrom the moreaggressie/actve sourceghat
comprisesereralcollaboratve peersavorkingin tandem.

4. Stealth Scans- are horizontal or vertical scansiniti-
atedwith a very low frequeng to avoid detection.The
key parametersn this de nition includethe maximum
threshold(1 hour) and the minimum thresholdfor the
averageinterscandistance. An averageinterscandis-
tancebelav the minimum thresholdindicatesthat the
scanwas not stealthy ie. notintendedto evadeNIDS
systems. Two successie scansfrom the samesource
thatareseperatethy morethanthe maximuminterscan
distanceare consideredo be unrelatedor partsof dif-
ferentscanningepisodes.

5. INTRUSION CHARACTERISTICS

In this sectionwe rst provide a high level summaryof in-
trusion distribution in termsof the destinationports and the
attacksources.We illustrateinstancesvherethe top sources
depict striking correlatedbehaior. We then projectthe ob-
sened scanratesover the entire IP spaceandtry to identify
temporaltrends. We identify the predictableand perisistant
behaior of the port 80 sources Finally we investigatepreva-
lenceof spatialtrendsin the scanningoehaior.

5.1 Port Distrib ution

Monitoring the destinatiorport of intrusionattemptsn the
Internetprovesto beaneffective methodfor detectingexploits
for new vulnerabilitiesanddisseminatiorof nev worms. The
casef CodeRed/ll, NimdaandrecentOpaserport 137)
are instancesvhere the heightenedscanningrateswere ob-
senedfor severaldaysbeforethey wereidenti ed.

The daily scanningvolume of the top 10 destinationcate-
goriesfor the 3 monthsfrom May 2002- July 2002is shavn
in Figure 4. Obviously the mostsignicantcomponenbf the
graphsaretheport80scandrom NimdaandCodeRedl|/l1IThe
Linux Slapperworm (releasedater this summer)is not part
of this data. The visible spike in the port 1433 scansaround
the 4th week of May is directly attributableto the releaseof
SQL-Snalke worm [25]. The P2Pentry comprisesof scans
from Gnutella, Kazaaand EDonkey peersand the port 137
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Figure 4: Scanratesfor top 10 destination port categories
betweenMay-July, 2002.
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Figure 5: Persistanceof port 80 scansbetweenMay-July,
2002in /32 and /24 aggregates.

scansare dominatedby Windows NetBios miscon guration.
Of the non-worm scansssh(22), ftp (21), rpc (111),dns(53)
andicmp(0) tendto dominate. The scansfrom the Subsgen
trojan (leaves worm) and scansto port 3128 (miscon gured
proxy senersusedto redirect/hidesur ng behaior) also g-
urein thetop portsfor the 3 months [24].

5.2 SourceDistrib ution

One of the challengesn a study of the sourcesof the in-
trusionsis to accountfor the disparitiesin the scanningbe-
havior of self propogatingandnon-worm trafc. To simplify
we classifyscansnto threecategories: port 80, 1433andthe
remainingnonwormtrafc. We ltered outtrafc from Sub-
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Figure 10: Cluster of 4 out of top 20 sourcesin May, 2002
with similar on-off patterns.

sevenandnoisedueto Windows NetBiosandthe peerto-peer
scans. All future referencego non-worm scansusethis |-
tereddataset.Figure 3 shaws the global distribution of au-
tonomoussystemlevel sourcesof port 80, port 1433andthe
non-worm scandor themonthof June2002.A snapshofrom
theOregonrouteviews tablewasusedto corvertsourceP ad-
dressedo AS numbers[15]. Thesegraphssene to illustrate
theglobalreachanduniformity of attacksourcegalsovictims
in the formertwo cases)n eachcateyory. It is apparenthat
thedistribution of the SQL Snale victims evenatits peak,was
lessdensen comparisorto port 80 or othernon-wormtraf c.
Neverthelesst wasresponsibldor a signi cant portion of all
recordedscans.

5.2.1 Persistenceof Worm Activity

Anotherinterestingaspeciof worm behaior is the persis-
tenceof attacks.In particular we wantedto understandhow
long a subnetremainednfected. We computethe durationof
port 80 scansduring the 3 monthperiodbasedon aggrgates
of /24 and/32. Themotivationbehindlooking for /24 matches
comesfrom CodeRed!' s andNimda's af nity towardslocal
targets. The half livesof the 3 cateyoriesare 18 daysfor /24
matchesand6 hoursfor /32 match.The/24 matchesrebiased
by individual sourceghat sendonly a single portscananddo
notreallyindicatequickdisinfection.Thegraphin Figure5re-
vealsanalmostlinearrelationshipbetweerdurationandnum-
berof infected/24 subnetswith avery smallslope. Thisindi-
categhatwhile amajority of subnetbecomeNimda/CodeRed
freein about18 days,signi cant numberof subnetsontinue
to beinfectedfor extendedperiods.

5.3 Top Sources

Isolatingandunderstandingpehaior of worstoffenderg(in
termsof sourcdP) is crucialto defendingnetworks. We focus
primarily onthenon-wormintrusionsin this section.Theself-
propogatingnatureandlocal af nity of worm trafc malkesa
similar analysislessmeaningfuland more complicated.Fig-
ure 6 plots the rank of eachsourcelP againstits numberof
scang(ie. popularity)on alog-log scale. The decreasindin-
earslopeof this plot indicatesa power-law distribution which
leadsus to concludethat “worst offender” IPs follow Zipf's
Law [8, 27]. Mary otherphenomenorin the Internethave a
similar characteristicThis indicatesthatvery few sourcesare
in factresponsibleor generatinga signi cant fraction of all
non-worm scansthat are obsered. Figure 7 plots the daily
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Figure11: Distrib ution of coordinated, horizontal and ver-
tical scansfor the month of June, 2002.
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Figure12: Distrib ution of coordinated, horizontal and ver-
tical scanepisodedor the month of June,2002.

scanvolume from the top 100 sources(out of 261K) along
with thetotal scansandfurthersupportghisresults.Thegraph
shaws that the top sourceswhich are responsiblefor rougly
half of all non-worm scansalsoaccountfor mostof the vari-
ability thatis exhibited.

Anotherway to considerworst offenderbehaior is to fo-
cuson the scansemanatingrom the top 20 sourcedor each
month. Observingthe daily on/of patternsof thesetop 20
sourcesduring the courseof eachmonth reveals clustersof
correlatecbehaior. Suchclusterswereobsered prominently
in the top 20 sourcesof eachof the four monthsundercon-
sideration. Figures 8 and 9 shaw clustersfrom the top 20
sourcefrom August2001andJune2002. Thesesourcesare
“on” duringthe samedaysof the monthwith similar levels of
activity andbearlittle locality in IP spaceFigure 10captures
a setof four IPs thatdisplay similar staggeringbehaior but
ondifferentdays.Thesimilarity in theactualnumberof scans
during the on periodsis striking. This pointsto anidentical
attackor anattackusingthe sametool lauchedfrom disparate
sourceondifferentdays.

Theseesultdeadusto concludethatsuchattacksarein fact
fairly common,and that blacklisting worst offenderswould
be an effective mechanisnof defendingagainstnon-port80
intrusions.We furtherconcludethatinstance®f collaboratve
clusterscanbe effectively isolatedandshouldbe investigated
with greatewigor.

5.3.1 Identi cation of ScanTypes

Figures 11 and 12 shaw the daily distribution of thethree
scantypesduringthe monthof June2002. This indicatesthat
horizontalscansaccountfor 60-70%o0f all non-worm scans.

Figure 13: Distrib ution of Stealth scansin June, 2002with
minimum interscan thr esholdsof 30 and 180seconds.

Anothersurpisingrevelationis that a large proportionof the
daily scansarecoordinated or comefrom distributedsources.
Thecoordinatedcarratealsoseemsnuchmoretightly tiedto
thenumberof coordinatedscanepisodesvith theratio of 100
scangper epsode.The mostcommonportsscannedncluded
port 111 (RPC), port 53 (DNS) and scansfor alternateweb-
sener portslike 8000 and 8080. Although horizontalscans
are more commonthan vertical scans,there are fewer hori-
zontal scanepisodeghan vertical scanepisodes.Figure 13
shaws daily distribution of obsered stealthscanswith mini-
mumthreshold®f 30 and180secondsStealthyscansarenot
uncommon,however only makeup a small percentagef all
verticalandhorizontalscans.Vertical scansseemto be much
morelikely to exhibit stealthybehaior thanhorizontalscans.

5.4 Network Telescopes

Network Telescopesirede ned aslarge chunksof unused
but globally routablelP space. Passve monitoring of tele-
scopessene asa usefulmechanisnfor measuringandunder
standinglnternetattackbehaior [16], especiallywormslike
CodeRedandNimda. We examinetheir potentialfor charac-
terizing the patternsof non-worm scansn thelargerInternet.
Figures 14 and 15 shav the obsered daily scanratesfrom
anentireClassB with respecto the overall scanratesfor both
non-worm andport 80 scans.They recon rm thatfor model-
ing port 80 scanseven a single ClassB telescopevorks rea-
sonablywell. Howeverthenon-wormtraf ¢ modeledromthe
sameelescopexhibits signi cant variability unlike theglobal
rates.This suggestshatnon-wormtrafc hasinherentspatial
componentshat may only be ableto be capturedeffectively
only from a globally distributedsetof telescopes.

6. GLOBAL PREVALENCE

6.1 Projection

Scanningpatternsseenin the Internethave beenhighly dy-
namicespeciallyover the last coupleof yearswith the emer
genceof novel andmoresophisticatedvorms. Oneof thein-
triguing questionghatwe wouldlik e to answelis how thevol-
umeof scanshave changedverthelastyear?To addresshis
questionwe projectthedaily scansobseredin our dataseto
thelarger Internet. We do this by simply takingthe “average
scansper IP” for our setof destinationlPs and then multi-

3asperourde nition in section4.2.




Figure 14: Daily scanrate of non-worm scansobsewed
from a ClassB telescopewith respectto overall rate, June
2002-August 2002.

Figure 15: Daily scanrate of port 80 scansobsened from
a ClassB telescopewith respectto overall rate, June 2002-
August2002.

plying that by the numberof IPsin the entire IP spacé. We
assumauniformity, but do not testfor it. Thatis, we assume
thatsinceour setof provider networksarereasonablyvell dis-
tributed (both geographicallyandover the IP space)pur per
spectve re ects whatis seenover the larger Internet. This
projectionindicatesdaily scanratesashighas25B/day

We performsimilar projectionausing/24 and/16 aggreates
andtry to discerntrendsvialinear ts. The/16 and/24 aggre-
gatesprovide very conserative estimate®f theobseredscan
ratesdueto sparsenetwork representationsOne motivation
behindthemis to accountfor possiblelPs that may not re-
ceive ary scangduringanentireday Figures 16 and 17 shav
the resultsfor port 80 andnon-worm scans.The port 80 scan
ratesshawv a decreasingrendwhich is dueto high levels of
CodeRedncidencesn Aug 2001.TheratesbetweerMay and
August2002(notshavn explicitly in the gure) arerelatively
steadywith a very small upward slope. The non-worm scan
rateshawever shav an increasingtrend. The averagedaily
numberof scansover the IP spacgumpsfrom 6.5 B scanso
8.2B, anincreasef over 25%.

7. IMPLICA TIONS OF SHARED INFOR-
MATION

A numberof recentpapersand proposalsaddresghe con-

“Alternately we could have obtainedthe portion of routable
IP spacefrom a BGP table. While the grossvolumeof scans
might be slightly reduced,we expect the trendsto be pre-
sened.

Figure 16: Projection of port 80 scansAug 2001-dly 2002,
over /32,/24 and /16 aggregates

Figure 17: Projection of non-worm scansAug 2001-lly
2002,0ver /32,/24 and /16 aggregates

ceptof developinganinfrastructurethatwould pool resources
in orderto more rapidly and more effectively respondto at-
tacksandintrusions[6, 10, 22]. Thereare mary issuesin-
volved in the creationof suchan infrastructure not the least
of which is understandingts potentialfor successGiventhe
factthat thereis likely to be little synchronizatiorof times-
tampsbetweendaily re wall logsin our dataset,we did not
attemptto evaluatehow rapidly attacksand intrusionscould
beidenti ed if datawerecollectedin centralrepositoryin real
time from sitesdistributedacrosghe Internet— we leave that
for future work. Our datadoes,however, lenditself to evalu-
atingotheraspect®f developingcompositeviews of intrusion
activity andwe exploretwo examplesof thesein this section.

7.1 An Information Theoretic Approach

Exploring the extent of re nementof perspectie provided
by additionaldatais a standarchotionin informationtheory
Relativeentopy is a measureof the distributional similarity
betweentwo variables[9]. This measurds commonlyesti-
matedusingthe Kullback-Leiblerdistancemetric which was
extendedn [2] to measurehe mawginal utility of addingaddi-
tional experimentakesultsto anaggregatedatasetof network
topologymeasurementur interestis in understandindpow
theadditionof intrusionlogsto anaggreatedatasetimproves
the resolutionof identifying “worst offenders”andthe preva-
lenceof scansof particularports. The maminal utility metric
will quantitatvely expresstheinformationgainedby the addi-
tionallogs.

A frameawork for mamginal utility evaluationis presentedn



Figure 18: Utility of additional subnetsfor detectingworst
offenders

[2]. Theframeawvork considersa setof n identical(ie. aimedat
discovrering a commonproperty)experimentsS?; S2; :::: S™.
In our casetheseexperimentsvould beintrusionlogssubmit-
tedby distinctsites.Marginal utility is de ned asthereduction
in uncertaintyresultingfrom the next experimentaddedo the
aggr@ateset. Two alternatvesfor calculatingmaginal util-
ity arepresentedonewhich considerghereductionin uncer
tainty in anonline mannerandthe otherin anofine manner
Theessentiatlifferencebetweerthetwo is thattheof ine met-
ric considersnaminal utility from the perspectie of the setof
all n experiments. We selectthe of ine metric for analysis
since,asstatedabove, we arenot consideringssueselatedto
theorderin whichindividual logs aresubmitted.

The formal de nition of maiginal utility of an experiment
S" is de ned to be U™ (S") andis given by the following
equation:

Pr(s")
Pr(s7)

um(s") = Pr(s") log( ) @

8i

wherei rangesover all possibleoutcomesand Pr(s{) is
theprobabilityassociatedvith outcomes; aftertheconclusion
of experimentsS*; S?;::: ;' S/, andm is thetotal numberof
experimentsconducted.

7.2 ldenti cation of Worst Offenders and
Prevalenceof Target Ports

Ourexperimentdo evaluatethemaginal utility of intrusion
log sharingfocuseson two issues:the identi cation of worst
offendersandtheidenti cation of ports(non-port80) thatare
mostfrequentlyscanned.Our intentis to examinethis issue
in ageneralkense To thatendwe conductedhe experiments
by selectinga singledayatrandomfrom our dataset. We then
selectiogsfrom 100/16's at randomand100/24's atrandom
to determinehow mary logs arerequiredto get a consistent
perspectie on offendersandintrusiontargets.Our analysisof
network telescopesn Section6 givesustheintuition thatthe
aggr@ationof logsfrom a non-trivial numberof sourceswill
be requiredto gain a representate perspectie on thesetwo
issues.

The graphin Figure 18 shavs the maginal utility of addi-
tional logs for identifying worst offenders. For this analysis
(andthe analysisof port tamgets),we orderedthe logs by the
numberof scanentries.If thedistribution of informationin the
logsis relatively stable thenthis orderingshouldprovide a se-
guenceof maminal utility measureshat follow a decreasing

Figure 19: Utility of additional subnetsfor detecting top
targetports

trend. It canbe seenin the gure for thelarger/16 networks,
thatthisis indeedhecase Beyondtheaggrgationof about35
intrusionlogs,almostno additionalinformationis added.The
plot for the/24 networkstells adifferentstory Non-ngligible
maminal utility metricsexist over a greatdeal of the graph
indicatingthataggr@ationsmorethan100/24's may be nec-
essanyto getaclearview of worstoffenderdistributions.

Theresultsfor themaiginalutility of identifyingtargetports
is somavhat different. As canbe seenin Figure 19, thereis
a gooddealof variability in maminal utility metricsfor both
/16's and/24's for log aggr@ationsunder30. However, be-
yond40, bothexhibit fairly smallmamginal utility metricsindi-
catingthatstableperspectieson porttargetsmaybeachiezed
with relatively smallnumbersof logs.

8. SUMMARY AND CONCLUSION

In this paperwe presenta broad,empirical analysisof In-
ternetintrusionactiity usingalarge setof NIDS and re wall
logscollectedover afour monthperiod.We founddaily intru-
sionactiity asseenin our datato be highly variableranging
from betweeraboutlM to 3M scangerday Examinationof
sourcePsfor thesescanshavs thatthey arewidely diskursed
acrosghe autonomousystemspace andthatthe distribution
of attemptgpersourceP follows apowerlaw. Our breakdevn
of scantypesshaws not only the predictablylarge amountof
worm activity, but also a large amountof scanningdirected
toward ports otherthan 80. We nd that while 60-70% of
all non-worm scansare horizontalscansthe daily numberof
horizontalscanepisodesds typically lower thanvertical scan
episodes.

To gaininsightinto the global natureof intrusionswe used
our datato projectactivity acrosghe Internet. We usedthree
differentmethodsn thisregard;consideringrst ourentireset
of data,thenjust/16 networksthenjust/24 networks. We nd
total intrusionactiity to be ashigh as25B per day andthat
non-port80 scansincreasedoy approximately25% over our
measuremerygeriod.

We alsopresented high level informationtheoreticevalu-
ation of the potentialof usingdatasharedbetweennetworks
asafoundationfor adistributedintrusiondetectioninfrastruc-
ture. Ouranalysisndicateshatsmall collectionsof logsfrom
smallernetworksmaynotbesufcient to identify eitherworst
offendersor mostpopularport targetsfor attacks.

Our analysishasa numberof implications. First, intrusion
actiity takesplaceon a massve scalethroughouthe Internet



andit is on the rise—network admininstratorshouldbeware.
Second the worst offenderstypically depictcoordinatecbe-
havior andareresponsibldor signi cant fraction of all scan-
ning actwity. Thisis a strongargumentfor developingbetter
blacklistsandemploying appropriatdngress ltering. Third,
while current re wall andNIDS systemgrovide usefulclues
aboutattackpatternstheir views arelimited by their vantage
points. Thereis signi cant bene tto beachevedby collabora-
tion, however thisbene tis sensitve to the sizeof the peering
groupandits diversity

Next stepgn thiswork will beto attempto re ne themeans
by which intrusion datausedin a distributed coordinatedn-
frastructure We arealsointerestedn how effectively intrusion
datacollectedn realtime canpositively identify new intrusion
exploitsin the Internet.
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